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ABSTRACT

In this paper, we propose security management architecture that manages efficiently security systems that are
produced by different companies and programmable middleware that can reduce the load of management traffic.
The proposed architecture applies programmable networks technology to policy based network management
(PBNM). The proposed architecture manages and cooperates various security systems using security policy. Also,
the programmable middleware provides convenience of management and reduces the overhead of a policy server
by translating security policy into execution command. In addition, using programmable middleware, an
administrator can manage various security systems that are produced by different companies. We showed that the
programmable middleware could reduce the load of management traffic by comparing processing time for

enforcing and transferring of policies/messages between the proposed architecture and PBNM architecture.
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