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ABSTRACT

The implementation of abnormal behavior detection IDS is more difficult than the implementation of misuse behavior detection
IDS because usage patterns are various. Therefore, most of commercial IDS is misuse behavior detection IDS. However, misuse
behavior detection IDS cannot detect system intrusion in case of modified intrusion patterns occurs. In this paper, we apply data
mining so as fo detect intrusion with only audit data related in intrusion among many audit data. The agent in the distuributed IDS
can collect log data as well as monitoring target system. False positive should be minimized in order to make detection accuracy
high, that is, core of intrusion detection system. So We apply data mining algorithm for prediction of modified intrusion pattern in
the level of audit data learning.
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Algorithm Apriori-gen
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if (s&L«.;) then
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struct std_audit_data {

unsigned long tseq:
char hostname[32);
char remotehost{32];
char ttynarme[16};
char cmd(18];
char jobname(16}:
char dellog:
char errlogin;
char errorflagd:
time_t timestamp:
long syscall;
long ermo;
char port:
long pids
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Intrusion_Detection()
{
event=Associate;
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forall intrusion p € PT
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