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ABSTRACT

Nowadays, people can communicate with each other on any time at any place by develpoment of wireless communica-
tions. But, the openness of mobile communications poses serious security threats and the security is necessary on mobile
communications to support the secure communication channel. The most commonly method is stream cipher for mobile com-
munications. Generally, this stream cipher is implemented by LFSR(Linear Feedback Shift Register).

On this paper proposes the modified mechanism of the S box is usually used in block cipher to advance security og the
stream cipher and this mechanism is the modified three one in consideration og the randomness. Generally, S box that is
function with nonlinear property makes data more strong by attack. The randomness test of the proposed algorithm is used
Ent Pseudorandom Number Sequence Test Program and by the test result it proves that it has better randomness and serial
correlation value than the based stream cipher on respective test.

keyword : PS-box, random number, stream cipher, mobile security
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