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ABSTRACT

AAA(Authentication, Authorization, Accounting) protocol is a framework that propose functions of AAA on multiple
networks and platforms. AAA protocol is extending from previous RADIUS protocol to Diameter protocol. There are some
Diameter applications for variety purpose. Diameter CMS Application makes Diameter messages more secure by using PKI
Diameter CMS Application establish DSA(Diameter Security Association) for end to end security. However the Application
has some problems to establish DSA(Diameter Security Association), which can make Diameter system unstable. If one sys-
tem lose DSA information for some system error - for example, reboot -, the secure communication between two nodes may
not be possible. At the application such as MIP, even user registration can’t be done. In this paper, we propose a mechan-
ism for DSA re-establishment, and also show the result of the implementation.
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o~ |CMS Z&] MIP| CMS ©]5gA)9] MIP 1=
- FEANE) FHAHE)
1 3.68 3.00 [1] Diameter CMS Security Application(draft-ietf-aaa-
2 3.60 208 diameter-cms-sec-04), Internet-Draft, march 2002.
3 3.96 338 [2] Diameter Mobile IPv4 Application(draft-ietf-aaa-dia-
4 3.70 330 meter-mobileip-11), Internet-Draft, June 2002.
5 3.58 3.02 [3] Diameter Base Protocol(draft-ietf-aaa-diameter-12),
6 3.58 3.16 Internet-Draft, July 2002.
7 388 318 [4] Diameter NASREQ Application(draft-ietf-aaa-diameter
8 3.56 318 -nasreq-09.txt), Internet-Draft, March 2002.
9 3 3.14 [5] Cryptographic Message Syntax, RFC 2630, June 1999.
10 3.86 3.26 (6] Farrell, Turner, “Reuse of CMS Content Encryption
B el Azt 371 3.16 Keys”, REC 3185, October 2001.
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