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ABSTRACT

This paper presents the ASVO (Automation-considered SVO) Logic that can be used for verifying authentication and key
distribution protocols. The ASVO logic was designed for automatic verification, in a way to modify the SVO logic, one of
the most famous authentication logics. The ASVO logic is syntactically and semantically sound, and requires relatively simple
verification steps. Also we implemented the Isabelle/ASVO system which supports semi-automated verification, by using the
Isabelle/Tsar system.
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o]AL Fo widk FE AHAE
%fshﬂ e l MAE 4ol disliA UnksiAl
/1M Fot F & 4 4 Utk T3 Kppdt Zo] F
A5 EAZ ZV)EeE A dA3E, 28
Ky K, K9 20l FAE 2Ex2 Bri3e 4
9= Diffie- Hellman 712 ougt) =, leﬁe—Hellman
71 tﬂﬂ 2 FOE v o) K, = Fo(K,,
K)o %}0] 8¢ 4 glch

_:1

2.4 ¥3 39

= WE=gd AEZA ' g ASVORF
< Esld =g A 128y =844 oF 758
F e AL YrEn, + ¢E theorems W) g
ot wEtd dAdHeE 'k oF I = o8 2
theorem© 2 YEh]1 £9E ¢ ok

m, =8| 28 P=E(logic syntax)
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Nec) Lo oAl P believes & F23icH
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3.2 Believing 32| Ao}

ASVO Z AL believesE modal GAFAE 2= do-
xastic 23 olt). wEpA] ohg3 Zol Ao #3 v
EAHQ Fg ~7I0E et

Al) P believes ¢ A P believes (¢ — ¢)
= P believes ¢
A2) P believes ¢ = ¢
A3) P believes ¢ = P believes ( P believes ¢)
Ad4) (P believes ¢)
= P believes ( 7 P believes ¢)

ojg} ¢& F&] 27|nhE modal 23] 71E

Soln, Bd AN THIL =5 ASVO
279X Believing 38 27|vt& A%
27uke FA71 AFse AR did F
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ASal) ( PK(Q,K) A P received {X } ;1)
= Qsaid X N P received X
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3.4 Key Agreement S| A7)0}

ASVO 22 SVO 243 VO 3L ngoz
7] Feldl dE w2 278 e

A6)  ( PKs(P,K,) A PK«Q,K)

= pKug

A6al) Psays K, N\ 7 PK;(RK,)
= PK;(P,K,)

AT o F(K,,K) = ¢ K,

A7al) ( PK«(P,K,) N\ Phas K,
= Phas FyK, K,)

E3] A6al)¥} zto] Diffie-Hellman F71718] LA
7V &8 A 71 AR gEA fEd 5
314. 1 < A svo 2Ho] 7|RA R A9 A
Hats Hol7] Wi shsdit F,

]—3— Eolx @ beheves P says K,9 @ believes P
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=% # Alxl“} olZl& Q7F AHEA He A
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ol
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AT7i2) fresh( Fy(K,, K,)) = fresh( K,,)

3.5 Receiving 22| A7|0}

ASVOR 32 44ldl vAl=le] 914 A(recognizabi-
i, % AW 7 olte) G 398 weldos

S e oest 2e S 2 39 o)

A8y P received ( X;,...,X,) = P received X;

A9) (Preceived {X} 4, A Phas K7)
= P received vague( X)
A%al) P understands X A\ P received vague( X)
= P received X
A%9a2) P received vague( { X} x)
=> P received {vague( X)}x
Al10) P received H(X) N Phas X
= P received2 X
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ASVO 238 RE L9 va)A
Aol g AfE =eFos W)
A e 2 Lol B3 T AAvE et

All)  Preceived X = P has X

Al2) Psaid X = Phas X

Al2al) Psays X = Phas X

A13) Phas (X),...,X,) = Phas X,

Al4) (Phas X, A .. A Phas X,)
= (Phas F(X,,...,X,)

3.7 Key ownership &2] A7|0}

ASVO 232 719 afrel Wit Fel 2vnkE
et AL gol P =24 Lz van
24 $ddchs e FAHoR prl £48 U
AZHE dAHoz fFEd HAANE AL o
v ojRe pLgrt wEa 2o Bow,
wetA P has K 9 Ze =848 58 & ok

Al5) Psaid P Q= phas K
Al6) PK,P,K) = Phas K’

Al6al) PK(P,K) = P has K
3.8 Saying 22| A7|O}

ASVORAE $4 AR U@ B2 2708

5) wje}x, formula-message §-3 WHalo] I asjc)
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2ET SV0zAY A FAF AR A
Rl e ERez TR,

A1) Psad (X,,...,X,) = Psid X,
Al7al) P says ( X;,....X,)
=Psays X; A\ Psad (X,,...,X,)
3.9 Freshness 22| A7|0}
ASVO 2Ze A Aje] AlgAe) #3 Fe A7)
o2zt

A18) fresh( X;) = fresh( X, ..., X,)
Al19) fresh( X,...,X,)
= fresh(F( X, ..., X,
3.10 Jurisdiction 22| A7|o}
ASVO 23 g @3t I Av|ulE et
Z, FA 7l Bgse Al dEA JY AF3E
AL, 2 Ao} ek ARG FHEEEE

A20) (Pcontrols ¢ A Psays ¢) = ¢
32| A7|o}

3.11 Nonce-Verification

ASVO 2Ae WAAe) A6 U AHE B

3t7] 93 38 A7 BEvh

tlo

A21)  (fresh(X) A Psaid X) = Psays X
3.12 Symmetric goodness &8 A7[0}

ASVO 2212 kARl tfd FF-71%} Diffie-Hellman
7] FE BT FHI)e] AL g FE 27

A22) PAQ = Qiﬁp
A22al) p—% Q Q

3.13 Interpretation 22| A7|0}

ASVO 222 dARe] dig =84 Aas A

8 270k 7HAE, olF oo ZREZY| B3
& olds S AART

a23) (PLEQ A Preceived (X }n
= P received2 X from @

A2al) (PLQ A P received H(K, X))
= P received2 X from @

A24) (R says K /\ R controls PA Q)
= R says PAQ

A24al) (R says K /\ R controls fresh( K))
= R says fresh( K)

A25) (PL 0 A fresh( K)) = fresh( P Q)
3.14 Recognition 22| A7|0}

ASVOEZ e HlAAY A4, & 48 ks oy
o S ERldes 499 3 ke 2Ed,
AR Aol WY wHYoR
A ) Bae BEE @ 4 AES B

A26) P has X = P understands X
A27) P understands X
= P understands ( Xy, ..., X,)
A28) P understands X A Phas K~
= P understands {X }x
A28al) P understands X A PK (Q,K)
= P understands {X } -

SVDZ HN M E understandse} 7+& ©0)E9] predi-
cated Aot 3R g has} FX B4 SVDEF
¢} understands= ASVOZZ 9] understands9} &3
o1 ouy} that}h ASVOoEHojAEe e 2& F

e AYsA wet

(X) P understands X = P has X

_Aation

(28 2) «ef HNof

G G G
..-”Q-’Q_’Q—"..
b 0 L

(28 3) T 4Ef Fo|



MR ER A (2003, 10) 23

v. =8| 90| X (logic semantics)

ASVORAS =83 o] 2= SVORAS ¥
FOE, modal2 e} 7]Z2HQ ofn] T2 RHQ) Kri-
pke?] possible world™ Fzold AFsdch o,
TE T2 Aoz g, 9r] = FA] SVO=R
Aike ZAol7k ok BA A 2l =49 A
7 282 AYstar 2349 Y Y(soundness) S 5
3=% ok

4.1 A&t Y (model of computation)

A Bl BAA s Ause, Axg U
AAe BE ALE FIE Fo] FAK(P, ..., P
o AT o] RFAARE soksin, A2 AL
EEHIE 87 FAPIE BN AYAR} 5
A2 WAA 5& BAUE £ ASS dokich

4.1.1 FX|9} MEe] MO|

Zt 4 P T4 ddl(local sate) s Z Aok
&, Mk AE Ae(global state)y= #4179 =
A AHES Afteleta & 4 ok 53] 4 FA=
O3 & AIZEA F 3 (action)S Al2~E WM 42
P& 4 gtk oA SVOZFY wudy 7%
r4_.[1\,\2)
-m XAl AE e send( X, G)
-HAIZ] £ receive()
- Zg dole Al generate( X)

AL [2¥ 219 Zo] A& AHE Ug =
B2 FojAl7IH, 53] wAlA] $=419 9 &)
A PO & W EAsE 4 HAA
of ojFEate] HolstAHErk watx o] Fo) nlz
2 receive( X)) WE)A] HEAE & 4 o) xF
genevate( X)9] 74§ WHEA] 7o) %3 o) diafA
% 3 st

o_Z:-E‘

&
s

x

412 A& (run) D

Y r& A AL & FAZEHE A
¥ dolgtnd 4 glon, of| MY o e F
Nz e Y Z2EZ 3 o)1 RENA
e, 27 t,<08 W=A] nEsorsit). Y
2EZ Y& AT MA AL HEA] =002

18
0%
ful
it
A

[Hd B3

Aogich. @9, A3 oA o’ Azt o] A A
HE AA (, H2 YEH, ©]3& & T2 possi-
ble worlde}i det [2¥ 3]& A Ao HolE
Uehdt}. o 59, 438 0] $83Q ojd Azt
t 2ta s, oW FA Pl e T4 A s
(r:,HZ Ve 5 Utk 2 34 ) s olle (r4,0)
AlAel o]27174A4 FA Pt £33 FHE dig
S4B 2ERS §A o] Mol A" wAA F
A ] 7he g 3 A 7 2FE WE A,
7t AgEHEe, FA4 Pt 2t AL ¥ wet
A fREde 2AS duigth @9, 33 FAe
, & 873 dede 19 sl2EY ¥4 &g @
AoA 7bsd WEse] A%, 283 FA P
Asd v A i HE mEo) TP

413 HAIX] Rt

FA Pz 90 Mol B8 HAA Y FH
of we} A JHER W A2 Este] WAy
€ 74T F Ao A7 FA P A (74, 00
2F3e HAAY AL seen messages o)
T om, 3 (7;, DT E718 oL te 2
& RE Agez o]Fojrk

Lo

i

- received messages 2 (7 ;, £)

- explicitly received messages y (# i D
- implicitly received messages 1 (7 ;, ?)
- vaguely received messages » (7, £)
- newly generated messages ¥ (7 ;, £)
- initially available messages @ (7, £)
- said messages 5 (7 ;, #)

- said submessages £ (7 ;, 1)

ived virtually
receive mapping ~—_- received —
messages ! messages 7
explicitly i implicitly |
vaguely w |maping .. Vadue
T d 1
i
,—_4 ~e

newly initially
generated available
messages messages

| _

(38 4) oAlx] &g
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E3), seen messages T I (7, Dol F3E=x
e, & FA Pol dsliA AFHcz 408 F d
= #% WAIAe FZS virually received messages
I(7r;, D vagee A (7, D&t BE=E At
[28 4dME o9 2 dAA HA tald =
Algk gtk Halajord AL, 4714 said message
& A FA P WARAE ddiste oy, oA
& e FA &, {3 AARAE FAEs FHAA
£ received message Fgol vrehA Hrok

(7} received messages @ (7 ;, f)

FA P;7 NA (7, 07HA A7 dAAE o
3t #§olm, explicitly rteceived messages, implicitly
received messages, vaguely received messages 52|
® Aoz 7480

1) explicitly received messages x (7 ;, £)
o2 o] B g WAXER FAEH

7h A ¢+ = 1 o]RY AFA, T4 wAA] 3
2EZ  receive( X)9] FHIE YElUE ZE
Al WAz X

W) 99 7helA vigd WAIA] XS d47 dAAL

th X 7t 41 viAlA e, Kol thgt Gwte] 7t
83 A%, F4 Pyt BE3 ojgod + A
AA X

2h AEE "AA X

2) implicitly received messages y (7 ;, D)
99 DY HARERRE, FUAoz By &
=d fAANERZ FAEh

3) vaguely received messages o (7 ;,

9] 19 thsk 2o) Wad WA FlA F3
PJ} %83 708 § gle WARER #AES
%, X b 74 wAR eI, Kol tgk Gwdo] 76
3 AL, FA P B 2XE £ g WA
X9 &% "AxNZ AR oY) X+ vague me-
ssages Aol A&HY, 5 HAA vague( X)¢ A

6) =24 P, understands Xof sjdch
7) =24 vague( )R viehdch

2 AP (mapping) TAC) Ak TRk 7k vague
(X7} “Ead X9 BXQ Aol EA1E 73, vague
(X)e Xg g9t

(t}) newly generated messages ¥ (7 ;, 1)

FA P7F NA (v, 0714 A4 dAREY] J
gozA, AF ¢t EE O ojHY AN, T4 H
NA S 2EZ 0l generate(X)2] FEE Uehtes &
E A4 WAA X2 F4dE

(th initially available messages @ (7 ;, )]
A4 PolA ANFE (7,000 HAZZ Fo7 WA
S Wrolnk

(8D said messages = (7 ;, O

FA P AR (7, 00 BFI] S A AE
o] JFe2AM, AIF (7, )9l Fo13] seen messages
A =29 5, T send(X, O7HAA (74, 0)
o Sx HxEee] Uehdth, oAe AW (7,0
o)A AR X7} seen messages 3] 942UL 9
vigit). AR B WAAREE R ™ &
Je HAAY 2R A e A 2 AFE
o BB wAAEAR] FF EFHAE &=
th. 39, said messages AL T AFAXY o
2 539 said submessageEZ T AR

1) said submessages £ (7 ;, £

FA P AR (00 ST WAA M3 o
53 2 BWES WAAER FAHEH @ EE
submessageE-& WH=A] FA Pt AAE (001 &

3k Qe WA el

7 HAIA M2} submessageE2] A4 WA A

) oA)x] Mo ¢33l submessageE SolA FA
Pt 45918 A2 AR 458s B B
Z dAA, & g g3 E3¢] submessage.

th AR Mo AMHE submessageE FONAN FH P,
7F A MEE Aol BlAHE submessage.

Zh MAA Mol #4%k submessageE FollM FA)

8) FAHoZ o wjAzl X7} Al LelM vague( X)
2 vague( X2 AEE 4SS BHgsida 9H
ok
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Pt A% S41%e 78 33 AL oA,
oh A7) M2 submessage M FA P A
galeln Jmate FAAL FE WAX MO

(v} virtually received messages /7 (7 ;, D

FA P2 seen messages (7,4 J&] ojd A4
st AMd BAIE Ze WARAER pAdE ol
seen messages (7, ) F AH EF=AE ¥oH
ok AR BARHS ARtk AN BAlY 9ule
<9 B, W send(X, G)7F ol® FA Q4 Al
A (r;, )9 T2 F2Ee] YUY, receive( X')
ol P& AA (v, 08 T4 3l2Ede) vehduiy,
WG HAAE £ FA P ool A s
T & AEAE R Aoltt. wetr] FAY3] &)
M8 ZA$ole Pl 984 said messagel} received

message 2 fFEHTE 53] WlA]4]9] IR vague mes-

sage (7;, ) A9 H&old, o] Aol FA4 P,

o] 2JafA A= 79 seen messages (r,, 8 TYH
o A dA At A A gkE S ot o] Uiy
718 AHgEhe At AR 294 BEE AA
ARESEAY, A g8 AREE A4S gl o
g AEE A AHEE F Sl

7H WAIR] X9 submessageEe] A WA)R).

W) oA A) X9 95 8lE submessageS Fol| A A
7t ¢3718 A FAH ¢EFI Ao
53 WAA], & i ¢E E59 submessage.

th wAlA] X9 415k submessageE Fo|A FA)
Q7t AR AAzke 7@ B9 AE WA,

2) AR X9 submessageS A FH) Q) A
gt gmste FAHQ FE wAA] X110,

(8D vague messages A (7 ;, {)

FA P9 received messages (r;,f) ATY HBE
AR vaguely received messagesE T3} WA}
22 7N, 4 AR e s 4= fAxg
M2 AP BAE Zeth o) AL scen messages
(i) B3 TEHR) FAgY, FA) o] i 4
EH e A AR dAe x8E g £ Qg &,

9) 92 54, pLq
10) oS 59, X from Q

ARE TAA AES SAaA AHSEL,
4.2 Modal 2igt

ASVOR AL 415 7)9he] modal22), % doxastic
24olth. webr ASVOZ A9 modal AARE beli-
eves predicated] 3|3t ASVORZL SVOE A
oh7h A2, possible worldol] Z3Haled, B g
modal {3k}l SFEE AlFd daiM 2 olm)F
25 Aot oA Taby, Fo AdelolA FA
o] A, ofd warldSo] 3G FH 9 Aej2A 7t
T8 7 d=vd bebd 2P & ¢ Qo g
Ak FAH 6] BHAM oA worldES ME FHE
& oenz, Z FA POl disiA olRE AA
q=E & U B (elaiomE Y B9y} ok

A £33 - & AA word (7, Hot} o8 world
E°) P& A 7FedAE e &, oA
possible worldoll ™3 FEo]d A A (transitive
accessibility relation)E JeEPH, B2 p o 23]
o[l AHE £ Qv wAIX|9} Wuld] Baol
At -4 word (7, HollA FA pRlAl FolAs
EE "lAA= seen messages (7, ) HAFd 1 29
#5 WOl Uehioldth o714 scen messages
(r,) Al EAsts AAAEL P} A &
0" £ gle WAAQ v, 9o FFd 3
G3l= virtually received messages (7, /) AEo|Y vague
messages (7, ) Jo] EAste HARANEL Pl 9
M AdHoR AfE = gle ARt ujaby
Pol 83A o=y AdE £ dE dAAE
seen messages (7, /) H{F EAsI= AR Solgtn
g 4 ok AW virally received messages (7, £)
FHeFolr} vague messages (7, ) HFol] SA|shs w4
A= seen messages (7, ) A 54 wAxNEH
AHg (mapping) B|AE ZA HY, A= o]5L BA
% worldo|A] ©]8] (understanding)el] T3} ojw|H =
Aol webs Mz dAsA X3E 5+ e 54 B
AE Zeth

w2bA, A3 worldel £ WA A%) seen me-
ssages (7, 1) g vjAlx|s}, olo] dis) AW Abe
3 WA)R|Q] virtually received messages (7,8 §ol
1 vague messages (7, ) HEe] HIAAE 25 world
o FA = F=e] Yok

1) =214 P has X2 Vel 4 olo)
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(r,0 = ;(#,6)9] 9ule T4 Pot wald (7,8
oA old AFE zh=thd, wold (#, ) T Al

£ #A% 4 e possible worldzte Zolth F,
oje ¥ possiviliy BAZTL T £ ow,
world (7, )¢ (#, £)o0A AIARA JdF 2 74 2
AE0] YuxH oz FASA frAH o osint.
4.3 Flg| =Z(truth conditions)

A Ag 2dle] o FHEE Azdg A
59 A Rolgtx #A3IA, =] A ek
S 748 239 daA &gtk " AF (7,0l
A =84 o7t B S e 2ol 7]

(r,oF ¢

283 = pe =4 7f AR dagle] 4
Folgte AMAS YEPITE %% if A= if and only if
£ ofujdich

T1) *=2] dZd(logical connectives)

(r,DE o/\ ¢
iff (D E el (7,0 E ¢olth

T2) <% Al(saying)

(r,) B Psaid X
iff A8 X F<tE WEhs oW A P
7F AR ME FAReH, 471 XE (7))
A Py WAA M9 said submessage©]| T

(r,) & Psays X
itf A3 M 0<r <5 BESe oJH AlFY
P7t A A ME £A48en, 9714 Xe (7, ¢)
A pe] WA A M9 said submessageo}Tt.

T3) FAl(receiving)

(7, & P received X
itf X= (7,004 P2 received message %39
Aot 12)

12) o}wl X 7} vaguely received message7} bW, (#,¢) &
R said Xela ¢ < plch

(r,) F X from @
iff X (7, DO)A received message A o2
o da9 A A BAE e WiAAeY, X
from Q= (7, DA P2l virtually received message
Ay diolt.

(7,9) E Preceived2 X
iff Xv (r, )04 P received message 7o)
Azgt A} BAAE ZHe virtually received message

gkl dio A4 F2 AFoldh
T4) 2~ (having)

(r,) E Phas X ’
iff X2 (Dol P2 seen message Fgel ¢
Aolth

T5) o] 3} (understanding)

(7, = P understands X
iff X= (v, DO)A) P2 seen message F e ¥4
o] A1}, seen message HTS] Y9} vague message
A% 240 97 EE AYolrh

(7, 8) Evague( X)
iff Be Al ellA,

D) X (7, )X P vague message JT2e] Y4 o]
W, oje} AME BAE = vague( X)= vaguely
received message 3 ¥He] Qaoltt

@ (r t)F P understands X°]¥H, vague( X)+© XZ
2| gt

T6) #Zh(jurisdiction)
(7, D E P controls ¢
itf £=0& WE3s ZE AFAA,
(1) (r,¢) E Psays o7} (r,£) E ¢85 5L

) 99 EFo] HE wAA Xl &M (r,£) E P
says X7} (r,f) E Psays 95 HZdch

T7) A} (freshness)

(7, D Efresh( X)
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iff 28 AZE £<00] ZE FA poll oisfiA
((r, ) E Psaid go]k

T8) Fl(keys)

(r,) E P
iff 5 AA oA,

(1) (,£) FE R said Xgol9, (#,) = R received
XgolAY, B RE P, QoY () E R said
Xeld (7, ) F R has Kojt}.

(2) (r,t) = R received X °|9H, (7,¢) E R rece-
ived2 X from Sol8] R, Se& P, Qolth

3) (r,#)E Rreceived2 X from Q@ N\ (r,{)ER
understands  Xo|¥, R=Po| (7,¢) E @ said
xol™ () E Qsaid RLS Qo (7, 1) E
Q has Kot}

4) (#,¢) Efresh( K)ol 9,
B RSE P Qolth

() (»f)E Rhas Kolp] Re P, Qo[

(r,t) F fresh( R¢:[g> S0}

BANY NS S A4, S47e) T
Aol o Aol =Y, A AAAS 2UAY
A4g BAT + Yok

(r.H F PK,(P,K)
iff BE A oA,
M) () F Q received X -0, (r,¢) F P said
Xol® (#,t) E P received XT}
@ (7 ¢)E Phas K lot}.

(.0 E PK,(P,K)

iff BE A telA,

(D) (»,¢) = Q received X g 0)'d,
ived vague( X)ol™ Q= polt}.

@) (r,fYE Qreceived X A (7, ) E @ under-
stands XO1H, (7, ¢) F Q received Xxo)H Q=P
ol

3 (r,f) F Phas K 'ojT).

(r,¥) F @ rece-

(T,t) |: ng(P,K)
itf 2E AR oA,

1) " @st K, WalA, (5, 6) F Q says K011
~((r,£) E PK,(R,E)OIH, (r,£) £ PLL
(K,K,)Q°I|tt.

@ ol¥ K, WX, (r,¢) E Phas Kpolz
((r,£) E PK,(R, KR, (r,£) E P has F,
(K,, K)otk

®) BE BB K9 A, ~((7, £) = R%P)
old, BE st kol WA T((r, )k R
(K,,K)S)°|tt.

@) (r,f) = Phas Fy(K, K,) =P has K,o°|t}

T9) A1} (believing)

(»,D FE P, believes ¢
iftf (r,)=;(#,6) ZE world ()4
(#. ) E o (¥, F)ol8, o world (, /)4
p=2g (¥, )}

4.4 2x9| ot¥y

I'E ot dde hal*‘ A 25 Ak
& 72he worldd) A e 2 o zla]g} 2.9 7k
=t grjejtk &3 ¢% deo) =22 ¥

IZ5E =84 o8 58 5 vk Yuloln}. u}
g o 229 A B3 ok

[Ad 11 (3873 Soundness)
ASVOZR AL AAHAHE etk I eolW, T'E o
ojtt.

%)

FH POA world (7, HolH FAAs HAIR
AL =0 V0.5, 2= v, 5=&, 1, A
olth. A7IM @ (7, )t I (7, HE A2 AN BA
7}%]11] v (7, D% A (7, )E A2 AW #AS
oA (7, De POl d3A 288 &

M, (7, H% A(r, He JH A58 5
E]-‘?_ =822 ol#(understanding)el] T3 =
THEG digk A8 5= ok (1, ) = (4, 1)

oj¢} e AP BASIN Bx BAE Ve

FIF [T A N
o L rlr r[r



28 2l

ol\

2 7]

He

W] TR EZe

o

ox
o
ol
tio
4o
o
>
172}
<
@]
fru
)

Al~A4) ASVOZ R A3 2T Al, A2, A3, AdE
modal2 A 9] 71 FE)Q K, T, 4, 59 g3t
X3 world (7, Holl HEF BA) — ;& possible wo-
nde] X BAAE ou|3ER modal2 A 7)E

el o5& BF Ayt

AS5) P understands X A P received2 X from Q D Q
said (X, P45 Q) )

WkF (4, 8) E P received2 X from @b, 4l
9] received2ll A W A frome] A )
Z0) 93t world (7, HNAM (X from Q) = ID}
EA8Y, T3 X dF A BAE e €0
7b EAFY. A7 19 QA wEiA X € AY
F glen, old (7,4 F P understands X2}H, o)3)
of #d el 2 Y3l 09 »E& XE AFZ
F k. &, PE Xol U3 AHE AT & 3
o walA] g (7, ¢) E R received2 X from QA
(r.f) F R understands  Xo]®, P<LS Qo] 93t e
2 270 2te, BE A|A oM R=PolW (1)
E Qsaid XO) (7, ) E @ sid RLS Qolm (#, 1)
FE Qhas Kotk & [0l gt Aol osted, <
Q&Y (r,¢) F Q said XO)H (r,¢') F Q said P
& g1t & (1) F @said (X, PL Qoln.

ASal) ( PK(Q,K) A P received {X } ;) D Q said
X A P received X

gter (7,0 E PK,(Q, K)°l2HY, PK, (P, K)o #

& e 2@ sle, e AH ¢olA P received

(X} o BS (r,f)E Psaid Xo9 () F

P received Xo]th

A6) ( PK4«(P,K,) N\ PK&(Q,K))D P&Q

et (7,0 E PKa(P,Kp)OLTJ. (r, E PK;
(QK)OIAR, ~((r,) & P8 golzkn 714
34, PK, (P, Ko B3 22 274 ojala, RE
AA relM, BE RY Ko WaElA (7, ¢) F Q says
Ko® B% ~((n0) F @l Rolofel Bk
AT o|Re 27 7V (1) F PKAQ.K ) 9
wigch weia] 2ok (7,0 = PKL(P,K,)0l3 (7,9
E PR, (QK)ONE, (7.0 b PEt gojt,

AGal-ATal) PK, (P, K)o] @3 dgl 239 95t

A8~10) F=Alo| Fgk A 2 ofste] Huls) A
Yot A8)S A" tiA|A] 9] submessage A
o s, A9} A%aly: F£AH WAIAIL
{(X) k¥ 3%, XE P & gl A% X =
Aoy, A 7Med A X € Qolge Ay &
A9 49g ofujdi.

A9a2) P received vague( {X} x) D P received {vague
(X} x
ek (4, H) E Phas K &3 31E A9 o},

(1) (r,0) F P received vague( { X} ©)°I%, vague( {X} x)
e Q% (X} x € A€ HE AP BAE A,
(7,f) & P understands {X} x4 AL (X} E L
2 89 2 (7,0 E P received {X} x0lEZ,
vague( X) € 29 X € Ax AE AW BAE 7t
AW, (7, ) E P understands X AL X € Q2
Agddh =, (», 0 F P understands {X} x°]3L
(7, & P understands X9 AL, (5,0 E P 1e
ceived vague( { X} x)OT, (7, ) F P received Xot

() (, ) = P received {vague( X)}x°|%, vague(vague
(X)) & 29 vague(X) = A= N2 AP BAE
7kRm, (r,» &= P understands vague( X)¥ 7%
vague( X) € 29 X € A2 XD F (5,0 F
P received vague( X)0)ELE, vague( X) e 29 X
€ Ae NE AW BAIE 7HH, () F P un-
derstands XY A ¢ X € 02 M@y F, (7,9
= P understands vague( X)°]L (7,{) & P unde-
wstands X9 7%, (7,8 | P received {vague (X) } ¢
ol9¥, (7§ kE P received Xolt}

B3) (,d) E P understands  {X} cold 7((r,0) F
P understands vague( X))Zt3L T, A9)el 2|34
(r,f) E P received {X}x°1¥ (7,5 E P rece-
ived vague( X)olth 2, olafle] el x| ol
A (7, & P understands vague( X)o|BE F &0}
o}, Wb (7, ) = P understands { X} 1B ( (7,9
E P understands vague( X)©|T}.

AR Z (7, ) E P received vague( {X} x)°]
H (r, ) E P received {vague( X)}xolth

AL0-ALY) 2fe] B ) 20 Jate] B3
B9,
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Al5~Al6a) 719} 2o B3 g 2@ A3y o
ulhs] H%}tﬂ—u}-

Al7~AlTal) 2410 B3 M| 340 &Jsto] B3
Ayt

Al18~A19) Altol) #I A 2Ad 23ty g
A3t

A20) HEo] A5 Fe] 23l 3l Huls) Aggict
A2]) $213} Algtel B3 el 29 oste] B

3 4Pt
A22~A22al) 7)o #§ e 2o o3t Hu3
QY
A23~A23al) $°419] from3} received2dl] 3 Ay %

7ol ol3le] wWumE g

A24~A24al) #Eto] 3 A 2 Q) 93l
W3] Ayt

A25) Zltell B8 P 279 oJsled guls] Aga)

A26~27) Afrell B3 Al 27| st guls] A
k=2

A28~A28al) 2-f-¢} olsllol ©3 2
Hulg] AJHeich

=

2319 et

IrERe 58 =24 »& A7} 99 FIE
wgem FAE oAy, MP £& Necd %39
A fr=g Aotk welA ol e ALE rE
o7t Hud] A3

. Isabelle/ASVOZ 0|28 AZ g
5.1 ASVO 29| £H =X (Goals)
ASVORZA S E3ld s ZzEZo A

(# 1] ASVO 23 =8

98 29¢ 871 dant, Zeege) A v
Ao SAE LA R0 Faskh 93 2 7)
2ol 9 95 T2EFo| o|Fojold B o)

sl4E BANZHT SVORHdM Z7 ety
PIASVO 2 E ol vigoR Fof = A
BEEE & 2ol #RY V& 249 Ex
9} §A}3k Hol hA|ut predicatee] ojm|o] whabr]
3] Aozt Ytk 59 ZEel tiste By o Q)
oJER A} FnEH (1704 2E 5 Ut

=

OlN £

51.1 Z2EZE &MS|(Activeness)
22 BEY old Aoy ZIEZS Y3
& Fa7) HAs, ]EZ—']OE Hate b
A, 9% €9 X—E— FAREA AR E AT &
At AT o] B4 gl Ui ﬁ% ;e 8
A gon, E}EW o & =gdeg g
¥ 4 Utk

ASVO0: A believes A received X

ae elge WAA Xo) tE AfA $Ag
YA e Hep zzEZe U

Selshy] RshAE ot g Eede BEdol
B,

ASVOO: A believes A received X A A believes fresh
(X

5.1.2 222l Akel(Aliveness)
A 2 Fed B4 Al Z2EES £
P QEA FA37) AN, 5 guige] Ade

ASVO £}

ASVO0: &4338} (Activeness)

A believes A recieved X

A believes A recieved X A A believes fresh( X)

ASVOIL: 22191 48] (Aliveness)

A believes B says X

A believes B says F(X) A A believes A4 has X

ASV02: ¢1= (Authentication)

A believes B says aLp A A believes 4<% B
ASVO3: v HZH 7] Fuj A believes A has K A A believes fresh( K)
ASVO4: 3 7] &9 A believes A< B A A believes fresh( K)

ASVOS: 7] 21974 (Key freshness)

A believes fresh( K)

ASVO6: 71 Evf 45 Eel

A believes B says A«

K g




0 AF % 7] Buf TEES g4 US98 ASVO 23

BAHog gRlsly] gaixe, ZRER Hdzy)
Aopiel 243 Agd g AZE U £ glo]
ofgct o)3tg =gde g Jehiy thga gl

ASVOL: A believes B says X
on) F2HOF A7} Bo}e B

Lo ik
Bk

9 A4

= Ao FAHer gupds dFst

=X,

51.3 ¢iE5(Authentication)

g oig 938 daMe e el o
g BAIH Qd2d vind o 2o WEe 8 AR
o] FriHeofoldit}t. &, ZREE Fojar} $48
challengeol] dfs]A oA &9 A4S Audte
2EE I3 5 dojolgitt wetd gga ge

=d4E €8 & 3o

ASVO2: A believes B says F(X) A\ A believes 4
has X

AL olsh Ze B, duide] Alae Bl
Wil AHE 3 e AT QT 5, 4
5 Qo] weEE AME 39E 4 flth gaiA v

of

=5

BHE TN Aol 9 A5 WA, e
9% oiE 9T + & =998 T8 Pol
28 % 9ok

ASVO2': A believes B says A<B2B A A believes
A p

2 Fn Ae B ME 2L 75 FREAE
AHEE AEEY, B £F ofo] did Ade AAE

P% .
f P believes yuq {}w ASVOAX ses
| ASVO Logic Proof
\ .

- P pelieves ¢ = P believes ¢

I UEE I8 £ gl
51.4 8|ZHSE 7] 2uj
71 £9E UM E, 7 £39 g Ko UE &
F A 2 719 Ade] dig Belel Bas}
o} A ojAe By 7 Buign ¥ 4 e
g, 2 vl 7 718 ol&siA %A & Ao
el A HEgs] 7AEK ggkohe Rolth niEsd
71 el ek Eelg 9% %%114‘1‘8 G2 2k

ASVO3: A believes A hass KA A believes fresh
(K)

515 HEE 7| Sy

129 7 $E AdE N8 AU 24
ok Abda 8 719 iAol oig gelel g
stk AFd 71 Bolldl g gelg A3 =4
& g g

ASVO4: A believes A <55 B A A believes fresh( K)

Pxn..
el

P believes ..

k=) 6] - P believes (¢ = ¢)

516 7| A4l (Key freshness)
oA olnl AFHUA 719 HFdel WF sl
£ $8 =e4g sk iy 2o

ASVO5: A believes fresh( K)
51.7 7| gul &5 gel

#olx AFHAD 7] Eehel) e FE &
steg 87) Y =el4E gejstd o 2

ASVOS: A believes B says A5 B
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5.2 ASVO 2Xg &

rok
Iy
o

24
IE

521 7|2 iy
ASVO 23& Z2EZ 29 o
AE ASS AYst Y FE F2E 4A 2
L2 AAFUCE b Isabelle/lsar2 HE Isabelle
JASVO A9 B3lM 95 ZIEZY UF ¥
7] Bujo] #3 wAE A2E Y Buk olz,
svo 249 B¢ HWEAEE wRoE AAd 9F
£}l ,m 5 Z9Yn 7153lc) Isabelle/lsarE
**E“EP olfE o] 8ol HMBRE AFin,
ML °1°1£E} HE- sar AojE AHEE 4 Y] W E
olth. Isabelle/ASVO A2€lg B3t 59 AL ¥
¥ FYoz ootk ASVO 228 ten 2
ol BEdl o ERE YA TIEZ ERE §
T8 F QEuA, vyFor FEFd] Y8 =etn
& & ok

i
&
B
5
B

AL A2 - P e = BR

ASVO 24% F3td Z2EZS HFste R
= o3 2
© Z2EZS 7)$8Y
@ Z2EZo| 2Asl1A} dh= BRE 73Tl
© Z2EE9] x7] 48 7HHASA: initial state assu-

o oz ZREZY 27| A

A7 AhE FAY AHE FAETh
@ Z2EZ 44l wAA] 7FHRMA: received mes-
71&dtt ojRe ZTREFY)
Flel o FA NE PA

sage assumption)-&-
AE3 fAR
3o}
® Z2HE sty Z2EZ Fd FYN Ze A
HE =&90-

rir

%, ASVO 239 &= A
Ao HIsjA Da3EALE
A FEEIE] ASVO 23|
2o pAEE 38 2708
2 g3E fA3

e 7]& SVOo 23]
F Ak ol &
71&9] SVO 23

A, on|7zAo

o

i r[o e,

522 2% Mg di
ASVO 237)o] H|Z SVO ZZ o] vlELS %y A
AL QAT 2 Zolgg thet o] 8ok 4= Uk

AN 2 ZZEF o]iskidealization) F}Ho] o
§- ASEA A EY, 7|1E9 SVO 2=
A received {Ny, B,K ap, {K ap, A) i } S B
& tisty, thsa Zo] o)idgsto ottt

A believes ( A received {NA’Br*l,*Z}K

= A received {NA B.A K2z, 45, B, fresh( K 45), * } )

%, ojn] o]4s} HAd ZREZ FojAe o3
ot siMell Fatod FFHRA BAL Fopan, FF
EAFGANE *,9 Zo] vERld o gisjA
FEAHY BUE 29 AW ASVO 2FM=
oj$} £& ol HFE A o v 2
ol 7red 7S MAY & Atk

A believes A received (N4, B,K ap K an A} ) «

AR Z2EF F9A9 HAAC R olshst
e 24 RN =gFog ok waba
said, says, received 53 T2 FQ predicateS 9] 9
U7} SVO 249 IRAEHE 2FY ta2th 492
%, ZEEE Addd) digte saidy saysE 5%
=24e &30 AsiME, HAA A3 73
A olafie} jAe] =elxog gAF ot I
£33 siAHA & WA e received pre-
dicateq] received29} UHFAQ teceivedE FEI}] =
gde] ke 4ol didt ouE formalstAl 743}
ok 9k okl GNY 2 Aol SVD 43} nj3
7 E WAIA Y] QA4 (recognizability) S THE 4
= predicate-S FA3IG 00, o]AL understandsT}
i st

AAZ ZAG nomal 2H o2 FAS A, e
2 Godele] F ¥Al o) ulgs £ $9o] 7}

=S syt

P believes (¢ — ¢)
= (P believes ¢ — P believes ¢v)

Z, + P believes o= P believes ¢o] ZH& 9
A+ P believes (¢ = ¢)o1] ;Hs _70;%1% 3}015
Bckn 2 4 9L ol 28 7
3t (29 5] 2 [2¥ 617 gu}_

5, ol"d 2% HgolA P believesE a3 ol



32 9]

ol

g 7] 2o Z2EZY

A

3 modal AAFAZ FAHSH, RE MY FF
— P believes @=> P believes ¢9} 22 39
Z9oi}, P believes (o= ¢ 22 738
g FHE 79 + Uk

d & EojA v 72 /MR Hevl FolHs
3%, ASVO 242 ogsld F /X Wyes B
& 2345 4 F A%

3
ol

o M rlo

PI) A believes A received {X} g,

P2) A believes alas g
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