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Attacker and Host Modeling for Cyber—-Attack Simulation

Jeong-Rea Jeong, Jang-Se Lee, Jong Sou Park, Sung-Do Chi

Abstract

The major objective of this paper is to propose the method of attacker and host
modeling for cyber-attack simulation. In the seéurity modeling and simulation for
information assurance, it is essential the modeling of attacker that is able to generate
various cyber-attack scenarios as well as the modeling of host, which is able to represent
behavior on attack concretely. The security modeling and simulation, which was announced
by Cohen, Nong Ye and etc, is too simple to concretely analyze attack behavior on the
host. And, the attacker modeling, which was announced by CERT, Laura and etc., is
impossible to represent complex attack excepting fixed forms. To deal with this problem,
we have accomplished attacker modeling by adopted the rule-based SES which integrates
the existing SES with rule-based expert system for synthesis and performed host modeling
by using the DEVS formalism. Our approach is to show the difference from others in that
() it is able to represent complex and repetitive attack, (i) it automatically generates the
cyber-attack scenario suitable on the target system, iii) it is able to analyze host's
behavior of cyber attack concretely. Simulation tests performed on the sample network
verify the soundness of proposed method.
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2. Rule-based SES % DEVS Ji®

2.1. Rule-based System Entity Structure
{(Rule-based SES)
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Information
Nodel : OS, HW, SW, Service Pout, ...
Nodc2 : O, HW, SW, Service Podt, ...

Node N: O, HW, SW, Service Port, ...
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1.Ruke
Rule Name  : Autack Rulel
Rulke Condition : Attack_Type ="low”
Rule Action  : Sekection = 1
» Attack Rule1 2
if: Attack_Type =“low”(019)
then: Selection = 12! Rule Action

1L.Ruke
Rule Name : Attack Metbod Rulel
Rule Condition : Goal=* B X &8~
& Vulnerability = Unknowa
Ruke Action  : Selection = “${ 2 F T

Rule Name - Attack Method Rule2

e Rule Condition : Goal="A{H| A 01H|~

Rule Action  : Sclection = “AfHI A Hg2"

Rule Name : Antack Rule2

Rule Condition : Attack_Type =*middle” Ruk Name  : Attack Rule3

Ruk Action  : Selection = 2 Rule Condition : Attack_Type =R BIM S~ | 00 @
Ruk Action  : Selection = “PH & BOH"

Rule Namx : Attack Ruke3 -

Rule Condition : Attack_Type ="high”

Ruke Action  : Selection = 3 2. Goal : Selection

2. Goal : Selection 3. Variable

Variable Name : Attack Type
Variable Value : Unknown
Query : How many antack pattern is used?

3. Variable

Variable Name © Attack Type

Variable Value : Unknown

Query : How many attack pattern is used? Variable Name : Seloction
Variable Vatue : Unknown
Variable Name : Selection Query : NA
Vanable Vatuc : Unknown

Query : N/A
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A4l export PATH=. J
L execute /home/dayfly77/progl | ARSI EM
20 id
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Time Model What Remarks
0.0 Attacker | nmap -sS 33.34.35.3 Hd S2E g dd TE A}
Processing OK!!! 4d XE #Z2E AY
4.0 Target . 1y N .
(Open_port_List= 80,23) (HTTP: 80, Telnet : 234 ¢)
82 Attacker | telnet 33.34.35.3 TA g9 telnet H&
X t .024.34.
go | Taee telnet 33.34.343 MAC AddressZ A}
NMM [ Physical ~> Link 1
T t - 34353
8.1 aree teln.et 333435 IP Address ZA}
NMM [ Link -> Network ]
T t: Inet 33.34.35.3 . -
8.2 arge telne Opent port List ¢ packet.dest_Porte} vlu
NMM [ Network -> Transport ]
Target : _ ZEZAL AA
12. Pr ing OK!!{ (219 a.) .
28 PMM ocessing ( [11.12.13.4 {Telnet | Running | Anybody]
15.1 Attacker 219 A T2Ed 229
219 Target : P e OKII! ZE2A2 FH 3
) PMM rocessing LR [11.12.13.4 |Telnet | Running | dayfly77]
26.2 Attacker | Find / -perm -4000 A S setuid I H A
Target :
30 . I\iM Processing OK!!! Setuid7} HA4® Ao B2 AY
373 Attacker string /home/dayflly77/progl Setuid7} A E Y progle A
Target : Agsde] 3 HA Hg
452 £ Processing OK!!! =3 94 A<
FMM {ex) progl => 1s al 43
495 Attacker | cat > Is /bin/sh bin/shg AYA 7= Isths A8 7Y A4
cur_directoryell Is=d A 1 Asuie) o
574 Target Processing OK!!! 3 A
(ex) Is.content = /bin/sh
61.5 Attacker chmod 755 Is Is¢} #g WA AS)
Target :
69.6 Pl\iM Processing OK!!! ls#d o] A2 AR E rwxr-xr-x5 HA
73.9 Attacker export PATH-=. PATHE 4 A
PATH 3t W74
81.8 T t Processing OK!!!
aree cessing (ex) PATH = /home/dayfly77
85.9 Attacker execute /home/dayfly77/progl s Ay
Target : tAS Y5- Z2A A Yol B 54
94.0 € Processing OK!!! rootd & 4 1= el A 4
PMM [ 11.12.134 | Telnet | Running | root ]
94.1 Attacker | id a4 A% HJB oA
106.2 Targe Success!!! BIYE FA(Uid = 0 gid=508groups=508)
* NMM : Network Manager Model, PMM :@ Process Manager Model, FMM : File System Manager

Model
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