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ABSTRACT

Java applets are downloaded from web server through internet and executed in Java Virtual Machine of clients’
browser. Before execution of java applets, JVM checks bytecode program with bytecode verifier and performs
runtime tests with interpreter. However, these tests will not protect against undesirable runtime behavior of java
applets, such as denial of service attack, email forging attack, URL spoofing attack, and annoying sound attack.

In order to protect malicious applets, a technique used in this paper is java bytecode modification. This
technique is used to restrict applet behavior or insert code appropriate to profiling or other monitoring efforts. Java
byte modification is divided into two general forms, class-level modification involving subclassing non-final classes
and method-level modification used when control over objects from final classes or interface.

This paper showed that malicious applets are controlled by java bytecode modification using proxy server. This
implementation does not require any changes in the web sever, JVM or web browser.
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