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A New Certificate Path Processing Scheme employed the Trusted
CA for improving an efficiency on the Computational Aspect
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ABSTRACT

The Public Key Infrastructure (PKI) trends to delegate the certificate path processing to the Delegated Path
Discovery (DPD) Server and Delegated Path Validation (DPV) server recently. The most critical factor for the
selection of the delegated server is to allow the server to bz equipped with a high reliability through a low cost
land simple implementation. In this paper, we propose a rew certificate path processing scheme employed the
trusted CA as the DPD/DPV server by adding the capability of the Validation Authority (VA) to the trusted CA.
Since our proposed scheme uses the existing trusted CA as validation server, we can achieve a high trust through
a simple implementation for the processing. Besides, we propose an additional scheme for reducing an overhead
on the trusted CA. it is obtained by delegating digital signature verification to CAs on the path and by skipping
the repeated path pfocessing. As the result, our proposed validation scheme can be performed efficiently with

high speed and low computational overhead.
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2 0.666 | 0.666 | 0.662 | 0.665 | 0.664 | 0.666
3 0.998 | 0.999 | 0.987 | 0.996 | 0.992 | 0.998
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