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Profiling Program Behavior with X ? distance-based
Multivariate Analysis for Intrusion Detection

Chong-II Kim' - Yong-Min Kim™ - Jae-Hyeon Seo''- Bong-Nam Noh'''!

ABSTRACT

Intrusion detection techniques based on program behavior can detect potential intrusions against systems by analyzing system calls made
by demon programs or root-privileged programs and building program profiles. But there is a drawback : large profiles must be built for each
program. In this paper, we apply X? distance-based multivariate analysis to profiling program behavior and detecting abnormal behavior in order
to -educe profiles. Experiment results show that profiles are relatively small and the detection rate is significant.
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