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Automatic Encryption Method within Kernel Level
using Various Access Control Policy in UNIX system
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ABSTRACT

Many studies have been done on secure kernel and encryption filesystem for system security. Secure kernel can protect user or system data
‘rom unauthorized and/or illegal accesses by applying various access control policy like ACL, MAC, RBAC and so on, but cannot protect user
or system data from stealing backup media or disk itself. In addition to access control policy, there are many studies on encryption filesystem
Lat encrypt file data within system level. However few studies have been done on combining access control policy and encryption filesystem.
r. this paper we proposed a new encryption filesystem that provides a transparency to the user by integrating encryption service into virtual
ilesystem layer within secure kernel that has various access control policies. Proposed encryption filesystem can provide a simple encryption
ey management architecture by using encryption keys based on classes of MAC policy and overcome a limit of physical data security of access
:ontrol policy for stealing.

Qe - %55 THAA|AE(Encryption Filesystem), MM (Access Control), 2oIR2HRM (Secure Operating System), HHBS
(Information Protection)
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File READ (buf.size :8KB)

AA A o2

12
—— UFS (100KB)
—#— mCryptfs (100KB)
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File WRITE (buf.size :8KB)
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