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ABSTRACT

We discuss the security of two famous password authenticated key exchange protocols, EKE2 and PAK. We introduce
‘insider assisted attack’. Based on this assumption, we point out weakness of the security of EKE2 and PAK protocols.
More preciscly, when the legitimate user wants to find other user’s password, called “insider-assisted attacker”, the attacker
can find out many ephemeral secrets of the server and then after monitoring on line other legitimate user and snatching
some messages, he can guess a valid password of the user using the previous information. Of course for this kind of attack
there are some constraints. Here we present a full description of the attack and point out that on the formal model, one
should be very careful in describing the adversary's behavior.
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