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ABSTRACT

In this paper we propose an intemational cross certification model using cross certificate. We propose a new model by
analyzing and solving current problems of the National PKI. We recommend a certificate profile, design a directory schema,
and propose a method to access PSE(personal security environment) using PKCS#11, which gives the expansibility and
convenience. Finally, we propose a certificate path verification method using RFC 3280 and show how to get the certificate
chain by using the trust anchor. This model is recommended to the detailed level of specification for the interoperability of
each country’s PKIL
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211 283

f)RE9 0)=7|zo] CRL Eujd(DP: Distribution
Poin)®-& A3t CRLE 23t ek 154
AA =S wFa PuHDPS) AHo) CRL 44
A deArgvelet BFA RWHIDPE A4
A ¢ A% Man-in-the-middle-attack®] FZo] 715
ey

A, T ARz 7]H@e) JIFA HE A AFE
CRL A7t 59t CRLE FdE AAste] A3}
T g g3 A]7HnextUpdate)-& 3918t 85 US
o oA HAEte] Adste wEE AMSE B, @
Foh= DP #9E o2 DPY B2 BARIE f&
@ CRLo| 7| wj&o] 1 F7hof st ez
A% Ale EF 433ts 4945 d=th

&4, 954 DPY #Q3h= CRL BE& fYE
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Z5S & CRL BEE0& niie A%os 598
A3t 2o

2.1.2 sfizddtot
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3.1.1 0IEA TR
71849 QEA =29l IETFY] PKIX RFC
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3.1.2 2I=A EA/TS
71&9 AL wgoz AF/|H, FE
A, A&t i) o} He} ol Abstazt
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Field Descriptions

. A0S Mg A1) FAT

= ] i 1O

R ga aage 1

FA 7 x| 27 A BT s+l @

T A5AM &x& vEhY, CA

+ Certificate Signing, Off-line CRL Si-
7] AbE gning, CRL Signinge A}&3h32, A%

(Key Usage) A= ARAEE A) Digital Signature,

Non-RepudiationS AR&stw 453l A

keyEnciphermentZ A}-4-3F

Az71we] B A AZ7IRE 7
M ZA | gele a/F gog FAHD A

(Certificate Policy)| Z}2] 7% &4 9 AHL5HS UE

We 143 oz AF

NERTE AFVIRe) 4gE FE

AT | = R HAEY o A5 9%

(Basic Constraints)| 7]#¢] R T QlzAg ZolE
ki

zAgAolE | 27189 ANE s Foz A

(Subject | AG Rt B Bag Ay

Alternative Name) | &7} 3150 918
QZA HF Al Y sy 5
CRL £ud | A7Ze] wegbd CRL DNE u}gq
(CRL Distribution | t]#| 8] Auje] HyEe} FA A=A
Points) o uldd AoZ CRLE o|&std &
M A% A A
2219 AFA AY ZZEEEL A}

7B H A A

(Authority £ A} 3]9she OCSP(Online Certificate
Information Status Protocol) AJ3o] Hzwy 2 9
Access) AHHRE %
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(& 6] HotE ASAM EEEe

‘& Field Self Cross EE
AuthorityKeyIdentifier M | NC|M|NC|M|NC
SubjectKeyldentifier M I NC|M|{NC| M|NC
Key Usage M| C  M|C[M|C
CertificatePolicies o} C |M|C|M|NC
PolicyMappings - C [M|NC/| -
SubjectAltName O § NC | - O | NC
IssuerAltName O | NC | -
BasicConstraints M{ C |M|C]| -
NameConstraints - 0| C | -
PolicyConstraints - ol C | -
CRLDistributionPoints 0 o)
DistributionPoint M | NC E NC | M| NC
fullName M M
AuthorityInfoAccess O | NC|O|NC| O|NC

t}. FoA M(Mandatory)& H43HE-0]1 O(Optional)
= AdgAE dugth. #3d=e 44 A C
(Critical)@} NC(Non-critical)E F&3jjok 3t} wek C
A Bse B2 AFA HE A Aol g

3.2 213N HXISE Z2OA(CRL)

321 2I3M HXIZE 2lBE=

ZIEY= = W H(Version), A8 Y1 w]ZE(Signature),
W F A} (Issuer),’dF YK This Update), TS 2593
(Next Update), #|#] %Z(Revoked Certificates)2 X3
gt

322 25 HAZE sixim

=/ o

=
CRLEFE= 4% 2 Ad Zshdoh

oA

(£ 6] 2ABAM HXZE 4Zds MY

Field Descriptions

Sg2 71 | CRLE AEE AF71#e] FA4714
A Authority | D& sj4Agkolt QSRS DA

Key Identifier) WIS 53lo ¢Z7|8S Ad
SEANAFY | AEH] FrE HF

954 AAZE | CRLE A¥se JAWEE oA
HS(CRL Number)| &2 S71she ¥ F+E AHE
ggq | T2 RLE 4S9 & e a2
ul) 3 2] & (Issuing ?E' :H; :—5}\-”] CRL DP<] ?’t
Distribution Poiny| = Lo /18It AREAe] th
| CRL 4H& EY

(7] HetH AEAM Hiss =20y

Field CRL ARL
IsureAltName - -
AuthorityKeyldentifier M | NC| M |NC
CRLNumber M I NC| M |NC
DeltaCRLIndicator - -
IssuingDistributionPoint M C M C

* ARL: Authority Revocation List
3.3 CI¥ER A7|0}

AHEAHEnd Entity), $1%7]¥HCA), CRL Zu)3(DP)
o tigt Y B ~7)o}E oo} Zo] Atstuxt
goh obe [® 81 AotE Y™ EF 27|vlo} Wit
79 ) (Object Class)9} <A (Attribute)-S HojZo}h whek
g &g AHrl vy Fishe 3¢ g &
4 ol&d “binary'E €A AANEE ). we}
A g EeA AFME A Afdde F 7t
A B5E 25 Aste Hofol gttt

(& 8] Hetel cggR| AFo}

Objectclass Attribute
commonName
person surName
CA oranizationalPerson cACertificate
inetOrgPerson crossCertificatePair
Certificate Authority certificateRevocationList
authorityRevocationList
person commonName
End .
Entit oranizationalPerson surName
i . .
Y inetOrgPerson userCertificate
CRL . ou
cRLDistributionPoint . Lo
DP certificateRevocationList
couni co
referral y untry
referral ref

3.3.1 ALBZ} QIBA

Ag2e] Q1A userCertificategl = Z:4dof] DER
oz ANHY AAMPEH FIFEo US
A% OFE ZMulti Value)o2 FARpAH LS 9
SEiaed

2
ol

Z}-3]
L5

w

3.2 450215 ol5A(Cross Certificate)
B5% AFAE UHEE A9 cross-Certifi-
= &4
o

B S AM(forward)st o] velA w3l
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15 M(reverse)7t EH7A AAHTH
43954 £42 crossCertificatePaire] ASN.1
2= ofdg 2ok
SEQUENCE {
Context Specific[0] /* forward */
Context Specific[1]  /* reverse */

3.3.3 CRLz} ARL

Ql1Z=A] HAEEZL certificateRevocation List 2=
£23¢] DERFENZ AARAT AF7|Ho] dfhe] CRL
L wjE3= AddE CAY dEFH AAET CRL
FHHOP)E AHEEte A Jjel CRLE wWiEs=
ALo= W] ObjectClassE Hol3led certificate
RevocationListel] AlA]Z T}

& CA9 £Alo] X &% authority Revocation-

Listo] DERE & A A Hck

3.3.4 Referral

F3AFE =oidle YHE:] JRE A7) Hs
A Referral & o]83te] g tldEe] Mol tha A
HE @33t} ol 43AEAM HAIFA AXH(TA:
Trust Anchor)9] HHE2] FHE ded AHEETH

3.4 2AEM Mg W - PKCS#12

PKCS#122 ¢33t A7), AHERF AFA, 9%
A AEE & Aadoz Addle FFojth IF
A& PKCSHI2 HEIZ FZExpor)3te] chA] & 7)
Pol| PKCS#12 Fe|2 Qi Import)dhe= Y& AHE-
e QlEv|To] QEAE PKCSHI2 Felg wU3s)

o Agste WYS AHEEAY b EFHFLR 9
=A7]7] gaAME =7 BE 7o) ol e} Be F

kg A7)ES A

7AQ17)1E =) ®FQ) Triple DES, ACEE o] &3}
o] PKCS#5 ¥4)og whEo] PKCSH#8 §2o=® A%
gool 3, AFA e ARXHE AFA e 7] #Y
& AFME BF 3 sl5sjoksld, <0719 Lo-
calKeylD9} o] $3te AFAMY Fe FYstodof 3
ok AFA9 Al T3S A1 ¢AHE AHEA
AFAM, FE QAFA, 319 CAQIFA w22 ot
CRL dleJEle 2§HelA &eth PKCSHIZE ¢33}
e e MANE g3dste g FYEAY o
g ¢ Utk

PKCS#12
AuthenticatedSafe

PKCS7 Data
MessageDigest

SafeContents

pkcs8ShroudedKeyBag J

PKCS7 Encrypted data(pbeWithSHA1And40B1tRC2-CBC)

SafeCon:ents

Certif.cate bag Certificate bag  Certificate bag

| USER Cert |——{ RootCA |[— subca |

(O3 4) PKCS#12 ¥

3.5 2IEM MEMA(PSE) - PKCS#11

PKCS#11%= $-& ofZeAolAEx st Ful g
Hol Ax)(ef& 5o AnlEFIE, PCMCIA 7}E, &
e t]az, USBEE 5)9te] <les|o]ze] #3t

Foz, guloj2gt 3§ RFYAolHTY Z2a
@ Qo) 2E A|Feta SEZE AW Ht o
upo) o) Wi FE 2AL AFITh £ HE 2
= A9 PYit FHE AL

[2¥ 51 7} Q157]%e]l Aale] PSEd| disied
PKCS#11 E=gto|HE B3l A #+F AT
9 7t QIF7|HE vE wWiEH EEs B9 o
& 7% PSEE AREA ALY & URE 3=
TFZE At gtk o] FERE 7IE JAF57IHY
PSE 7x9] @S HAdle M2E 7139 7} A
e F7HE 7199 PKCS#11e] tjgh =elo|Hyl 4]
2 Z7159 Ha A diAe) F7) Aldx @73E 7]
o] PKCS#11 BRES AT AA2HA ALg
o} 7Vt

A3R152 8l PKCS#IIOA HAF 275

an

BeHIHEMS Windows)
ORREE 2%
Local APE Locil API
g™ Frger (ActivoX Wrapper) ] (s Weappez, IND
.
(e || [ ] | o
|
AdtiveX , Ilavz ; !
I— PKCS#I1 APL PKCS#H1 API
Local API Local API (developed by A) i, (devcloped by By
J| (AdtiveX Wegper) {Java Wrapper, JND) 021 GRS 0:2 mE
S o3 wee] o
Downloaded via stemet Downloaded via Intemet Pre-Installed ' Pre-Instalted | B
PKCS#1 Driver PKCS#11 Driver ||
in A) inB ;
\ i
Qe PSE(A) |

(723 5] PKCS#115 0|88 ¢=2lF 24
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a9 API 24 2 885

a4
C_GetFunctionList

Slot Il C_GetSlotList |+{ C_GetTokenlnfo

M & C_OpenSession || C_CloseSession

21 [ C_Login ]———*{ o) LogoLl
2y 8 C_FindObjectsinit 1 C_FindObjects |
R C_CreateQbject j
LR C_Signinit
LTS C Verifylnit |—{ C Verify ]

(28 6) &= X[HsHok1e PKCS#11 APl 28

EAPIE 2703 FRUS, £ERAYS A4 B
W A%, 239, 2a0k94, AX 27, 44D
5, AN, 4% I SO Favez sy

£ 3ot [2¥ 612 APIE 719 #FAES W
Aot}

2ol st} mesfelol Atk o F CRLE
AFH AF A AZFE ASPE AAAY @
& dZME FFAe PaS ANFRA dch

36.1 013N HE EZ 74

AFA AR FAST WEe AR H weiA
olZe} o] FA4Hh
1) A User7} #219] =Qle] A 88§ of&&]H o)A
g AM3lE 9T A Aol A_RootCA7} =
o] 9% ZZ7F A_RootCA QFX4, A _User Q=
A o7 FA"ED:

2) B_User7} AH419] =vQle] B &8 ofZ2|#ol
£ AHE3heE A9eE Al¥x{Ho| B_RootCA7l H

o] 1% A2} B_RootCA 91&A], B_User Q1Z A
o8 FAHL
3) B_User7} B_.CA7} @33t A &
A(As User)& AHg-3tdd A3
Aol o] AZd= A A FL
5o A_RootCA ¢15A, A-B 43539% CAAZA,
Ag User 21ZM o7 AZFA A7 749ch
4) A_User’} A_CAZ} 9+E3t B 5918 A5 olzA
(Ba UsenE AME3lY Musli B $-& oA
oldo] HFd= A$ 42AHL B_RooCA7}
o] B_RootCA 204, B-A HE1%E CAQAZA,

(£ 9) 25 22 74 9 44 2%
Trust Anchor
A B
Chain A_CA B_CA—B-ACA
Ul Al CRL A_DS ADS
S ARL A_DS B_DS
E Chain | A-BCA—A_CA B_CA
Rl B[ cre B_DS B_DS
ARL A_DS B_DS

Ba User 9124 £07 o2Azr FAHT.

S 4=
24 AL FY3A7) AN
A FAstelok Btk A8AH0] BY)
s & AgsE A9 A3
2 7L Az 59 ge 299 2o,

ASHZE 9

AHEAR7E AlE

D B_User’} PKCS#12Z 53} A =H|¢1¢] EE §/ W
o AE A3JAEXMAR Usens o] 8374

PKCS#119] <QIE}H0]AE ol&sle] ARANEEL
Ak

@ AAML dsstE e HIIE Bastst
o LBS AT AT ABE FA7) G

2 ZRSA)S o83t AA3CE ARMYHE %
& QFYaHe Yol CMSREC 2630: Crypto-
graphic Message Syntax)9] signedData, XML Sig-
nature(RFC 3275) 5°] th

® BAMEFE AHRE A &8 fEZAold Mu(AL
Apps)ofl Hggtth. Hqriole 9E, e AHEA
9] F5FAH, ARAEYL o] EFHET

@ AEX QIS M (RLDPE
S0 RLE TINS.

EBRIZAT BAMY A543

(RRC3280)
ACAGat| ... ACACa,
Trust Anchor: . m) ABGossCat,
| M3 BAGusCat,
_ ADS (RL ARL

BHENS | | @ASEUTS
XML- or
grdData

B AZ(XIEC (DS U2IHS Sol
AB ASQISAT A-DSHIA DS

®AB ASQIZAC| CRLDPE 22T
DNE S610 ACA QISAHE IS

D ACA QIS M| CRLDPE S5
ARLS IS

D PKCS#1 or
PKCS#12Inport. <~

® XM M 3 W
Tost Anchor: | By Ap User

(T8 7) &4=QE 43 AU
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A-CA’s Cert A-B %mss’s Cert ® Ag User’s Cert

B-CA’s CRL Trust Anchor : A

(33 8) CRLE ol8& AEA HS 8y oH

® A 3§ AEHANA AHE AHEA BY A5
MY AFA HAZEZ(CRL)Y E9ADPHS
URIZEE o838l CRLE UHEZ Ao
AN 2.

® A & oZPAoAY AAHTALZHEH o
dEg PR BFAE 55t A-BYEIF CA
AZAME A3 2t

® A-B4EIF CAUSAe CRL DP¢} %37 DN
£ 7HA3L A RootRlFAE 7hA&th

@ A Root )1ZA 2| CRL DPE o]&3td ARLE 7}
Aeh.

1AM A2 2 ARLCRLS %314 <

AZS £ AFH B2 HSE RFC 3280

& F430

AZFS ARE ARl A Atk

o)

N
=
lo
fou
oz
folr
r [o

N
b
1
o
e
)
_°|{_',
38
fiuk

=2
& ZAZEIZ| 7ME3EE s FAFY
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