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Implementation of A Security Token System using Fingerprint Verification
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ABSTRACT

In the modemn electronic world, the authentication of a person is an important task in many areas of online-transactions.
Using biometrics to authenticate a person’s identity has several advantages over the present practices of Personal Identification
Numbers(PINs) and passwords. To gain maximum security in the verification system using biometrics, the computation of the
verification as well as the store of the biometric pattern has to be taken place in the security token(smart card, USB token).
However, there is an open issue of integrating biometrics into the security token because of its limited resources(memory
space, processing power). In this paper, we describe our implementation of the USB security token system having 206MHz
StrongARM CPU, 16MBytes Flash memory, and IMBytes RAM. Also, we evaluate the performance of a light-weighted fin-
gerprint verification algorithm that can be executed in the restricted environments. Based on experimental results, we con-
firmed that the RAM requirement of the proposed algorithm was about 6.8 KBytes and the Equal Error Rate(EER) was 1.7%.
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