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ABSTRACT

Patch distribution is one of important processes to fix vulnerabilities of software and to ensure security of systems. Since
an institute or a company has various operating systems or applications, it is not easy to update patches promptly. In this
paper, we propose a secure patch distribution architecture with an authentication mechanism, a security assurance mechanism,
a patch integrity assurance mechanism, and an automatic patch installation mechanism. We argue that the proposed
architecture improve security of patch distribution processes within a domain.
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