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Design and Implementation of a Traceback System based on Multi-Agents
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ABSTRACT

It is very important to detect and remove original sources of various attacks through networks. One of the effective
method to detect the sources is traceback systems. In this paper, we design and implement an agent-based traceback system
that does not require the reaction of routers and administrators and does not need numerous log data. In the design, we
introduce a traceback server and traceback agents in each network. Using sniffing and spoofing, the server transmits a packet
with a specific message. The agents detect the packet and provide the information for the server to trace back the original

source.
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2.2 Traceback Logging Protocol
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2.3 Link Testing Protocol
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marking procedure at router R:
for each packet w, append R to w
path reconstruction procedure at victim v:
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TraceBack Server TraceBack Agent
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[Statel Waiting Command from SERVER.
(Statel Waiting Conmand From SERVER.
[State] Received Conmand from SERVER,
|| ServerIP: 203,252,69.145
Start Monitoring...secevieoeess
HEnd up monitoring for 20 secs,
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EXIETITE] BackTracking Server AnEsRRNN

[State] Haiting request from IDS!
Astitestsass Infornation Fron IIS Assswsnisiss
5:203,252,69,138(2753), DB:203,252.69.138(2300)

[State] Commanded AGENT to capture MSG,
[Statel Start sniffing.........
[State) Haiting Result from AGENTS.

From : 203.262,69.138(AGENT) 24 hytes received.
S: 203.252,69,144(2300) D: 203,252,69.138(2753)
S: 203,252,69,138(2300) D: 203.252,69,142(3545)

nw"n"u Now, This is Link data sssswsssses
S: £03.252,69.144 D: 203.252,69,138

S: ‘0325269139 020325269142
esureasnannany This is Root Path sennessssiiing
203.252,69,1dd4 <— 203,252.69.138 <--203.252,69.142

Cracker’s IP : 203,252.69.142
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