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ABSTRACT

Impossible differential cryptanalysis(IDC) introduced by Biham et. al™ uses impossible differential characteristics. There-
fore, a security of a block cipher against IDC is measured by impossible differential characteristics. In this paper, we pro-
vide a wildly applicable method to find various impossible differential characteristics of block cipher structures not using the
specified form of a round function. Using this method, we can find various impossible differential characteristics for
Nyberg’s generalized Feistel network and a generalized RC6-like structure. Throughout the paper, we assume round functions
used in block cipher structures are bijective.
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