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ABSTRACT

The presence of the intrusion is judged by intrusion detection system based on the audit log and the performance of this
system depends on how correctly and effectively it has been described about the intrusion pattern with audit log. In this
paper, the relativity concerning intrusion is demonstrated among the information those are ‘System call, Network packet and
Syslog’ and the related pattern of the state-transition-based method and those rule-based pattern is identified. By applying this
correlation to them, the accuracy rate of detection was able to be improved. Especially, the availability of detection with
correlation pattern through Covert Channel detection test has been substantiated.
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1. if(systemcall(accept) && p[l] &&euid == str2uid("lp")
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2. if(system callforky && p[2] && pid== a)
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xf(systemcall(sets-ld) && p(3D
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end
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(33 4) Ipd 34 A2y
A 27 8L Ao Bz %89 4 3

o, LSM9 Az} & F£A0Z LSM9| pid9} sys-
log parser®] pid, LSM$] destination ip9} 3jZ Z A9
destination ip7} YA3le] 27 ZE 7EHEL E
F Atk 27 BEE 449 ez g¥€sty A4
BaA Tz 2dshd L3 2ok

(2 7) lpd 322! LSM THH
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LSM 1027 : equalPID() AND isComnect() AND
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LSM 11 : equalPID() AND isEUID("root”) AND
is_shell();
PEND
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CEND
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4.2 covert channel 0f] CH&t THE - Loki

Loki A9 7123 Nde A9 dolgE
ICMP_ECHO 27 =7l¢] do]8] o A A
oA =P Loki diZdAs o]& djddly FA
AdE fASA Fok wetA e el
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7] g&e 7= d3ls FRE ICMP A& S35
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(Z 11) Loki 349 LSM HH

PATTERN ptn_Loki_LSM BEGIN
LSM 2 : saveReturnPID(); #fork()
EXITON LSM 1 : equalPID() ;
LSM 42 : cmpReturnPID() AND success(); #pipe()
LSM 11 : is_shell) AND success(); #execve()
LSM 11 : equalPID() AND success(); #execve()
WHILE 3
LSM 162 : success() ; #nanosleep()
LSM 1035 : equalPID() AND success(); #sendto()
WEND
PEND

Lokio] thgh LSMe| ®A] H€d [E 11]7 2o
TAEG YRA impE B3| WHor} AdEE
Lokid7} &R3l= AuiollA fork(E E3] ZT2AMAE
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PATTERN ptn_Loki_PL. BEGIN

PACKET : isTYPE(8) AND isCODE(0) AND savelD() ;
WHILE 4

PACKET : isTYPE(Q) AND isCODE(0) AND equallD() ;
WEND
PEND

Wz A FAHEL [E 12]9} 2o] F4ETh
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reply #Zlo] WHEole A7 HUXE T&9 T

(£ 13) Loki 349 &4ty afe
CORRELATION cor_Loki BEGIN
SAME(TIME(10)) 100: ptn_Loki_LSM(80) AND
ptn_Loki_PL(80);

CEND

Lokie] 4#4 Hee [E 1317 Zo] FAHh
Loki 34L& LSM EE3 #iz 249 oz F
Zo] wtd 4 9lon oo i3t FAA FAHE 7
3, AT FE F40= 1029 ABAHE FA3%
WA, LSMe] A gk 80(100& 71F2o2 Y& )
# AR 2A] A g% 800] PEHEHUAND) HY
< g ot A e FAE 10002 3
o 7} JH 52 e gholw, d71Me 57
5

o, 29l 7|Fo] HE 802 B U gtolw,
80xTh 22 FholAM HEEHS we AY FER
v wolAlA "o

[root@asadal mids.1.0.5}# JAID

Making Event Table...

This system name is asadal

Check 1Detecting Intruder...

logfile[0] name is “fvarflog/audit/lsm.dat”

logfilef1] name is “/varflog/audit/syslog.dat”

logfile[2] name is “fvar/logfaudit/plog.dat”

3 Audit log files are opened.

Time is Sun Jan 12 20:20:07 2003
[0.00](0.201[0.00][0.00][0.00]0.00}{0.00][0.20}[0.00][0.00] -
Time is Sun Jan 12 20:24:28 2003
[0.00}[0.401{0.00][0.00]{0.00][0.00](0.001[0.40][0.00][0.00] —-@
Time is Sun Jan 12 20:25:31 2003
[0.00]1{0.60][0.00][0.00][0.00]{0.00][0.00][0.60][0.00]{0.00] Q)
Time is Sun Jan 12 20:29:37 2003
[0.00][0.801[0.00]1[0.00][0.00]0.001{0.00][0.80][0.00][0.00} ---@
Time is Sun Jan 12 20:39:25 2003

{0.00}[1.00]{0.00][0.00][0.00[0.00](0.00][1.00][0.00][0.00]---®)

(3% B) Loki B0l thst &tX|

(2" Sl AdFAALHe] A E Loki F
e g% Egs BdFn gk 4L 4 o
oA F33 A %2 7IE2Z HYTe] AND
Qubat, Zh A HdolA B 4A e B 2
A "ok o gro] A & o)l HE Hdole
o s Ao H B89 9A ge 1.00] of
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d o 2 gelA ddatA =, ol 4% Y
o] o]0zl F woka] A2Elel] ofefFl st
ojn] BAFE oFete AL AT FANA F
Ao A3 o]FjAy] Hol| BxFo2H ot
F UAe ARFE A B (29 514 @9
A gk 080% FojME € M-S BASA doh

4.3 EX #el

2)

HBRAE B BN 712 v 244
49 9AE Hojded Sio duAel Eda
Ao} 52E BHANY FAe ©Y 2am
AA BY T 5 gled, & JgasdAe 249
st fARIAY, £ FALE Al shie) 27
Argos gudll 9E Rig e 2uNaY
4 YendE 543 4RIAE Fa 225 B
A7k 75 Bl EH%M 71 &8st

PR R P e e
A ARAe B3 R isA) foll 34 8
2 =48 Yok

2 ol ¥

(Z 14) @%7412 =5 EXlet 34 7

P: packet logger, L: LSM, S: syslog parser
+4 #3 P L S
UDP client
three failed login (o}
WMz s 37

O |00 |QO |0
Q|0 |00 |0 |0
>

UDP client= W50 HE]Z DDos agentE0] &4
g Azellgt A3 E g 54e fAse FHE
H7 2AG LSME E8) Bx] 74550, three failed
login® 3% o] Al=gldl loging Afete Y=
A sz} 249} LSM, syslog parserE £3) 7158,
U422l local bof(buffer overflow)\} remote bof:= =
70 27, LSM, syslog parser?] AABAES F3) ©x
Vst ol 2E® A 9A) local, remote 3
a o] 371x] 27 EES 4B ©AsEE
t}. process table F7-2 R Z2AH2E HR3)
o Adg ARA7E FAFEHR AR A9 LM
< B3 ¥4 7Feshd, HF 2~YFL LSMi sys-

log parserZ E3) ©A 71589tk XE A0S
7 2719 BEAY 7)o mat syslog parser]
Tt 05 H% 27 4G Agols, Ak
2 A me BAHE FeE A3, 2%8A] ¢
A48 Jepick

=}
U

v.d B

71E9 992 AYEA A2de & 7HA] AL
29 ARFe R JAYE BHSEE A4S, 39 §
o 3 FHAHR EF FA Ao FAFo] EA3}
Aok meEtd B =EoME 32EA A& F gl
T A ZAIRIAIAHS B SAE 7REY A
dgA A2"E AAste FAgdgAe) Sl A=
g ®olx etel s AtslAT

37tA 2AA2EHAA dojzl FRE EOE FY
g8 ke V1Estn AYEA A2H SlelAg
Q) R gudEe Adstr) A, 47

o) A i PP L e 37k 24
e FAEE 3o, 7129 AL A&
MET JEAdF FE4e w07l Ad )uty

.%_
A 5E&4
ez 7 HElE Tk s duHes ¥
dste ¢ugdEs 53 FaIAAT ol TR
-r]?SH 1pd 3{-_“)1_":‘_5_ Z A3} covert channel S A3}

€ Loki 34& gAse A¥E B8l 42dA o
‘3«] E"X]E d¥ez nyow, g A is)
92 HAE Jlesta

FT Ry} odg A dig 44
35l ol EdE v A4 A dHS Je
F UAEE 39, dedels FFsstd Hr} 4
FHEA 78 F UEE sux A E=F 27
Azl Y 5‘—1% 4335} gto] 2aAed] 2
e AlIZHE B3, ast2 A2 Hal

o} gtz gl
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