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Design of Wireless LAN Authentication Mechanism
for Fast Handoff Service based on PKI
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ABSTRACT

Wireless LAN has the advantage of extension, flexibility and easiness of installation and maintenance. However, due to
the characteristics of wireless media, it is vulnerable to security attacks. PKI(Public Key Infrastructure) is estimated to be a
good solution offering security function to wireless LAN including global roaming. It offers high security functions as
authentication, confidentiality and digital signature while it generates big overheads such as CRL search and certificate
verification. The overheads can not be avoided during the initial authentication. However, when we consider the case of
handoff, it can be minimized through the fast handoff. In this paper, we design a fast handoff authentication mechanism
based on PKI in the wireless LAN and analyze the performance of the scheme.
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