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Abstract The C language is widely adopted for safety—critical systems. However, it is known that
the C language is an unsuitable choice for safety-critical system since the C language includes several
bad language features such as heavy use of pointers. The aim of this work is to define safe subset
of the C language and translate the subset into the SPARK Ada so that we can verify the program’ s
safety using SPARK analysis tools. SPARK is a safe subset of Ada and has been successfully applied
to high integrity system development. The C program translated into SPARK has the same integrity
level as SPARK, and the program correctness can be verified by using Examiner which is a SPARK
analysis tool. An elevator controller case study is presented and is used to demonstrate the potential
use of our approach to implement a realistic system. We also developed a translator that automatically
translates C code into SPARK in accordance with the translation rules.
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procedure swap(x, y : in out integer)
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is
temp ! integer;
begin
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#include “Stack.h”

Push(ine i ); Push(int 1) {
int Pop( ); 4

Stack.h (header) :“‘ Pop( )

l Stack.c (source )

package Stack 13 l
procedure Push{i: integer);

function pop returns
integer;

Stack.ads (package specification)

package body Stack is
Push(i: integer)

begin end;
function Pop returns integer
begin end;

end Stack

Stack.adb (package bedy)

#include “Stack.h”
main{ ) {

Push{ 1 ):
i = Pop( ):

¥

ny.prog.c (rain)

l

¥ith Stack;
procedure My prog is

begin
Stack.Push( 1 )’
i := Stack.Pop:
end Ny_prog:

ny_prog.ada
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int temp;
temp = *X;
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*y = temp
5

swap(&x, &y);
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void illegal_use_of_pointer(int *x)

int *a;

int b;
a=a+1;
a = &b

X = temp,
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* function declaration :

S ( return_type function_name ([argument] {, argument} ) ; )

function function_name ( A (largument] {; argument} ) )
return T(return_type) ,

* constant declaration :

S ( const type variable_name = initial_value;)

variable_name @ constant T (type) := initial_value;
* switch statement :
S ( switch ( expression ) {
{ case constant_expressioin :
{ case constant_expression : }
statement { statement }
break;
}
[ default :
}
)

statement { statement } |

case E (expression ) is
{ when E {(constant_expressioin ) { | E {(constant_expression) } =>
S (statement { statement } )
}

[ when others => S (statement { statement } )
end case;

SO, EOS9 &7 A2 CEZ2a3L o} ulgs}
= SPARK IZ=E AAstE HE g<oloh boldface
A= keyworde) il expression, statementS-2 formal
parameter©]t}.
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S ( int sum (int %, inty ); )

=>
function sum (Integer x; Integer y) return Integer;
statement ¥# Il S( ) AA C Z=E “L°}
d&H= SPARK Z=2 wadth 9 oAelA S(
9] QIAE % return_type, function_name& zHz} ‘int’,
‘sum’e] E Zo|X type WE 49 T o] 93 ‘int
< ‘Integer' 2 WAL}

5. Z2OY EME 28t Hae|el 7E

C Z2¥¢L SPARKS 2 w#3l1 o]E Examiner
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37712
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void swap (int *x, int y) {
int temp;
temp = *x;
*X = *y;
*y = *temp;
}

o] I=E SPARKS=Z W#s)ly] Aol Examiners
% E4% 98 annotatione AIE 4 Al‘:}.
SPARKZE=9] annotationY Ao AL3l= o) =
o] wtEdfof & 548 714% annotation® 5“1 F
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void swap (int *X, int y)
//-~# derive x from y&
//—~#

y from x;

#ncluds “sqr_lio h*

void get_Largest_Square(int x, int y, int *1)
{
*r=0;
whils((x* 10 +*) ¥ *r< y)
trde )

LR

}

void sqr_root(int x, flat *result)
{
const int precision = 5,
inti,
int templ, temp2 = 0, ferap3;
float digit = 1.0;

templ =
*result = 0.0;

for(i=D, i< precision; i +=1) {
get_Largest_ Square{texap2, texpl, &temp3);

*result += (float)temp3 * digit,

temp2 = temp2 * 10 + femp3;

temp! = (temp] - temp2 * torap3) * 100;
temp2 = temp2 + terup3;

>

R

¥ sqr_tib.adb N
Ppackege body oqr_ b is

procedure get_Largest_Square(x - in Integer; y : in Infeger; s - out Integer) is
| begm
1m0,
whils (x * 10 +1) *r<yloop
r=r+(1);
evd loop;
X r=x-{1);
'] endget_Largest Square;

'
|
'
§
|

'

' procedure sqr_root(x : in Integer; result : out Float) is
precision : constant Integer = 5;
i:Integer,
| templ : Integer;
terop2 . Intezer = G
temp3 < Integer;
digit - Float = 1.0;
begin
templ = x;
msult =00,
i=0;
vehdle i € precision loop
get_Largest Square(temp?, temp!, temp3);
result = result + (Float(temp3) * digit),
temp2 = temp2 * 10 +temp3;
temp] = (terpl - termp2 * temp3) * 100;
temp2 = terap2 +temp3;

digt = 100; digt = digit /(10.0),
' L=it(D),
L I . -l
18 5 SPARKC ¥#7]18 2183 wg
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| [void get_Largest_Square(int x, int y, int

SPARKSS Exaniner with VC end RTC Generator Ralesse 5.01 / 08.00
Cevonstration Yersion

teger, 1 - out Integer) is

a1

*r=0;

whils((x* 10+%) * "< 3)
=l

LRI

void sqr_tot{int , float *regult)
-
comst int precision = 5;

mo errors found,

fox(i=0; i< presision, i +=1) {
gt Largest_Square(temp, tef

Hresult += (float)temp3 * dig} Genersting report file ...
terap2 = temp2 * 10 + tomp?)
ternpl = (templ - temp2 * te;

DATE © 19-MAR-2002 13:37:03.06

1 Exanining the specification of packege sqr_lib ..,
Benerating listing file SIR.LIB.LST ... ks

Ewanining the body of packese ser_lib ..,

inti;
int templ, temp2 = 0, tamp3; e Flow enalysis of subprogran get_Largest Sauare
float digit = 1.0; pertormed: no errors faund.

templ = x; Lty Fiow anatysis of subprogram sar_root perforoed:
*pesult = 00;

Generating 1isting fite SIRLIB.LST ...

=7
iy
589
R
1%

temp2 = temp2 + temp3; o] i
i digit /= 106, 1 ux::u;u@ "
i, ! .JH oy o
I% 6 Examinerd &4 Axt
//~#post x =y &y = "X Wete SPARKZZIe ZHEsr) 93
{ Examinerg W&o A3 z2s o A4S
int temp; T UAEE THHOR HA AF HFL sl
B394 YT = UA U 2F 6lME
temp = *x; SPARKZ 2138 Examiner® 2418 @}
*X = Ky, Hehe A BeEn.
*y = *temp; 9 oA S Examiner® AMg-3] A3 An:=
) dy
=EAA AN C ool AT ALgf +++ Flow analysis of subprogram swap performed:
SIRZ WEr|E Bi oL o] 4EHo no errors found.

procedure swap(x, y : in out integer)
~~# derives x from v &&

-—#
—~#post x =y &&y = x"

y from x;

is

temp : integer;
begin

temp = X; X =y, y = temp;
end swap;

AEE #IF  Ack
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for( i = 0; i < TOP_FLOOR; i++)
if (ButtonStatelil == ON)
break;

a2, o] ¢ offe} o] breakE AMEEIA] U=
FE2 MBS AFEAsor 3 *‘5‘91 FHAE=
FEHOR o] LS AZvhn 2

t=0
while(i < TOP_FLOOR && ButtonStateli] = ON)
1=i+1

st e G Y AS wHERe gL w
A ZF2ef Holu, break® 9] v WolAu whEE

A
uh =]
AQFE o] Qe we Audg add Tz

&8 A DA A6 @036

2 =EdME CAlE TUHYEE asls Rold 3
T # UEE o GAHSA Zeadwsts 9 o
3 AARTE CAollN BAZ DAY 3 Q= 2A)
HA AY 2258 AAY subset2 Hostm o] o]
2 7" Z2OYWE Adad) <M subset?] SPARK
L2F #HEIGY SPARKS B4 T3¢ Examiners

H8E 758 239 5 Ao
[}

r-{rl
ﬂl

CAoi7t <3 e J¥s 2452 Az
SPARKOC 29| HE-g 7}53)7 0}7 g8 Ccolole =
T SAES Bdsle Ag e Rosiga o] A

& AgEe] dutEel ¢ uizaiuiﬂ & ALE-3}7)
of 2A EWA o Az X2 pHIE
H R AL d¥9e B8 By

E3 CY subset® SPARKC ® Wghslr] sl A4
HA HE FAS AHofsigict. M2 tE o] EFTe
#olg FH3tL e PUS e HBo] o]Rojx|A
3t7] 93] EAVE Hle =4E5L o} #2 Wk o
of we W Wy Adeigltt a)m AF Agre
HEIEE AHE C Zaadg o] FHS m
SPARKZE= ®ly F& HE7|E F8ste W3 113
£ AE3sih

FE "3-? HAZE 49 BANN T2 07 B
A =71 29 A3 At siAe] B el Boolean

12 —‘%X}M HHEE o)l 4] break#-9] 2x)¢} e =
BE2 39 subsetd] Ao} SPARKO 29} gl
7FedE AMAA e EY Welld F o #3588 5 Y

Aol
o2

[11W. J. Cullyer, S. J. Goodenough, B. A. Wichmann.
"The choice of computer language for use in
safety-critical ~ systems”. Software Engineering
Journal 6(2):51-58, March 1991.

[21 Roger S. Rivett. "Emerging Software Best Practice
and how to be Compliant”. Proceedings of the 6th
International EAEC Congress. July 1997.

{31 D. Evans. “Static detection of dynamic memory
errors.”. Proceedings of ACM SIGPLAN ’'96. Conf.
On PLDIL, SIGPLAN Notices, 31(5):44-53, 1996.

[41 George C. Necula, Scott McPeak, Westley Weimer.
"CCured: Type-Safe Retrofitting of Legacy Code”.
Proceedings of Principles of Programming Languages,
2002.

[5] Trevor Jim. “Cyclone: A Safe Dialect of C7,
USENIX Annual Technical Conference, Monterey,
CA, June 2002.



SPARK Examinerg ©]-83] ANSI-CZE 39| ¢tAAS BEA8)l7] 8 Colel Aok

[6] Bernard Carre; Joanthan Garnsworthy. “SPARK-An
annotated Ada Subset for Safety-Critical Programming”.
ACM Annual International Conference on Ada.
Proceeding of the conference on TRI-ADA '90. 329-402,
3~ Dec. 1990.

[7] R. Chapman. "Industrial Experience with SPARK",

. Praxis Critical System Limited, ACM SIGADA
2000 Conf.

[8] Les Hatton. "Safer C : Developing Software for High-
integriry and Safety-critical Systems”. McGraw-Hill,
199%.

[9] B. W. Kernighan, D. M. Ritchie. The C Programming
Language. Second Edition, Prentice-Hall, Engle~
wood, New Jersey, 1988,

[10] John Barnes. “High Integrity Ada: The Spark
Approach”. Addison-Wesley, chap. 13, 1996.

A A

20009 29 ¥R AV &
| s, 20024 89 BEAEAEY B
ARSI AAAF S(HAD, 2002
@ 99~dA (Pgolollz PRz
A,

249

1983%  University of California at
Irvine A4kt &AL 19863 University
of California at Irvine Z2+st 2{A} 1991
d University of California at Irvine R
D ¥ UHAE 19909~1991  Hughes
Aircraft Co. A-79. 199113 ~1994'3 The Acrospace Corp.
A7 19949 99~ A IRV &Y ARH e B

ST

Z

ral

3}



