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Abstract In this paper, we present an application layer protocol to support secure wireless Internet
services, called Application Laver Security(ALS). The drawbacks of the two traditional approaches to
secure wireless applications motivated the development of ALS. One is that in the conventional
application-specific security protocol such as Secure HyperText Transfer Protocol(S-HTTP), security
mechanism is included in the application itself. This gives a disadvantage that the security services
are available only to that particular application. The other is that a separate protocol layer is inserted
between the application and transport layers, as in the Secure Sockets Layer(SSL)/Transport Layer
Security(TLS). In this case, all channel data are encrypted regardless of the specific application’s
requirements, resulting in much waste of network resources. To overcome these problems, ALS is
proposed to be implemented on top of HTTP so that it is independent of the various transport layer
protocols, and provides a common security interface with security applications so that it greatly
improves the portability of security applications. In addition, since ALS takes advantages of
well-known TLS mechanism, it eliminates the danger of malicious attack and provides applications
with various security services such as authentication, confidentiality, integrity and digital signature,
and partial encryption. We conclude this paper with an example of applying ALS to the solution of
end-to-end security in a present commercial wireless protocol stack, Wireless Application Protocol.
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handshake(String handshakeURL,
String nextpageURL)

Zelo] YRS ¢ Mu| Aol A B R E wP
7] 9 ¥ae FPdch

String Keyid)

String olE B A5)E
. & gt
Zepo|9lE encrypt(string ToEncrypt) dESE FYen
= E
String BEEE s
. = ia=3
decrypt(string ToDecrypt) HESHE PR
String
signtext(string ToSign, int options, int KeyidType, AR} M-S 3§

3} AMu|2~Z AZFc} plaintext®} rplaintext 1A=
Y8 HE go|gtE JERNI rciphertext®} ciphertext
A= 2ot HEE dHoelE yehdo. APl Wiz
2 ALS Record Z2EZZ ¢339 3538 g
ot AW verifysigntext® o] EZ} signTextE
AHEERY MR Y82 ASse 988 3. 2o
JE= WMLScript API ¥Hi2 F@=*] vk hand-
shaket= AWo] ALS Handshake TEZEZE TA|XE
Agsio Het Al 44 HFo] AAEHZE ke A48
£ &9 9 F H MAo] FHER® WML dlojx=
°]53l=E nextpageURL <QIx7} dA=lo]  Qloh
encrypt®} decrypte AHe] APIe} 7ol Zdon
singtext= Y& dlo|glE YEwolr AW HloJElE A
e 98 ok oe2 ZTo|JEY ¢3sE o
olglEs AMWE A= WMLI21] #o|A] <A ot
WML #|o] A A] ALE-2p7F 53 toletg dHE H4
accountbalance.wmls # 23YPE e FHA
afncO& 3E3A H3 g5 dldl TgE ALS
Interface® &3l ¢33} dlolels AAlsted POST
wHe g XHE HesiA "k

o5& Crypto APIE &Z38le ¢53E $3she =
3YE 3=y} THE WML 23 HE[22] gg oA 9]
t}. WMLScript Crypto gelB.2j2)e] A 2lH encrypt()
E A3} k3 =Crypto.encrypt(k)eiA & A=
WML #He)RolA Aga7t 488 P& E21Y dlole}
olg] Mg g& 433 Xa2d EXY grojoh

<wml>
<card id="main" title="E2E Secure Internet Banking">
<p>
Account Num [ ]
<input name="accnum” />
<do type="accept” label="go">
<go href="#card2">

</go>

</do>

</p>

</card>

<card id="card2" title="E2E Secure Internet Banking”>
<p>

Account Num ' [ $(accnum) ]

<br/>
Passwd :[ ]

<input name="passwd” />
<do type="accept” label="go">
<go href="http:/(A}°) EF4)/e2esbank/Security 1/
account/accountbalance.wmis#afnc()”>
</go>
</do>
</p>
</card>
<card id="result” title="E2E Secure Internet Banking”>
<p>
<do type="accept” label="go">
<go href="http://(A}o]| EZ2~)/E2ESBank/Securityl/
account/result_ab.asp” method="post”
enctype="ALS_RECORD">
<postfield name="accnum” value="$eaccnum”/>
<postfield name="passwd” value="$epasswd"/>
</go>
</do>
</p>
</card>
</wml>
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extern function afnc()
{

var k1;

var k2;

var k3;

var kd;

k1 = WMLBrowser.getVar(“accnum”);
//EEY ¥4 accnumel e e s
k2 = WMLBrowser.getVar("passwd”);
/22 M passwdoll Qe Fe ALt

1l

k3 = Crypto.encrypt(kl);
k4 = Crypto.encrypt(k2);

WMLBrowser.setVar("eaccnum” k3);
//EE2Y ¥4 eaccnumdl S AT
WMLBrowser.setVar("epasswd” k4);
/22 W epasswddl g A S}

WMLBrowser.go("#resuit”);
b
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2 °}"4"*°] 94€ TLS9 &7 Wruze A}
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AEAZ At BHSEE slgr)
2z 8 AEF B Z2EZo|dA $49 F£3
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22 A4 + AU AR MY B} NHAE AT
ok g, A QYUY B=E dlojete] disled Rk
& A& Rol ozl BYHE WeF = 53 B
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olgl® Mela YB53E ALS Interfaced E34} o
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AA sk
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