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A System Implementation for Issuing
and Verifying the Electronic Receipt for M-Commerce

Keunhong Park'- Seongje Cho''

ABSTRACT

As cell phone and PDA have been in common use recently, there is a growing tendency to utilize the mobile terminals for M-Commerce.
The information security and the receipt of e-trade are very important to support reliable digital transactions in wireless environment as in wired
environment. Even though some work such as WML digital signature and WPKI has been studied for M-Commerce, there are several problems
on the aspects of the functional limitation of the mobile terminals and the unsecure data transformation of WAP gateway. In this study we have
designed and implemented a prototype system of issuing and verifying the electronic receipt that guarantees authentication, data integrity and
non-repudiation for secure mobile e-commerce. Moreover, we have enhanced the system performance by letting the trusted independent server

verify and manage the electronic receipt.

719 = : MY+ (Electranic Receipt), £M MXIMHIM(M-Commerce), Wpki(Wireless Public Key Infrastructure), MXIMY
(Digital Signature)
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Public static void main(String[] args)
{
Create a key generator using DSA
Initialize key generator
Create a secret key(private key) with key
generator
Create a public key with key generator
Save the secret and public keys in each file

(3% 5) GenKey.java2l 2lAl 2=

4.2.2 AAGFF LF A 2"
ARG 52 g
o] g3le] HAYFFE WA ASP T3 DSA F
7] 38 W2 SHA-1 84 §58 o438t AxAY
S AAstn A43E Java Servlet TEIYPOo 7 FAHL)

S o]
>,
>
o

x o
B
i
I,
T

(o]
)
Py
ox
e

SN FMXMTEHE fist NESE EF H HF 7Y 78 563

AN e APstE FF AHE
GenSigjavad) oA} Z=E (29 6)3F 2t}

public class GenSig extends HttpServlet
{
Get the secret key
Create a Digital Signature Object and initialize it with
the private key
Get an electronic receipt
Generate a Digital Signature with the electronic receipt
using DSA
Save the Digital Signature in a file
Send the text receipt to Mobile User
Send the Digital Signature and the electronic receipt to
Verifying Server
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Public class VerSig extends HttpServlet {
Receive a Digital Signature and an electronic receipt
Get a public key from Shopping mall or Certificate
Authority
Create a Digital Signature Object and initialize it with
the public key
Decrypt the Digital Signature with the public key
Digest the electronic receipt using SHA-1
Compare the decrypted Digital Signature with the digested
electronic receipt
If the result is same then
Save the electronic receipt in database
Else
Request again the electronic receipt and the Digital
Signature

(32! 7) VerSig.java2| oAt ZE
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receipt_id FFEE: IHHE int(4)
stm_code £PE = int(4)
customer_id AR RS int(4)
product_name TE OE char(10)
product_cost 4E 74 char(10)
purchase_date T e datetime(8)
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