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Abstract. Many software reliability growth models (SRGM’s) based
on a nonhomogeneous Poisson process (NHPP) have been proposed by
many researchers. Most of the SRGM’s which have been proposed up
to the present treat the event of software fault-detection in the testing
and operational phases as a counting process. However, if the size of the
software system is large, the number of software faults detected during
the testing phase becomes large, and the change of the number of faults
which are detected and removed through debugging activities becomes
sufficiently small compared with the initial fault content at the beginning
of the testing phase. Therefore, in such a situation, we can model the
software fault-detection process as a stochastic process with a continuous
state space.

In this paper, we propose a new software reliability growth model
describing the fault-detection process by applying a mathematical tech-
nique of stochastic differential equations of an It6 type. We also compare
our model with the existing SRGM’s in terms of goodness-of-fit for actual
data sets.

Key Words : software reliability growth model, stochastic differential
equations, instantaneous MTBF, cumulative MTBF, goodness-of-fit.

*Corresponding author.
E-mail address: yamada@sse.tottori-u.ac.jp



2 A Stochastic Differential Equation Model for Software Reliability Assessment

1. INTRODUCTION

At present, computer systems have been used all over the world. We depend
on their benefit more and more to make our life comfortable. Therefore if such
a computing system which plays an important role in our infrastructure breaks
down, the impact of the accident will be terrible. Since software systems are mainly
developed by human work, it is impossible to avoid the introduction of software
faults during the development phase of software systems. Therefore, the assessment
problem of software reliability has become very important.

In this paper, we propose new SRGM’s describing a fault-detection process by
applying a mathematical technique of stochastic differential equations of an It6 type
(see Arnold (1974)). First, we derive a probability distribution of the software
fault-detection process from the SRGM based on an NHPP (see Yamada and Osaki
(1985)) by applying the mathematical technique of stochastic differential equations.
Second, we derive several software reliability assessment measures based on our new
models. Finally, by applying a method of maximum-likelihood, we estimate the
unknown parameters of the models. Furthermore, we compare our models based
on stochastic differential equations with the existing SRGM’s, i.e., the exponential,
delayed S-shaped, and inflection S-shaped SRGM’s (see Yamada (2002)) in terms of
goodness-of-fit for actual data sets. '

2. MODEL DESCRIPTION

2.1 NHPP Model

Let H(t) be the expected number of faults detected up to testing time ¢, which
is called a mean value function. We can obtain the following fundamental equation
based on an NHPP:

dH (t)
dt
where ag is the expected number of initial inherent faults and by(¢) a fault-detection
rate per unit time per fault at testing time ¢ and a non-negative function.

= bo(t){ao — H(t)}  (bo(t) >0, £ 20), (2.1)

2.2 Stochastic Differential Equation Modeling

Let N(t) be a random variable which represents the number of software faults
detected in the software system up to testing time #(¢ > 0). Suppose that N(t)
takes on continuous real value. The NHPP models have treated the software fault-
detection process in the testing phase as the discrete state space. However, if the
size of the software system is large, the number of software faults detected during
the testing phase becomes large, and the change of the number of faults which are
detected and removed through debugging activities becomes sufficiently small com-
pared with the initial fault content at the beginning of the testing phase. Therefore,
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in such a situation, we can model the software fault-detection process as a stochastic
process with a continuous state space.

Since the latent faults in the software system are detected and eliminated during
the testing phase, the number of faults remaining in the software system gradually
decreases as the testing procedures go on. Thus, under common assumptions for
software reliability growth modeling, we consider the following linear differential
equation:

Y _ by fa— N, (22)
where b(t) is a fault-detection rate per unit time per fault at testing time ¢ and
assumed to be a non-negative function.

In this paper, we suppose that b(t) in equation (2.2) has the irregular fluctuation.
That is, we extend equation (2.2) to the following equation:

O — (bt) + v} a - N ), (23)

where o is a positive constant representing a magnitude of the irregular fluctuation
and y(t) a standardized Gaussian white noise. We assume that b(¢) in equation (2.3)
is approximately equal to by(t) in equation (2.1) as follows:

d];’t dljt
— t - _ t

We extend equation (2.3) to the following stochastic differential equation of an It
type:

dN(t) = {b(t) — %&}gz ~ N()}dt + o{a — N(t)}dw(t), (2.5)

where w(t) is a one-dimensional Wiener process which is formally defined as an
integration of the white noise () with respect to time ¢. The Wiener process is a
Gaussian process and it has the following properties:

Prw(0) =0] = 1, (2.6)
E[w(t)] = 0, (2.7)
Ew(t)w(t')] = mint,t]. (2.8)

By using the It6’s formula, we can obtain the solution process as follows:
t
N(t)=a [1 —exp {—/ b(s)ds — aw(t)” . (2.9)
0

Thus we can derive new software reliability assessment models from the existing
NHPP ones by using equation (2.4). We show three models based on the exponential,
delayed S-shaped, and inflection S-shaped SRGM’s in the following.
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In the case of the exponential SRGM, we can obtain the following equations (see
Yamada et al. (1994)):

H.(t) = a{l—exp(-bt)} (a >0,b>0), (2.10)

he(t) = ab-exp(=bt), (2.11)
dNe(t) dH(t) he(t)

be(t) dt : @& ___ — ¢ = b, (2.12)

a— No(t) a—He(t) a— He(t)

where He(t), he(t), be(t), and N.(t) are the mean value function of the exponential
SRGM, an intensity function, a fault-detection rate per unit time per fault at testing
time ¢, and the number of faults detected up to testing time ¢ (random variable),
respectively. By substituting equation (2.12) into equation (2.9), we can obtain the
following solution process:

N(t) = a[l — exp{—bt — ow(t)}]. (2.13)

Since Wiener process w(t) is a Gaussian process, log{a— N(t)} is also a Gaussian
process, and its expected value and variance is calculated as follows:

Ellog{a — Ne(t)}] = loga — bt, ‘ (2.14)
Varflog{a — N.(t)}] = o°t. (2.15)

Thus we can obtain the following equation:

Pr{log{a — No()} < 2] = & (“’ —loga + bt) :

oVt

where ®(-) is a standardized normal distribution function which is defined as follows:

(2.16)

z 2
o(z) = \/%/_w exp(—%—)dy. (2.17)

Therefore, we can obtain the transition probability distribution of N¢(t) as fol-
lows:

oVt

When we use the delayed S-shaped and the inflection S-shaped SRGM’s, we can
obtain the transition probability distribution by calculating in the same way with
the exponential SRGM by using the following mean value functions:

log—2- — bt
Pr{N¢(t) < n|N.(0) =0] =@ (—#—> . (2.18)

Hy(t) = a[l — (1+ bt)exp(—bt)] (a>0,b>0), (2.19)

Hi(t) = {al{i;ejfp((__bzz)}} (@>0,b>0,c>0), (2.20)
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where Hy(t) and H;(t) represent the mean value functions of the delayed S-shaped
and the inflection S-shaped SRGM'’s, respectively, and ¢ the inflection parameter
which is defined as follows:

c= (1=, (2.21)

where [ is the inflection rate which indicates the ratio of the number of detectable
faults to the total number of faults in the software system.

Therefore, the transition probability distribution of these two models are ob-
tained as follows:

Ng(t) = a[l —(1+ bt)exp{—bt — ow(t)}], (2.22)

Ni®) = a 1-—1+c%;;(~bt)exp{—bt—aw(t)} , (2.23)

where Ny(t) and N;(t) are the number of faults detected up to testing time ¢ by
using the delayed S-shaped SRGM in equation (2.19) and the inflection S-shaped
SRGM in equation (2.20), respectively.

3. SOFTWARE RELIABILITY ASSESSMENT MEASURES
3.1 Instantaneous MTBF

First, we show the instantaneous mean time between software failures (instanta-
neous MTBF, denoted as MT BFy).

Instantaneous MTBF is approximately given by:

dt
MTBF = ———. 3.1
"= BN 1)

We consider the mean number of faults detected up to testing time ¢. The density

function of w(t) is given by:

w{t)?
flwlt) = \/%;t-exp{‘ Y } (52)

Thus the mean number of detected faults up to testing time ¢ for the three new
models can be obtained as follows:

o? {w(t) + ot}?

1 o0
?t}m /_oo exp [———————2t ] dw(t)

= a {1 — exp (—bt + U;t) } . (3.3)

E[N4(t)] = a {1 — (14 bt)exp (—bt + %2t> } , (3.4)

l1+c o?
a {1 R gy —— exp (—bt + ——2—t> } . (3.5)

E[Nc(t)] = E[a] — E[a]exp{-bt +

E[N;(t)]
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By using equation (2.5), we can obtain E[dN(t)] as follows:

E[dN (t)] = E[a]{b(¢) — —az}exp( bt)E[exp{—ow(t)}]dt
+0E[a] exp(—bt)E[exp{—ow(t) }dw(t)], (3.6)
where since the Wiener process has the independent increment property, w(¢) and

dw(t) are statistically independent with each other and E[dw(¢)] = 0. Therefore, we
have

E[dN (¢)] = E[a]{b(t) — %Uz}exp{—(b - %H)t}dt. (3.7)
The instantaneous MTBF of the three models are derived as follows:
1
MTBFe(t) = , 3.8
e e o W T35 (3
1
MTBFE(t) = : (3.9)
a(L +bt)(£5 — §o?) exp{— (b~ %)t}
MTBF(t) ! (3.10)

1+C 0'2
1+caE:xp() bt) ( T+c exp( bt) 202) exp{-—( - T)t}

where MTBF§(t), MTBFE(t), and MTBF}(t) are derived from the exponential,
delayed S-shaped, and inflection S-shaped SRGM’s, respectively.

3.2 Cumulative MTBF

Next, the cumulative mean time between software failures (cumulative MTBF,
represented as MT BF() is approximately given by:

t
MTBF¢ = . (3.11
EIVG) )
The cumulative MTBF of the three models are respectively obtained as follows:
2
MTBF&(t) = , (3.12)
et a{l—exp(—bt+”2—2)}
t
MTBFL(t) = , (3.13)
et a{l—(1+bt)exp (—-bt—i— "2—2t)}
; t
MTBFL(t) = (3.14)

a {1~ bty o0 (b + 1)}

4. PARAMETER ESTIMATION
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In this section the method of parameter estimation for unknown parameters in
equations (2.13), (2.22), and (2.23) is presented. We use the method of maximum-
likelihood to estimate for the unknown parameters. Suppose that K data pairs are
observed during the system testing-phase, where the cumulative number of software
failures observed in the time-interval (0,t;] is n; (j = 1,2,---,K).

Let us denote the joint probability distribution function of the process N(t) as

P(tl,nl;t2an2;"';tK7nK)
= Pr[N(t1) < ni, N(t2) <ng,--- N(tg) < ng|N(0) = 0], (4.1)

and denote its density as

0K P(t1,n1;t2,n0;5 -+ - t, NK)
Oni0ns - Ongk '

p(tlanl;t2an2;"';tK)nK) = (42)

Since N (t) takes on continuous values, we construct the logarithmic likelihood func-
tion L for the observed data (¢;,n;) (7 =1,2,--,K) as follows:

L =log p(ti,n1;t2,n2; -+ sk, NK)- (4.3)

In the case of the inflection S-shaped SRGM, the maximum-likelihood estimates
can be obtained as the solution of the following simultaneous equations:

oL _OL 0L oL

da~ 9b  dc 0o
which can be solved numerically. The unknown parameters appeared in the other
two models can be estimated in the same way.

(4.4)

5. NUMERICAL EXAMPLES

5.1 Estimation Results of the Model Parameters

In this section, we analyze actual software fault data to show numerical ex-
amples of software reliability measurement for application of our model. A set of
fault-detection count data used in this section is obtained from the actual software
development project, where we use 19 data pairs given by (t;,n;)(j = 1,2,--,19)
(see Ohba (1984)). So, we have obtained the following maximum-likelihood esti-
mates:

for the case of using the exponential SRGM

a = 390.305, b= 0.0966, ¢ = 0.0561,
for the case of using the delayed S-shaped SRGM

@ = 349.449. b=0.237. & = 0.0726.
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and for the case of using the inflection S-shaped SRGM
a = 335927, b=0.360, ¢=25.867, ¢ =0.0784.

5.2 Estimated Expected Number of Detected Faults and MTBF

By using the maximum-likelihood estimates in 5.1, we obtain the estimated
expected number of detected faults, the instantaneous MTBF, and the cumulative
MTBF.

The estimated expected number of detected faults in equation (3.5), B[N;(¢)],
the estimated MTBF{(t) in equation (3.10), and MTBF{(t) in equation (3.14) are
shown in Figure 1, Figure 2 and Figure 3, respectively. They show that software
reliability grows as the testing procedures go on.

g 300
£ 250
g 200
¢ 150
172]
fy
2 100
8 50 S.D.E. model E[Ni()] ——
E NHPP model (1) -----~
0 Actual —o—
0 2.5 5 7.5 10 12.5 15 17.5
TIME (WEEKS)

Figure 1. The estimated expected number of detected faults, E[N;(¢)] and H;(2).
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Figure 2. The estimated instantaneous MTBF, MTBF}(t).
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0 25 5 175 10 125 15 175
TIME (WEEKS)

Figure 3. The estimated cumulative MTBF, M fEFé(t)

5.3 Performance Comparison of the Models

We compare our S.D.E. (stochastic differential equation) models discussed in this
paper with three NHPP models which have the mean value functions H,(t), Hq(t),
and H;(t), in terms of goodness-of-fit. As a comparison criterion of goodness-of-fit,
we adopt the values of Akaike’s Information Criterion (AIC) (see Akaike (1974)).
Table 1 shows the comparison results among the estimated our S.D.E. models and
NHPP ones. We conclude that our S.D.E. model using the inflection S-shaped
SRGM fits best among the models.

Table 1. Comparison results of goodness-of-fit based on the actual data.

Compared model AIC
S.D.E. model E[Ne (9] 143.61
E[Nd()] 138.04
E[N: (0] 133.72
NHPP model He(?) 220.76
Ha(t) 222.38

Hi@) 205.01

6. CONCLUDING REMARKS

In this paper, we have treated the event of fault-detection during the software
testing phase as the stochastic process with continuous state space. We have intro-
duced stochastic differential equations in order to construct new software reliability
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growth models. And we can derive the probability distribution of a software fault-
detection process by using the mean value function of NHPP models. We can also
estimate the unknown parameters in our models by using actual fault detection data,
sets. As software reliability assessment measures, we have derived the instantaneous
MTBF and the cumulative MTBF. Comparing our S.D.E. models with the NHPP
models, we show that our S.D.E. model using the inflection S-shaped SRGM fits
best. However, we need to clarify the performance of models by applying another
data sets in the future study.
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