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Certificate Issuing Protocol Supporting WAKE-KR
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ABSTRACT

As the importance of information security gets recognized seriously, ciphers technology gets used more.
Particularly, since public key ciphers are easier to control the key than symmetric key ciphers and also digital
signature is easily implemented, public key ciphers are increased used. Nowadays, public key infrastructure
is established and operated to use efficiently and securely the public key ciphers. In the public key
infrastructure, the user registers at the certificate authority to generate the private key and public key pair
and the certificate authority issues the certificate on the public key generated. Through this certificate, key
establishment between users is implemented and encryption communication becomes possible. But, control
function of session key established in the public key infrastructure is not provided. In this thesis, the certificate
issuing protocol to support the key recovery of the session key established during the wireless authentication

and key establishment is proposed.

Key words: Key Recovery, Certificate Issuing, Wireless Authentication, Public Key Infrastructure,
Key Establishment
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