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Coordination among the Security Systems
using the Blackboard Architecture

ME M xEdE
(Hee-Suk Seo and Tae-Ho Cho)

Abstract : As the importance and the need for network security are increased, many organizations use the various security systems.
They enable to construct the consistent integrated security environment by sharing the network vulnerable information among IDS
(Intrusion Detection System), firewall and vulnerable scanner. The multiple IDSes coordinate by sharing attacker's information for
the effective detection of the intrusion is the effective method for improving the intrusion detection performance. The system which
uses BBA (Blackboard Architecture) for the information sharing can be easily expanded by adding new agents and increasing the
number of BB (Blackboard) levels. Moreover the subdivided levels of blackboard enhance the sensitivity of the intrusion detection.
For the simulation, security models are constructed based on the DEVS (Discrete EVent system Specification) formalism. The
intrusion detection agent uses the ES (Expert System). The intrusion detection system detects the intrusions using the blackboard and
the firewall responses to these detection information.

Keywords : IDS, firewall, network security, coordination, DEVS formalism, BBA, simulation
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Fig. 1. Intrusion Detection System Component Organization.
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Table 1. Firewall Types and Characteristics.
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Intrusion detection time of mailbomb-host attack
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Fig. 10. Intrusion Detection Time of mailbomb attack - a case of host
attack.
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Fig. 1. Intrusion Detection Time of jolt attack - a case of host attack.

Intrusion detection time of mailbomb-network attack
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network attack.
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False positive error ratio of mailbomb - host attack
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False positive error ratio of mailbomb - network attack
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Fig. 16. FPER of mailbomb attack - a case of network attack.
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