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Abstract

In the virtual home environment (VHE), which was proposed to offer global roaming and
personal service environment portability, user’s profiles and service logics are conveyed from home
network to visited network to provide services at the visited network. Because user’s profiles and
service logics may contain confidential information, some procedures for mutual authentication
among entities for offering confidence are needed. For these issues, we propose and analyze three
3-party mutual authentication protocols adaptable to the VHE in 3G ; password based mutual
authentication protocol, mutual authentication protocol with CHAP and key exchange and mutual
authentication protocol with trusted third party.
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I. INTRODUCTION

The VHE, which was defined for personal service
environment portability and global roaming service
among different networks in 1999, has been an
essential technology together with the intelligent
network (IN) and the open service architecture (OSA)
The VHE is a netwark
capability that enables users visiting 3G networks to

in 3G mobile networks.

receive the same services offered to them at their
home networks (HN)". To realize the VHE, it has
been raised considerations of not only an architectural
design for networks but also a way to protect
subscribers’ profiles. To do this, authentications for
each entity are indispensable. That is, from the
standpoint of HN, it needs to identify whether the
visited network (VIN)

profiles is really serving its user now.

that requests subscriber’s
Moreover, from the standpoint of users, it is
required to confirm whether the VN has information
really received from the subscriber's HN.

Until now, several implementation scenarios, which
focused on control and logic elements of service about
VHE, have been proposed. However researches for
protection  of and mutual
authentications have not been performed yet,

Accordingly, in this paper, we propose three mutual

subscribers’  profiles

authentication protocols to protect profiles and to
verify entities. We also analyze the security intensity
of the protocols. Moreover, because it is essential to
work together with the existing VHE scenarios, we
investigate the feasibility of integration of the
proposed protocols with the VHE scenarios of ITU-T
Recommendation Q.1711.

O0. RELATED WORKS

There are two ways of descriptions for the VHE
scenarios within Q.1711. One is the direct home
command (DHC) and the other is the relay service
control (RSC). DHC scenario relies on the service

control function (SCF) and service switching function
(SSF) interface and calls for invocation of service
logic to query instructiorn/information to the SCF of
supporting network (SN). RSC scenario relies on the
SCF-SCF interface and calls for invocation of service
logic via the SCF of HN or SCF of VN to query
instruction/information to the SCF of SN.

Besides, M. Torabi suggested 5 scenarios by role
assignments and locations of service control in HN
and VN;
service/relay service control (RSC), shared service

shadow home service, relay home

control, direct home command and actual home

service™.
« Shadow Home Service : Service profiles, data,
service logic and some necessary information
needed to serve a visiting user are temporarily
shadowed /downloaded from the subscriber's HN to
the VN where the service process is done.

» Relay Home Service/Relay Service Control :
The queries of SSF of VN for instruction and
information are relayed through SCF of the VN to
SCF of HN. The responses of the SCF of the HN
are reversely relayed back to the SSF of the VN
That is, this scenario calls for capability of the
SCF of the VN for relaying queries.

» Shared Service Control : This scenaric is a
variation of the relay scenario. In this scenario,
service logics are prearranged and shared by HN
and VN. The user service is co-processed by HN
and VN through the operation of joint service
control point (JSCP).

* Direct Home Command :To control transac-
tion, queries are directly transferred to SCF of HN.
In this scenario, SCF of VN does not perform any
relaying or downloading/shadowing of the user
service profiles and service logics.

* Actual Home Service:In this scenario, an
“end-to-end signaling association” is established
between the mobile terminal's call control agent
function and HN to support both call and service.
That is, HN acts as a proxy agent for the

subscriber to manage VN.
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. Authentication management function
CCF : Call control function

CnCF : Connection control function

LMF : Location management function

PSCF : Packet service control function

PSGCF  : Packet service gateway control function
SACF : Service access control function

SCF : Service control function

SDF : Service data function

SRF : Specialized resource function

SSF : Service switching function

UIMF : User identification module function
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Fig. 1. 3G network architecture

In another resecarch of MTorahi, the case that
some services of VN are not registered at
subscriber’'s profiles is considered. In the case, a
concept of supporting network (SN) is introduced and
located in the midway between VN and HN. And he
proposed an extended RSC scenario”. <Figure 1>
shows the 3G network architecture adding a concept
of SN.

Finally, Harmann explained a way to provide an
agent-based service based on the adaptive profile
manager and the virtual address book for the VHE®,

m. PROPOSED PROTOCOLS

In this paper, we propose 3 protocols about mutual

MI1: MS > VN : {MS ID, VN_ID, nl}Kusev, MS_TID, HN_AID
M2: VN -> HN : {{MS_ID, VN_ID, nl}Kusns, VN_Pass, VN_ID, MS_ID, n2} Ko+
M3: HN > VN : {HN_ID, HN Pass, n3}Kw+

-- HN/VN mutual authentication is complete --

M4 HN > VN {MS_ID, {MS_Pass, n4}Kussm, 05, {VN_ID, MS_ID, n4}Kpesas Fone+
MS: VN > MS : {VN_ID, MS_ID, n4}Kuspy
M6: MS -> VN : {MS_Pass, n4}Kysaw

-- MS/VN mutual authentication is complete

MS_ID : Identification of a mobile station VN_ID : Identification of visited network
HN_ID : Identification of home network
HN_AID : Alias of HN

HN_Pass : Password of HN

nl,n2, n3, nd. nS : Nonces, used for time limit
MS_TID : Temporary ID of MS

VN_Pass : Password of VN

MS_Pass : Password of MS

08 2. HANs skl A3 9lE X2 e
Fig. 2. Password based mutual authentication pro-
tocol.

authentication among VN, HN and MS (mobile
station) in the VHE In the three protocols, we
consider authentication and confidentiality separately.
For the confidentiality between HN and VN, public
key algorithm is used.

However, in the case of MS, we do not use it
because of the possible limitation of computing power.
According to authentication methods, we present 3
protocols. The first protocol is the password based
mutual authentication protocol. In this protocol, each
network has to maintain password tables of other
networks. When an authentication is requested, the
transferred password is compared with the one in the
password tables. The second protocol is the mutual
authentication protocol with key exchange and CHAP
(challenge handshake authentication protocol). In this
protocol, a session key is shared by a key exchange
between two networks that want to
authenticate each  other. After that, mutual
authentication is completed using CHAP. The third
protocol is the mutual authentication protocol with
trusted third party. In this protocol, each entity totally
relies on a trusted third party to authenticate the
others.

protocol
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MI:MS > VN {MS_ID, VN_ID, nl}Kuswn , MS_TID, HN_AID

M2; VN > HN: {{MS_ID, VN_ID, nl}Kusmx, VN_ID, MS_ID, 02, COUNT 1} K+
M3: HN > VN : {pubValueuy, HN_ID, n3}Kuw+

M4: VN -> HN : {pubValueyy, VN_ID, n4}Kin+

M5: HN -> VN {Randl, n3} Kynin

M6: VN -> HN : {{Rand], COUNT2}Kynaw

— HN/VN mutual authentication and key exchange is compl

)

M7:HN -> VN : {{MS_ID, Rand2, Kysvx, 14} Kussin, VN_ID, Kysv, Rand2, n5 }Kynan
M8: VN ->MS : {MS_ID, Rand2, Kysv, n4}Kusan

- MS/VN mutual authentication will be executed with CHAP -

pubValuew : HN's public value used for key exchange. It is equal to @™ mod ¢ in Diffie-Hellman
key exchange algorithm. { Xinis HN's random private value. | and g are global public
value)

pubValveyx : VN's public value used for key exchange. It is equal to ™" modq in Diffie-Hellman
key exchange algorithm. ( Xvy is VN's random private value)

Randl, Rand2 : Random challengers

COUNTI, COUNT?2 : Sequential integer values

J% 3. CHAPSF agh] 7|ute] 435 13 =282
Fig. 3. Mutual authentication protocol with CHAP
and key exchange.

1. Password Based Mutual Authentication Protocol

<Figure 2> shows the procedure of password based
mutual authentication protocol. We denote a public
key of entity X by Kx+, a private secret key of
entity X by Kx-, a shared secret key between entities
X and Y by Kxxy and a message M encrypted with a
key K by {(MIK In the protocol, we assume that the
shared secret key between MS and HN is already
established. At message 1(Ml), Kumsun which is a
shared secure key between MS and HN and was
generated at the subscription time of MS to HN is
used for HN to identify MS. MS_TID is a temporary
identification of MS and is pre-assigned by VN at
the registration time of MS to VN. HN_AID is an
alias of HN. All networks maintain alias tables about
other network’s identifications, so VN can match
HN_AID with its real HN, M2 and M3 show that VN
and HN send their passwords encrypted and
authentications of each other are made using the
passwords.

At M4, HN sends to VN the password of MS
({MS_Pass, nd}Knsan), VINLID and MS_ID ({VNLID,

MS_ID, nd}Kusin) encrypted with the shared secret
key between MS and HN. After storing the
{MS_Pass, nd}Kmsin, VN forwards the {VN_ID,
MS_ID, nd}Kvsmw to MS at MB. Then MS extracts
nd and generates {MS_Pass, nd!Kusmn with its
password and sends the message to VN at MBS,
Finally, VN which received M6 compares it with the
{MS _Pass, nd}Kwvsan stored at M4 and then
authenticates MS. Also because only VN which was
authenticated by HN can transfer Mb, MS can also
authenticate VN by decrypting the message.

2. Mutual Authentication Protocol with CHAP and
Key Exchange

<Figure 3> shows the mutual authentication
protocol with CHAP and key exchange. The functions
of Ml and M2 are similar to the Ml and M2 of the
password based mmutual authentication protocol.
COUNT fields in M2 and M6 are for preventing
retransmission  attacks. The value of COUNT2
correlates with the value of COUNT1. COUNT? field
in M6 is used for HN to confirm that the entity
which sent M6 is the VN which sent M2. At M3 and
M4, a key exchange protocol (in the <figure 3>,
Diffie-Hellman (DH) key exchange protocol is given
as an example) is executed. At M3, HN selects a
random number Xuv and calculates pubValuenn with
the random number. Then HN encrypts the value
with the public key of VN and sends it to VN. At
M4, VN selects a random number Xvn and calculated
pubValueyn with the random number. Then VN
encrypts the value with the public key of HN and
sends it to HN. After M3 and M4, HN and VN can
get their shared secret key calculated from the
PubVajues. In the case of DH key exchange protocol
as in the <figure 3>, the shared secret is calculated
by

Kvwn = (pubValuo )™ mod ¢
= (™™ mod q)X”" mod g
s el
= (™ mod g
= (pubValuem)™ mod q

(135



% A o] EEAl WES = Virtual Home Environment 720 A4 753 327 A% Q5 2282 HER

MI:MS -> VN {MS_ID, VN_ID, n}Kussm, MS_TID. HN_AID

Case with AC

M24c: VN ->HN: {{MS_ID, VN_ID, n! }Kys s, {VN_ID}Kucn, MS_ID, VN_ID, n2, AC_ID}Ksnrt
M3sc: HN -> AC : {AC_ID, VN_ID, {VN_ID}Kac-wy, HN_ID,i3}Kacim

Méac: AC-> HN : {AC_ID, VN_Token, {AC_ID, HN_Token}Kac v, nd Kacin

MSsc: HN > VN : {{AC_ID, HN_Token}Kacvy, MS_Token, {MS_ID, VN_Token} Ky, VN_ID,
a5} Kt

- HN/VN mutual authentication is complete --

Case with KDC

M2ioc: VN > HN @ {(MS_ID, VN ID, nl}Kusu, {VN_ID}Kiocw, MS_ID, VN ID, 2,
KDC_ID}K it

M3oc: HN-> KDC : {KDC_ID, VN ID, {VN_ID}Kcoc v, HN D03} Kiocm

Mégpe: KDC -> HN : {KDC_ID, K s ,{KDC_ID, Kt} Ko v, n4}Koc

MSioc: HN > VN @ {{KDC_ID, Kwei}Koc v MS_Token, {MS_ID, 06, VN_Token}Kusi,
VN_ID, n§}Kw+

-- HN/VN mutual authentication is complete -

M6. VN ->MS : {MS._ID, n6, YN_Token}Kusin

-- MS/VN mutual authentication is complete --

AC_ID : [dentification of authentication center

KDC_ID : Identification of key distribution center

HN_Token : Indicator that HN is authenticated by trusted third party

VN _Token : Indicator that VN is authenticated by trusted third party or HN
MS_Token : Indicator that MS is authenticated by HN

07 4. A#7|3E o) 48 A% AF ZTREF
Fig. 4. Mutual authentication protocol with trusted
third party.

At M7 and M8, HN generates a session key,
Kmsvn which is supposed to be used as a shared
secret key between VN and MS and distributes the
key to VN and MS. After M7 and M8, MS and VN
will execute CHAP similar to Mb and M6. Through
the CHAP, the shared secret key (Kwmgwn) is
confirmed and mutual authentication between HN and
VN will be completed At M7 and M8 Rand? is a
challenger for CHAP between MS and VN. Generally,
challengers are generated by one of two entities
which want authentication and normally are exposed
to the others. However, in this protocol HN generates
Rand? and sends it encrypted for protecting it from
exposure. After M8, MS and VN execute CHAP with
the Rand2 for mutual authentication between MS and
VN,

3. Mutual Authentication Protocol with Trusted
Third Party

<Figure 4> the mutual authentication
protocol with trusted third party. We consider two
cases for authentication between VN and HN. One is
to totally rely on authentication center (AC). We call
it ‘case with AC. The other is to use a session key
that is acquired from key distribution center (KDC).
We call it ‘case with

KDC. Therefore <figure 4> is divided into two
parts according to the cases.
authentication between HN and VN are carried out
through the trusted third party first. Then the
authentication between VN and MS is executed using
the token which HN issues. In the protocol, we also
assume that each network and AC/KDC share their
own shared secret key.

The function of Ml is similar to the Ml of the
password based mutual authentication protocol and
mutual authentication protocol with CHAP and key
exchange protocol. At M2 and M3, VN and HN
request authentication from AC (MZac and MB3ac) or
distribution of session key from KDC (MZxix and
M3kic). The trusted third party can authenticate HN
and VN by the shared secret keys. At M4, AC sends
authentication indicators (tokens) to HN (Mdac) or
KDC sends a session key to HN (Mdxne). At Mb,
HN forwards the authentication indicator (HN_token)
to VN (Mbac) or the session key to VN (MBxknc). MB
also includes another tokens (VN_token, MS_token)
encrypted with the shared secret key KMS/HN for
authentication between VN and MS. After Mb, VN
authenticates MS by identifying MS_token. At M6,
VN sends the authentication indicator (VIN_Token)
encrypted with KMS/HN which is received from HN
to MS. After decrypting the authentication indicator,
MS completes the mutual authentication between MS
and VN,

shows

In the protocol,

(136)
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IV. ANALYSIS OF PROPOSED
PROTOCOLS

1. Analysis of Operation Structure

For convenience, we call the password based
mutual authentication the first protocol, call mutual
authentication protocol with CHAP and key exchange
the second protocol and call the mutual authentication
protocol with trusted third party the third protocol. In
the first protocol, all networks must maintain other
networks' password tables. When networks are
generated or removed, it is necessary to process
registrations or withdrawals of passwords of the
networks. Also the boundary of responsibility of
networks to preserve password tables must be
defined. In the second protocol, key exchange protocol
should be predefined among networks. Therefore, it
should be considered which secure key exchange
algorithms are selected and how long the exchanged
session keys are used before updating them.

In the third protocol, an authorized third party
authenticates entities. Therefore, all networks are
relieved of a load of maintaining password tables and
keys., Of

responsibilities are imposed on the

course, the
third party.
Therefore, bottleneck may occur. Also it is required

exchange of session

to define message procedures between networks and
the trusted third party and the scope of authority of
the trusted third party. In that each network and
AC/KDC shares a secret key, the two cases show
resemblance. “case with AC,
authentication totally depends on AC and after
authentication, secure communications between HN

However, in the

and VN can continue using public key encryption
algorithms if there is not any additional session key
exchange procedure. On the other hand, in the “case
with KDC”, after receiving the session key from
KDC, the networks must execute challenge-response
procedure for the proof of possession of the session
key and secure communication between HN and VN
achieved wusing symmetric

can be encryption

algorithms with the session key.

2. Security Analysis

(1) Authentication:In the three protocols described
in this paper, HN can authenticate MS by decrypting
Ml encrypted with KMS/HN successfully. In the
second protocol, if key exchange is securely executed
by key exchange protocol, we can assert that mutual
authentication between HN and VN is accomplished.
In the third protocol, As long as shared secret keys
between networks and trusted third party are not
exposed, secure mutual authentication among entities
can be possible.

We consider the mutual authentication between MS
and VN. In the first protocol, since authentication
messages are encrypted with Kwsan and Kvn+, only
intended MS and VN can decrypt them, which results
in mutual authentication between MS and VN. At the
second and the third protocols, HN which was
mutually authenticated with VN sends the session
key or token encrypted. Only intended MS and VN
can begin mutual authentication by decrypting them.

(2) Entity Privacy Using MS_TID and HN_AID at
M1, actual identifications of MS and HN does not
appear in the messages transmitted at air interface,
which is a good prevention against traffic analysis
attack. Also, all the messages between HN and VN
are encrypted with their shared secret key or public
keys. This means that entity privacy is guaranteed.

(3) Prevention Retransmission : Nonces
within related
information. Therefore, they are used to check the

against
most messages include time
term of validity of the messages. In some messages,
sequential COUNT value fields are used. Initially an
entity locally stores COUNTy value and sends it
When the entity receives including
COUNTYy value as a response, it compares it to the
stored COUNTy value. Then the entity can check

whether the received message is not retransmitted

a message

and normally continuous.

(4) Disguise Prevention: VN_ID encrypted with
Kisanw at M2 is used for HN which is mutually
authenticated with VN to ascertain that the VN is
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currently really serving the MS. Because VN cannot
generate or modify the (MS_ID, VN_ID, nl}Kmsmny,
HN can confirm, after decrypting this information,
that the VN which requests authentication has
authority. After receiving Mb in the first protocol, M3
in the second protocol and M6 in the third protocol,
MS can make sure, by decrypting the massages
encrypted with the key Kwmsmn, that the messages
from VN are originated from its HN. This means
that disguise prevention is provided.

3. Integration with VHE Scenarios

The VHE scenarios in Q1711 focused on the
operational structures between HN and VN from the
of MS. However, 3 party mutual
authentication protocols we propose in this paper are
designed considering the positions of all the entities.
Therefore there may be some disagreements when
integrating the proposed protocols with the VHE
scenarios in Q.1711. However if we concentrate on
the standpoint of MS, the proposed protocols can be
integrated with the VHE scenarios. In the first
protocol, since HN sends the password of MS to VN
for authentication of the MS, it is the same structure
as M. Torabi's shadow home service. However, when

viewpoint

we compare it with the VHE scenarios within Q.1711,
it can be combined with RSC scenario since some
processing of SCF of VN is required. In the second
protocol, because it AMF
management function) function via SCF of VN for
processing {Kmsvw}Kmsmv received from HN, it can
be applied to the RSC scenario. In the third protocol,
MS uses the received from HN for
authentication of VN. Even if it is transferred via
VN, it could be said that it is directly acquired from
HN. Therefore it can be applied to the DHC scenario.

uses (authentication

token

V. CONCLUSION

In this paper, we dealt with the mutual
authentication protocols that are inevitably required

among entities in the VHE. Currently, studies of VHE

o] 554 W EY =9 Virtual Home Environment FZo &g 7153 3A7F A5 QF Z2ES
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focus on elements of service logic and locations of
service control. However, in order to realize personal
service portability, subscribers’ confidence in security
of VHE services is necessary.

For these we proposed three mutual
authentication protocols among HN, VN and MS in
this paper; the password based mutual authentication
protocol, the mutual authentication protocol with
CHAP and key exchange and the mutual
authentication protocol with trusted third party. We
also did security analysis of the proposed protocols
and discussed adaptability of the protocols to the
VHE scenarios in Q1711. The study in this paper
will be a motive for researches on VHE to expand to

issues,

the area of personal information protection with the
technical functions and procedural scenarios.
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