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Implementation of Security Kernel based on Linux OS
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ABSTRACT

Current security efforts provided in such as firewall or IDS (intrusion detection system) of the network level suffer from many vulnerabilities
in internal computing servers. Thus the necessity of secure OS is especially crucial in today’'s computing environment. This paper identifies
secure OS requirements, analyzes the research trends for secure Linux in terms of security kernel, and provides the descriptions of the
multi-level security (MLS) Linux kernel which we have implemented. This security kernel-based Linux meets the minimum requirements for
TCSEC Bl class as well providing anti-hacking, real-time audit trailing, restricting of root privileges, and enterprise security management fun-

ctions.
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