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Generation of Finite Automata for Intrusion Detection

Younghwan Lim'- Kyubum Wee'?

ABSTRACT

Although there have been many studies on using finite automata for intrusion detection, it has been a difficult problem to generate compact
finite automata automatically. In a previous research an approach to profile normal behaviors using finite automata was proposed. They divided
the system call sequence of each process into three parts : prefix, main portion, and suffix, and then substituted macros for frequently occurring
substrings. However, the procedure was not automatic. In this paper we present algorithms to automatically generate intrusion detection auto-
mata from the sequence of system calls resulting from the normal runs of the programs. We also show the effectiveness of the proposed method
through experiments.
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