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Abstract The need for information security increases interests on cipher algorithms recently.
Especially, a large volume of data transmission over high-band communication network requires faster
encryption and decryption techniques for real-time processing. It would be a good solution for this
problem that we implement the cipher algorithm in forms of hardware circuits. Though some previous
researches use this approach, they focus only on repeatedly executing the core part of the algorithm
to minimize the hardware chip size, while most cipher algorithms are inherently paraliel.

In this paper, we propose a new design for the SEED block cipher algorithm developed by KISA
(Korea Information Security Agency) in 1998 as Korean standard cipher algorithm. It exploits the
parallelism of the algorithm basically and implements it in a pipelined fashion. We described the design
in VHDL program and performed functional simulations on the program, and then found that it worked
correctly. In addition, we synthesized it and verified that it could be implemented in a single FPGA
chip, implying that the new design can be practically used for the actual hardware implementation of
a high-speed and high-performance cipher system.
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entity Ke%l_Gen is
port

EncKey " in std_logic_vector (127 downto 0);

Key_out)  : out std_logic_vector { 63 downto 0);
Key_outl  : out std_logic_vector ( 63 downto Q);
Key_out2  : out std_logic_vector { 63 downto 0);
Key_out3  : out std_logic_vector { 63 downto Q);
Key_outd  * out std_logic_vector ( 63 downto 0);
Key_outs  : out std_logic_vector { 63 downto 0);
Key_outb  : out std_logic_vector ( 63 downto ();
Key_out?7  : out std_logic_vector ( 63 downto 0);
Key_out8  : out std_logic_vector ( 63 downto 0);
Key_outd  : out std_logic_vector ( 63 downto 0);
Key_outl) : out std_logic_vector ( 63 downto 0);
Key_outll : out std_logic_vector ( 63 downto 0);
Key_outl2 : out std_logic_vector ( 63 downto 0);
Key_outl3 : out std_logic_vector ( 63 downto 0);
Key_outl4 : out std_logic_vector { 63 downto 0);
Key_outls  : out std_logic_vector ( 63 downto 0));

end Key_Gen;

architecture main of Key_Gen is

component G_Fun
port { ) ) ]
G_in ©in std_logic_vector(31 downto 0);
) G_out : out std_logic_vector(31 downto 0)

end component ;

begin

OUNDO:
ABQ(63 downto 0) <= EncKey(127 downto 64);
CD0(63 downgoé)) <= EncKey(63 downto 0);

{A+C-KC0=0x9e3779h9)

CDO(31 downto 0)
~-G(B-D+KC0=0x9e37
GOO key out0(31 downto 0)) ;

key_out0(63 downto 32))

ABO (63 downto 8)

G0l <= ABO(31 downto 0)

G00_block : G_Fun port map(
GOl block : G_Fun port map(G0
ABI <= ABO(7 downto 0)
CD1 <= CDO ;

ROUNDI:
Gl0 <= ABl(63 downto 32) + CD1(63 downto 32) -

Gl <= ABl(31 downt;g%%) CD1(31 downto 0) +
G10_block : G_Fun port map(G10, key_outl(31 downto 0)) ;

Gl block : G_Fun port map{Gl1, key_out1(63 downto 32))
XDZ <= %%1(55 downto 0) & CDL(63 downto 56) ;

ROUNDI15

Glol <= AB15(31 do:zivntf(i 0) - CD15(31 downto 0) +
--0xbe

G150_block : G_Fun port map(G150, key_outl5(31 downto 0)) :
J G151_block : G_Fun port map(G151, key_out15(63 downto 32)) ;
end main;

= ABO(63 downto 32) + CDO(63 downto 32) -

"10011110001101110111100110111001";
9%)0011110001101110111100110111001";

~-"BA 8 bit right shift

"00111100011011101111001101110011";
"00111100011011101111001101110011";

~-"DC 8 bit left shift

G50 <= ABlS(63 downto 32) + CDI5(63 downto 32) -"10111100110111001100111100011011";
"10111100110111001100111100011011";
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entity SEED_Pipeline is

port( clk :in std_logic;
reset ©in std_logic;
enable T in std_logic;

Round_key0: in std_logic_vector(63 downto 0) ;--Round Keys below

Round_key1 : in std_logic_vector(63 downto 0) ;

Round_key2: in std_logic_vector(63 downto 0) ;

Round_key3: in std_logic_vector(63 downto 0) ;

Round_key4 : in std_logic_vector(63 downto 0) ;

Round_key5: in std_logic_vector(63 downto 0) :

Round_key6: in std_logic_vector(63 downto 0) ;

Round_key7: in std_logic_vector(63 downto 0) ;

Round_key8: in std_logic_vector(63 downto 0) ;

Round_key9: in std_logic_vector(63 downto 0) ;

Round_key10: in std_logic_vector(63 downto 0) ;

Round_key11: in std_logic_vector(63 downto 0) ;

Round_key12: in std_logic_vector(63 downto 0) ;

Round_keyl3: in std_logic_vector(63 downto 0) ;

Round_keyl4: in std_logic_vector(63 downto 0) ;

Round_key15: in std_logic_vector(63 downto 0) ;

Data_in :in std_logic_vector(127 downto 0); --Plain Text

Data_out : out std_logic_vector(127 downto 0)--Ciphered Text);
end SEED_Pipeline;

architecture struct of SEED_Pipeline is
begin
Round_0: Round port map (
clk, reset, enable, Round_key0,
Round_in => Data_in, Round_out => Data0_out);
Round_1: Round port map (

clk, reset, enable, Round_keyl,
Round_in => Data0_out, Round_out => Datal_out);

Round_15: Round port map (
clk, reset, enable, Round_key15,
Round_in => Datal4_out, Round_out => Datal5_out);
Data_out(127 downto 64) <= Datal5_out(63 downto 0);
Data_out{(63 downto 0) <= Datal5_out(127 downto 64);
end struct;
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entity Round is
port ( clk tin std_logics
Reset tin std_logic:
enable :in std_logic:
Round_key : in std_logic_vector { 63 downto 0 ); round key
Round_in  : in std_logic_vector ( 127 downto 0 ); plain text
Round_out : out std_logic_vector ( 127 downto 0)-- cipher text);
end Round;
architecture struct of Round is
component f_fun
port (
Round_key : in std_logic_vector ( 63 downto 0}
F_in :in std_logic_vector ( 63 downto 0);
F_out : out std_logic_vector ( 63 downto 0));
end component;
component reg
port(  clk . in std_logic;
Reset : in std_logic;
enable :in std logic;
reg_in in std_logic_vector(127 downto 0) ;—- Register In
reg_out . out std_logic_vector(127 downto 0) -~ Register Out);
end component;
begin
FO f_fun port map (
Round_key, F_in => Round_in(63 downto 0), F_out => F_out_s);
reg_temp (63 downto 0) <= Round_in(127 downto 64} or F_out_s;
-—intermidiation of exclusive or
reg_temp (127 downto 64) <= Round_in(63 downto 0);
Reg_Storage : reg port map (
clk, reset, enable, reg_in => reg_temp, reg_out => Round_out);
end struct;
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