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Technology Trends on Authentication and Key Management in Public WLAN Networks
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Beacon Frame . . - Seq. Beacon RSN -
Frame Control Duration DA SA BSSID Control Body Info.Element FCS
Bl D Length Multicast Unicast Unicast Auth. Auth.
. enze?t le“ftt Suite Suite count | Suite list Suite count | Suite list
octe octe 4 octets 2 octets 4n octets 2 octets 4n octets
Oul Value Meaning Oul Value Meaning
00:00:00 0 'WEP based privacy Unspecified
00:00:00 1 | TKIP based privacy 00:00:00 0 Authentication over
—— - 802.1x(802.1x to select authentication
00:00:00 g | AESTOCBprivacy= Igorithm)-RSN default
o default in an RSN aleort cla
00:00:00 3-255 [ Reserved 00:00:00 1-255 Reserved
00:00:00 other | Vendor specific 00:00:00 any Vendor specific
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Statel: ULA Selected Stated:

Unauthenticated Unauthenticated
i Associated
I.Jnassouated . j ULA Deselected . .
Invalid secure session 4 Invalid secure session

Disassociation
Notification

Successful
Authentication

Successful MAC
MAC Authentication

Deauthenticati

v Notification
Stateb:
2: i
Statg ULA Authenticated
Authenticated i
C Associated
Unassociated

. . Invalid secure association
Invalid secure session

Deauthentication

Notification
Successful
Association Disassociation
\ Notification
A
State3: State6:
Authenticated ULA Authenticated
Associated Re-keying Associated

Invalid secure session Secure association
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.l
 EAP-Success
<

Access Allowed

(T3 6) 802.1x2

Access-Accept E oy Fgo] FHETh
o] w 1FHAelA g wpiH A7) Ra-
dius—Access-Accept HWAIA[e] TAA A2~
¥RIER AgeErH13]. L v, A~
= EAPOL-Key HIAAE o] &ato] T} 7] wst
& TRFOEA 7] AHE A S w718
EAP-success WAIAE &714H 7|2 ¢5slsto]
EWJ’H 802.1xE o83 Tl 7l &o] 5185
S Tzl Al gtk o] SRE whdd) A
FRIEE A0 dujd 7] o] &ste] 74 dlo]

]
] 7-7dell thgk sEefolmAlE B A,

EB

s}
“

2. EAP 215 78
IETF EAP WGellA EE38H5< EAP Q15 3

(EAP-method)& <& 1>°ﬂ Aeletsitt[14]. EAP
-MD5[15]+ EAP-method oA FL3HA
mandatory = A 2]% Q15 WA olt}, o] deeet
U ehksko & 719la) ol=wks x| 9lata, Al

A&7 Botel) e npe)y] A4 A S Aol

ol&

SIR=PSCI S

[ i

N

s

Bt YR Gt EA7F vk EAP-TLS(Trans—
port Layer Security)[16]+= AF&A}9} Q1A 8|7}
AEAE ol&ate] FulEsta, Al 7|Hke] 54
I WEP 715 A/dste] uliske tlsAQl Q15
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EAP | Authentication| Authentication C ¢
Method| Credentials Server omment

.. Certificates
EAP- |Digital . ;
TIS  |Cortificates Infast_ructure Generate Keys
Required
Client— ServerCertificates
EAP- |Password Standard PAP, Generate Ke
TTLS |Server— CHAP MSCHAP n s
Certificate User Database
EAP- Only Password
SRP Password only Verifier Is Stored Generate Keys
Oneway
EAP- Authentication
VD5 Password only | Standard MD5 No Key
Generation
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3GPP(3rd Generation Partnership Project)el| 4]
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EAP-method & o83 435215 ¥4 Oﬂ A e
npE 7| 27 E nkE] AlA7)E BAEAP key-
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AE 3 1, MHAZRNEZ Huy]o] T A&7k
ZefolvAlE ®BAs] flete] AREH = 7]olt)
NAAFERJNEE wpE] AA7]Z5EH %7] RSN
A BAlA 273 cipher suite?] AHE 7]
(Transient Session Key: TSK)Z A3t} ojuj
EAP-keying®] ¥4l oWl daig]sS of8ato]
HAE7| 2 5E vhE A7 E e BE &

2= EAP-method®]
g AL aelal oA e
ofGA MM=TEAER AL 3l
917} otk IETF AAA WGSF EAP WGellA o)<}
$AT HES tHFAL ot ok w4l AL 8l

‘gefolt}. rkE 7] E ek EAP-keying &
259 tE2Ql EAP-TLS ZREZS o]&3d}
EAP-keying A& A3 BT}

(28 1 AFTAE o]&ste] ) JAFAH
7} 4% 15e 3 vkl AlA7)E sk dAat
£ ®9l I¥o|t}. TLS(Transport Layer Secu-
rity)© QTEY A5AIT Sl dS FAT Al
AEo] AEM o7& Fote] F3RlT B 7EE
ST T FRAEE BE HAXE gtoR V)
DA MU AE A F3hs Bt TR Eolt)y EAP-
TLS+= TLS9] f=4o] A HAYSS o]8at F
AR 7 of IS E A J%ﬁkﬂ, gt 7ol
ukE] 4715 AT

T vhdo] 802.1x 2 ]88}
Ad A4S Aw=shd, EAP-TLS(TLS-start) HIA]
A& “&ato] (L9 1) o] =407t AR
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Wireless Station

Access Point

EAP-TLS AAA Server

4—— EAP-Re
EAP-Request/

quest/Identity

Identity(Null)

Y

EAP-Request/type
EAP-TLS(TLS-start)

A

EAP-Response/type

Client_hello.random

EAP-TLS(ClientHello)

Verify server cert. Server_hello.random

EAP-Request/type
EAP-TLS
(ServerHello

A

Generate master Key

EAP-Response/type
EAP-TLS

Server_certificate,
CertificateRequest
ServerKeyExchange)

(ClientKeyExchange,
Client_certificate,
Finished)

Verify client cert.
Generate master Key

EAP-Request/type

A

EAP-TLS
(ChangeCipherSpec,
Finished)

EAP-Response/type
EAP-TLS

A

A

EAP-Success

(T8 7) EAP-TLS 4
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ClientHello ™A1 ol £3AA Awz A
ASAH L s T ServerHeuos'Jr HHM

A, 1 o] QIFA 84 HAIAE Bl
o A TS 2pale] g W A7 B
#7](pre-master key)%} v}
2H 7S A 5, A 7R SR
= daslsto] Aol Al Hd4(ClientKeyExchange
A )G}, o] W mpH A7 E frieshs 3
+ (D 2191

label = “client EAP encryption”;
PRF-128(pre-master key, label, nonce)
=P_MD5(S1, label + nonce XOR P_SHA-1(S2,
label + nonce); ) ———- (1)

(S1 is first half of secret, S2 is second half of

secret)

AEZHE ClientKeyExchange ™AA]
M Axlo] ZHA AL Q1= HY7)E o] &
719} 2719) WE(cli-
ent_hello.random, server_hello.random)E ©|-&
ato] miaE] AA 715 g 7] A4S Eot
of T A2 AHE dE QlSetal, ¢5skE ¢
Sk wpE A4 71(128H]1E ¢FE7]9F 64H|E IVED
£ s Fok(1d 8) =), o2 A frH vt
2E] AlA71E AFAH (e, RADIUS E+= DIA-
METER)S] AAA Z2EZ wAx|[12]d] Az
MA~FRANE| Heth M 7]= 74 dlolE
ZlolHA] BAL 93t vl~E 7| (Pairwise Mas—
ter Key: PMK)® Eg]$H, o] PMKE
suiteZ A3sl= o] L3 7|(Pairwise Tran-
sient Key: PTK) 712 g A48 5 A5 ALg
Ao wp2 7|2 doksA AREETh

olgA AFTH R 715 A= olfre
A2 A Bt AR 7= A 5 7)o
ofof 3t} wkebA EAP-methods SFs=ollA 717}
AARE = v gl 13y A4l = EAP-method

£ FE51, 3

cipher

TLS master key derived from the master key
or pre—shared master key

Random = client_hello.random |
server_hello.random

y MK, Random

EAP Method

(STA and

PRF-128(\VIK, “client EAP|PRF-64(MK, “client EAP| | AAA server)
encryption”, random) encryption”, random)

Master Session Key(MSK) Derivation

A 4 A 4

Key Derivation IV Derivation

P->A [A->P |P->A | A>P  |P->A |A-D>P
Enkey | Enkey|Aukey | Aukey | IV v v EAP APL

\ 4 A 4 A 4 \ 4 \ 4 A 4 A
| AAA Keying AVP AAA protocol

PMK(Pairwise Master Key)A

A
Pairwise Transient Key(PTK) Derivation 802.11i

(STA and AP),

PRF-512(PMK, “pairwise key expansion”,
Min(TARA) || Max(TARA) | | KON || SN)

v

(722 8) EAP-TLS 7| A 2

L3t NN 2=ENET RSN 2 el A o ci-
pher suiteE AFEE| 2 2AY=A, & 7] A

H AR 7] AN A AT e &
T ‘S*E}L Mol A= 15H nkAE 7]= EAP
oA AAA AAAERIHE Bujar A ci-
pher suited]] B3+ 7] HOl ojAA]dfo]A A
& Soto] AAE F s ojoF R AlFAQL
71827} a5t

V. TKIP E0F 0{ AA|0f|0|A

=] gellA] Aueislse]l WEPS: o] &gt
802.11b F-A @ Hote] FAl-LE AAA, T4 7]
W) Wb ol vk, 24, 717 A2 IVaks: AARE:
o}, AA, per-packet 717} {1tk YA, Fofgh
ﬁ/d ?___}—J—/‘aE__Q. o]_&fs}.]ﬂr 7(4 oZ Qo E]- _/I:
TKIPL 7]=2] WEP RC4 H.oto] EA1d& AL
oA o2 Thdete] i} HAAERIE] F X
ato] AR ¢ QEE FromA] ofn] ujX|E o] A}

F

Ll %9,
n T
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AES st FHA
Hob 2 EFo|t}, TKIP Z2EFS
key-mixing 3=, Michale MIC 35, 7|ulst =&
EF re-keying TEEZZ FAAH(ZE 10)
F2). B GolME TKIPS o] &3iA ofgA net
o] Aloo)ldEs FAsta Helst=AlE 7 AxY

ES A= ddsii.

1. TKIP 7|29 A &M (Key Hierarchy)

(¥ 9)%= TKIP 712 A4 FA=olth 18
oA PMK Al gl upe} o] EAP /15 5
o AAA AHellA AHAFENER Ay 7)ol
M AFERIE = 7] vy A7} QlojA] 74wtk

(18 9)olA TKIPE PTK 7] 512H|ER
d¥m, 512HEx= 471¢] 128H]E(EAPOL En-
cryption 7], EAPOL MIC 7], 1&]a. TKIP En-
cryption 71)¢} 2709 648 E(TKIP Tx MIC 7],
TKIP Rx MIC 7)& +#3lj¥o] EAPOL 7] w3t 2}
ool 71 e A4, 1elal vjolE sl
Tl Aol A o] 71 3 A AR B &
&4k PTK 7] fre &aglse
AN w2 = YA EAP-keyingell ©]-&9 (1)¢]
PRF ¢8| 55 o]-8ah= Wao = =] a1 9Jrt.

EAPOL Master
Key

From Authencation Server

PN,
Pkey ID

STA and AP
Re-keying Protocol

EAPOL Authentication (STA)/RADIUS Attribute (AP)

EAPOL Pairwise Master Key (256b)

EAPOL-Key Exchange

Infrastructure (ULA) only

Pairwise Nonce (KON,SN)

SEX:

Pairwise Transient Key (PTK) = PRF-512 (PMK, “pairwise key expansion”, Min(TA,RA) | | Max(TA,RA) | | KON | | SN)

EAPOL-Key EAPOL-Key Temporal TKIP Encryption Key
Enc Key MIC Key L(PTK, 256, 128)
L(PTK, 0, 128) | L(PTK, 128, 128)

Temporal Key owner
RX MIC Key
L(PTK, 448, 64)

Temporal Key owner
TX MIC Key
L(PTK, 384, 64)

SC: Sequence Count V V VN

RA: Receiver MAC Address TKIP Mixing Function v v
TA: Transmitter MAC Address TKIP PP Encryption Key | TKIP Michael
Pkey: Pairwise Key SeedV, RCikey) | MPDU

KON: Key Owner Nonce

SN: Non—-key owner Nonce |

RC4 |

ULA: Upper Layer Authentication

(3 9) RSN TKIP Pairwise 7| HZ=

10
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PTK = PRF-512(PMK, “pairwise key expan-
sion”, Min(TA,RA) | IMax(TARA) || KON ||
SN) -—-(2)

SN: ehro] A3 =)

(2] PTK fr=dag]se 7FdAret 54y
7ro] A5elE AdE AAdE PMK, wd7] ek oA
2EQE9 MAC F4&, 183 ©iv)e} A
O1E7} EAPOL 7)1k bl A] A& F2a1 9he- ot
N

8 Agetel /7H RS % 5 9k

2. Key Mixing2} Michael &4

(79 102 TKIPS] &3} HAS Hel 555
ot} Key-mixing &+ 7F9AH] per—packet
715 A8k ol 71484 Aaks 2gAI= 9]

o),

TTAK < Phasel(TKIP Enckey, TA)
WEP seed < Phase2(TTAK, SeqCounter)

19 Aol = TKIP Encryption key$@} ok
(transmitter)®] MAC F4Z o] &3} Tempo-

rary TA key(TTAK)E AAdslaL, 2@ANAM =
128H]E TTAK®} 16H]E sequence counterZ ©|

£3}o] 128H)E WEP seed= A3t} o]2A A
¥ 7] 802.11b¢] WEP ¢+5.312 913k 1054 E
RC471¢} 249 E WEP IV &%t}

Michael 3=+ 713 WEP WHo)| 4 CRC-32
& o] &g wA|A] Q1T o] FAIHE A 9
sto] AfFAl ARFEF wHAA] )15 FrEA 64HIE
TKIP MIC 7], 422~/%24] MAC F4:2F MSDU ]
AAE At /1% 225 A4 o]EA A
AE FEE key-mixing R0l s AR

WEP seed® ¢+3 8lsle] A4=ch

3. 7| w&t 2! 57|35} Automatic Key
Exchange and Synchronization)

802.1xl| o34 7FdAt Ql5e] = e, A%
8] += Radius—Access—Accept HA Ao PMKZ
Aojx] HA~ERIE Al i1 8) F=).

MAAERIE $1X|8 Q1% Sefo|AEE MY
HES Radius-Access—Accept HAA|E &A1l &
PMKE 7] wYA oA ddgtown dur)s} of
A|Z3ERIE ] 7)aiglo] e}, oA 3o
A FAET] ANAIRIE, QISAH EF7L
Y3 PMKE HA48 4 QU k. 541 731l
A 7)agks 9% TrEZe (a¥ 1) e
EAPOL(EAP over LAN) key descriptorE ©|-&
sto] g,

Per Packet Key & MIC Generation 802.11b WEP Engine
Temporal
Key »
» Phase 1
TA »| Key Mixing WEP Seed(s)
l (WEP IV + RC4key)
TTAK Key ——p| Ihase2 > wEP
Key Mixing » Encapsulation
A

TKIP Sequence Counter(s) Ciphertext
‘ > MPDU(s)

MIC Key > Plaintext Plaintext

Michael MSDU + MEDUGs)

SA+ DA+ > MIC Fragment(s) >
Plaintext MSDU MIC p| [ragment(s
Data

(O™ 10) TKIP &3t 7Py
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3 bit Key
descriptor
version

5 bits 1 bit 1 bit 1 bit 2 bit 1 bit
Reserved | Key handoff | Key MIC | Key ACK| Key index | Key type

Key Info.
2 octets

Key Length
2 octets
Replay Counter
8 octets
Key Session Nonce
24 octets
Key Default Nonce
24 octets
Key MIC
16 octets
Key Material
Length 2 octets

Key Material
n octets

(3= 11) EAPOL—Key Descriptor

Key descriptore 7|ngto] o]Fojx]&= A
(o w27 A59Y), wdd 7] 79
group 7|21A| pairwise 7]Q1A] oJ5- 18] v
3} AAAZRJE 7] PTK AAl Za3 b
A A] Q155 93 MIC 5=, 12]aL replay at—
tack A5 913 sequence countol] thdt AR E
B

EAPOL Key DescriptorE o83 7] n3k 4
= (28 12)9} k. -l M Hofg= 7]agh
A= Al 74 9] oW E Zh=t) 3A|, 7184l 2
ok s wskgho 24 714 3 FAlel Het of
Alefo] S W= Aol FHAE g E st ALS
= A 719 71(F 709 pairwise Ping/Pong key, 1
Me] group)E A= Aotk F 719 pairwise
7] & shhs Eshe 7124 1efal v st
= IV AR o] EEgls o) giAlE gk 73aE
7lelet. AA, 802.1x 157G 9] nhAIt WA=
EAPOL-success WAIAE ¢asls|A $28o2
M 7| AR AR S 5718k Aol

o

©

X

NG
-

B oo

4. 7| 4A =2 EZ(Re—keying Protocol)

(1% 13)& re—keying Aot} ARE-F<1 719
sequence—count(IV)7} 3t&o] =&& 79 mot
AEE A YallM AFEES] PTKE 78218k

Aatoltt, Re—keying A¥A BAFS 95l ok

12

o
VY
T
o
—_
A}
N—
b
BN
N—
=2
2
il
o
o
i
o
[N}
N
——
1o
o)
[o8)

719 v b3t 715 3¢tk Re-keying #78
oA o]€5= EAPOL-key ™AIAXE EAPOL-
key MIC 7]& o]&3to] wAA] ¢15S F8)s}a,
EAPOL-key encryption 7]& ©]&3}o] s 3}s}t

F5AFozM UAE F ghEy)e] A A
A5 57)5AZIT.

VI. 28 § ¥F Y

A FARJNE Y AFHAHWISP) &2 3hgk A
oA AW 7Hko R Sz 1A FAQJEY AH
25 AAstaL gl ey W] ol A AaQ]
E 35 Fote] Q18 ARt ke d @
=223 21 Au]2e} 37 Mobile-1P 7|9k o]
QTE U M) 27} of Tt

2 A=z AYE 9% Ve w53} =oE d
Zle3tar 91, [EEE 802.11i¢}F 802,111l 4]
A3 A B Yo YA|el A AFRIEE 719] o

o=

=

p 84

=

F 353} =9 (authenticated fast =23 *

zoH FHAHo A Bl ofhAloo]d {4, 21
A SE Aaskal Qv Aol 22 =
W A 27E A EE 7] lEiAE AR R A
ARl thgel gk 8 E=5F U F8AE o
Hesto] o] EAT Fade] AEHE oF <l
vl 3k A3Fsk DIAMETER AAA A 9] 3573}
£ [ETF AAA 917 1ol 4] Zegstar Qlok a3
Hebdt A ool Fa3k Ve T
Ad-Hoc el i3t Betelt}. Ad-Hoc -2 IEEE
802.152] WPANZ} 37 44t o] 554l HAx
HESZS T83%F 7lemA QAL itk & =

o
2
R

FA AlFaoF & 29 ¢ vholzo)F 1ate] o
<
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802.11 Access Point
802.11 Station 802.1X Authenticator
802.1X Supplicant Pairwise/Group Key
Owner
| SNonce = Get next Key Counter | KONonce0 = Get next Key Counter

EAPOL-Key* (0,0,1,Tx Key inflex PPong Key index PPong,P,KONonce 0,0,0,0)

| Calculate PTKO for Pong using KONonceO and SNonce |

\ 4

EAPOL-Key* (0,1,0,0,0,P,SNonce,0,MIC0,0) Security Association by nonce

Calculate PTKO for PPong using KONonce 0 and SNonce

<

il
EAPOL-Key* (0,1,1,Tx Key index PPong,Key index PPong,P,KONonce 0,0,MIC0,0) Repeat until reply received
Set Temporal Encryption and MIC Keys from PTK Set Temporal Encryption and MIC Keys from PTK O in
Key index PPong for Tx/Rx Key index PPong for Tx/Rx

Key synchronization
N

EAPOL-Key (0,1 0,Tx Key index PPong 0,0,SNonce,0,MICO, 0)

Calculate PTK1 for PPing using next Key Counter

(KONoncel) and SNonce
Update key exchange
EAPOL-Key (0,1,0,Tx Key ind¢x PPong,Key index PPing,P,KONonce 1,0,MIC0,0)
EAPOL-Success Calculate PTK2 for PPong using next Key Counter

Setting PTKO (KONonce2 ) and SNonce
Set Temporal Encryption and MIC Keys from PTKO in
Key index PPong for Tx/Rx (This step is redundant, but EAPOL-Key#*: Unencrypted Message
fits into rekeying) EAPOL-Key*: Encrypted Message

| EAPOL-Key (H, M, A, N1, N2, T, KONonce, GNonce, MIC, GTK)

Calculate PTK1 using KONoncel and SNonce H: Pairwise to Group or vice-versa handoff

M: MIC is available in message

A Response is required to this message

Setting PTKO . .
N1: Tx/Rx Key Index (which key to use for transmission)
Set Temporal Encryption and MIC Keys from PTKI1 in N2: Rx Key Index (which key is being updated)
Key index PPing for Rx T: Key type — P (Pairwise), G (Group)

KONonce/SNonce: Key Owner Nonce/Station Nonce
GNonce: Group Nonce

MIC: Integrity check

GTK: Group Temporal Key

(T8 12) TKIP Pairwise 7| wst =7|5} zpH
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802.11 Station
802.1X Supplicant

I
Encrypted data flowing, using Key PPong for Tx/Rx

<

802.11 Access Point
802.1X Authenticator
Pairwise/Group Key
Owner

[
| Encrypted data flowing, using Key PPong for Tx/Rx |

| TX or Rx IV Space for Key PPong Nearing Exhaust |

Set Temporal Encryption and MIC Keys from PTK n
in Key index PPing for Tx/Rx

Set Temporal Encryption and MIC Keys from PTK
n in Key index PPing for Tx/Rx

Calculate PTK n+ 1 using KONonce n+ 1 and SNonce

Set Temporal Encryption and MIC Keys from PTK
n+ 1 in Key index PPong for Rx

Encrypted data flowing, using
Key PPing for Tx/Rx

All queued messages
encrypted with PPong
have to be gone before
IV space is exhausted

EAPOL-Key (0,1,0,Tx Key|Index PPing,Key Index PPong,P,KONonce n+ 1,0, MIC n, 0)

Wait until all queued PPong
encrypted messages have
gone and been acked

Calculate PTK n+ 2 for PPing using next Key Counter
value (KONonce n+2 )

Encrypted data flowing, using
Key PPing for Tx/Rx

TX or Rx IV Space for Key PPing Nearing Exhaust

Set Temporal Encryption and MIC Keys from PTK
n+ 1 in Key index PPong for Tx/Rx

&
<

Set Temporal Encryption and MIC Keys from PTK
n+ 1 in Key index PPong for Tx/Rx

Set Temporal Encryption and MIC Keys from PTK
n+ 1 in Key index PPong for Tx/Rx

Set Temporal Encryption and MIC Keys from PTK
n+ 2 in Key index PPing for Rx

Encrypted data flowing, using

EAPOL-Key (0,1,0,Tx Key index PPing,Key index PPong,P,KONonce n+ 1,0, MIC n, 0)

Wait until all queued PPing
encrypted messages
have gone and been acked

Calculate PTK n+3 for PPong using next counter
value (KONonce n+ 3 )

Encrypted data flowing, using

Key PPong for Tx/Rx Key PPong for Tx/Rx
All queued messages
encrypted with PPing
have to be gone before
IV space is exhausted
(28 13) Pairwise 7| Z441 X}
23N F4 Security,” Mar. 2002.
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