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Development of Security Audit Agent

for the Safety in School Network
Jong-O Park’ - Chul-Hyun Lee' - Seong-Sik Kim"

ABSTRACT

Internet has being grown explosively in recent years, hence it becomes easy to search and
access information. But it is happening frequently to access illegally into the systems and data,
there are many damage caused by them. So, it is very important that we construct security
plan for the systems and data. It is not exception on school network being diffused to all
schools. But, we have weakness about security to manage server and network safely. So it is
causing much anxieties. In this paper, we searched security points make sure of safety of
school network, and developed security audit agent helping management of security. Through
simple registration process, this agent is able to audit basic and important security problems
about not only server systems but also pc systems, and notify to administrator automatically. It
is expected to provide efficiency in managing school network.
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struct AUDIT.REPORT sagent_report:

/e WY 278} s/

output.report_header():

agent._report = check_system(ip):

if (agent_report->ays._os == SYS_WINDOWS) {
audit_win_sysinfo(agent. report):
audit_portscan(agent_report);
audit. share(agent.report);
audit_win _iis(agent. report):
audit_win_worm(agent_report);
audit_win_backdoor (agent_report);

} else {
audit_nix_sysinfo(agent_report):
audit_portscan(agent_report):
audit_rpcinfo(agent_report):
audit_nix_cgi(agent_report):
audit_nix_named{agent_report);
audit_nix_sendmail (agent_report):
audit_nix_backdoor (agent_report):

}

output_report.tailer(}:;

send_report(agent_report). /s email M& =/

<218 8> ol 0| ™ E(Back~End) olela=

433 Hd #o &x

Mol guHW 1 ZAE HAH A 55
g FAAAAA 2wtz A9t ¥H A9
F W&e <a¥ 9> o] HTML ¥HH9
e-maild FIHA AgHH, a9 FA <2¥
10>} o] ICQSH B2 AAHE wdAs o|F
T SMSe EAAMuHIAE B3 ] UB
HASE <gA 8o

‘E!'& kL M'ﬂ”ﬂ L lE URS R, Mag] WN2R Heil AW RPN HOsed
L5 BB ME AUIS G PR BRI duae RS viBUC
W R RRAN R AW (FSIO] XIRDEK WY S YRR, N2 E LSS R

M mmm o).

ALK R

R Z8

Wl ARAs
LIS A
FEW TTTES- ]

ﬂ! Hay By

L S K L O —
Port Suw Protecol  Service
2 [l 113 L
L)) wen ee Mip
1353 norer tep log=asv
Bt open o metbice-nen
[ ey htlen
H e top
woen
3 woen i-sal-
4 d!‘! SO ER vl

6 (ME TLOGON AQLENG Cf D$ ES wm)

SCi= SR SHFSI0NABNE L3 4D TN
ES aug BT gNed, il USR D00 NEIOM%J%JO

<ad o> MY EA—P U =4 3td

SUHE MY oYY UZE HE &

SHEICH OOIME JH 33

[Sublecs 210.92.98.80 TR SR
| IIGQH*”FI'%WEI RN ool 52

QU D RAE SHE NUEAIY VIS,

<% 10> MY o 8x s

5.4 B

AR7 HAYFE 4F way ojdde
Azt HAYL L7 BE RAgo] T
ot Q7o 2 1y = FHAL Mo o
g HYLe AT ABAA BAHY, 2 Yo
g dg AFHA dA7t geHoln, z
Aol o] go] mE FAE FAL B 2K
e AL SlojAwt RA=HE R oA g
AddHdez af@Ze] 98 @ &ﬂ HHog
A3 Bt EA st A rt vl {si).

Sy HAFAAN 4F 2455 ¢ g44F
59 tlole s} MNuAE AFse AWE AR
A 437 e Folug fezie B9
A AF53HA PFo] BaHAN, HihFY =
o2 gHE F e ¥AHo "Wes 2 @
TE B MLY doiHEE 1aT HHs
a2 Bl E¥A T M¥Y e #H
g1, BA 2AA o 2 Wy #d A
HE AN 7FE AFed

2y 2] SN dARAE dd A9 E
< 9oz HAY & V] AE, My &
glate} agAldet #FHoe LAHE ATH
ol it & TR HAAFe HIFe vEHAY
B4 F8 Aagd 47k 9gE uAH
A48 = vk gEA Bt gig HAYe 7
gie AdHoz AU AvdE, B&
2 dHE dd RE gad ds EdHoin o
23 B FHE #9Y F U=E de U
n3g 987t Yo

ol o

o



3 HRUFEDRYE =X H5H H15(002.1)

gtagd

[1] 2&%, FFTLEe4H 8(2000). 2000 L
SAEYN, @FESEERE.

[2] 24 £(1999). PR3 e B4 ¥
g3 Wt AF. AZnSHeHR L.

[3] #34(2000). g A £y +
Z 9 F2A9 73& 8 298 A
ojx T, ¥FHFEH LKA 3(2).

[4] AAF £9(1998). RE5AH R 7|¢ 7% F
g 2dol B3 A7, FEMCuSA A4
g,

[5] A" (2000 =& 7|¢ FBI H7)%F
Ao #3 dF. FFunRYgEPRY.

[6] ©|°& £(1999). 25u JEHY F5&
A% Bt Az AA FIHRLSIY
BA geds HEA.

[7] A& 9(1998), A% #elo #4, F4n
t]o]. [943: AFEleen Frish (1996). Essential
System Administration. O’Reilly.]

(8] #FYEAZATFZE(1999), W Ha%
T ARAAM, IFEA.

[9] s 9(1999). a¢-stgE A A
A FEo) FAH 2 AN ek dFHF
Bl 5583 A, 2(2).

[10] 5214 24 F(2001)
http://www.moe.go.kr/

[11] $=FHEREAFA AL S (2001).
http://www.certcc.or.kr/

[12] Security Focus(2001).

http://www.securityfocus.com/

s =2

192 HZuYcidtn
o818 2 (05 8 8}
1995 #=RYdER
A e &2 (2K B AL
1999~3A IR YRYEE FFEH KT
uhA} 2} A
FAEE YHARK
E-Mail: modu@knue.ac.kr

of & #

1993 ¥=HYdTR
48} & 7L & 3 8HAD)
1995 #Fuoista
A FE LS TS A A
1999~d 4 S aPddstn
AR LT WAL
g4 Bk HAFY uS, ICT €8 ud
E-Mail: leesleek@cc.knue.ac.kr

4 Yy

1977 "Eﬂltﬂﬁ}iﬂ 73%&4 &4
1977~1991 25 CH%""*'"’
33 Z}ﬂ—fl%}l
(A 1A 199])

1986 W& FtEH gt Hiket

7% &4
1988 ©l= @& FHUET HAE MA}
1992 i tien HAibosha) o] shubat
192~dA dxugusty FFeuEH Fas
#A Rk QAFAE, ¢neE, 4415, DB
E-Mail: seongkim@knue.ac.kr




