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PKI Based Next Generation Mobile Networks
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Abstract

When the wireless PKI is applied to 3G/4G mobile network which requires mutual
authentication among all entities, the wired PKI procedure is not feasible for ‘validating
visited network’s certifications because of the wireless environmental limitations. Also, if
we depend on WAP based PKI, we cannot support confidence about certification
validation since the information offered from visited network is not authenticated.
Therefore, in this paper we consider various and unique characteristics of mobile
environment for certification validation at 3G/4G mobile networks based on wireless PKI
and then propose two certification validation procedures.
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