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ABSTRACT

UPnP(Universal Plug and Play) is
commercial product for the first time in
home network middlewares, but it has

problem that it has no security standards in
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UPnP specification. In this paper, we
present UPnP security model. It is based
on XML Signature of XML Security. It
provides UPnP with secure services which
are device control message authentication
and user access level control. It is
independent of UPnP modules and has
mobility of secure service modules for non
secure ability user part. We conclude this
paper with an example of applying UPnP
Security model to the UPnP audio device

control and an test example.
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