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ABSTRACT

In this paper, we present a design of a hash processor for data security systems. Two standard hash
algorithms, SHA-1(American) and HAS-160(Korean), are implemented on a single hash engine to support real
time processing of the algorithms. The hash processor can also be used as a PRNG(Pseudo-random number
generator) by utilizing SHA-1 hash iterations, which is being used in the Intel software library. Because both
SHA-1 and HAS-160 have the same step operation, we could reduce hardware complexity by sharing the
computation unit. Due to precomputation of message variables and two-stage pipelined structure, the critical path
of the processor was shortened and overall performance was increased. We estimate performance of the hash
processor about 624 Mbps for SHA-1 and HAS-160, and 195 Mbps for psendo-random number generation, both
at 100 MHz clock, based on Samsung 0.5um CMOS standard cell library. To our knowledge, this gives the best
performance for processing the hash algorithms.
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end =1 start =1

end =0
final_add P
f_ent =0 and s_cnt =1E
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2 Rl AR a4l meAAS A 53
e ches) ek WA YREYE txegelz
wAAe) Gigellst ¥ HEE AR A4 S12
SECINEE REE R Jo IR R
o WAX AR $2el Agich 2elz A% Al
b B A ol XA 28] M el
WA A 2ol el wiAx WaE A
S, M G4t BEel ¥ ehen 1] Sage
24 4 Bel FAe] Aok 818=% @
A QA BEE B S F kg 264 &
7) e HaFe 3% A4 W9 A Hge A
AN HZ 160919 a4 m=F Fsle] ae
= AR B AgEch 22t 9 AR}
siulEnct 2 Agols WK Selrle 2
9 e Ad GHR SEe) AR A
919} YL W SAsel a9 =2 AP
o] A% % WA S1291=9) SAREE HE A
A WS AN 7] gol ofd oA WA

B 2. # =AY A% uln

14 53 418 49 40

8 e

EH

tound st

a2 10, slis] ZaAMe] A ol $Mx

EZo o3t a4l el s taiEel ol 3
o] 5126]E2] AR A 160M]ES] 3 Ze=E
s & 8232e] itk 8153=%}t 94
3 B35-2 Syt 829 S HFF A4
ey AL AE ARA 4] Z=F S
THE S Z2=AY AA eleluxss 23 10
o] woirh

B gy AAR 4 Z2AAE Verilog
HDLS AMsle] A4 8 4%& sidln Azd
32 A 0.5 um CMOS ~Eici= Al gle]Ha]

g 2= A%e 4ESYd ol @ 2 Aol=
S o 3000001%0ck 29 2sleg AAAE 2
491 HYAQAE 2909 HelZa B o} =
YEF @ 7l 32 W= Q) 5 A2 of 10 nsr}
Ak T2l 100 MHze) e} 53} Faisol]
S124|=9) wlAA| s 1608] 52 a4] Z=g AAe
£ % 82290] sasle] 3 Sy AZHE 820 ns
o], oF 624 Mbpse] A5 wch 22w oA}
W IR AR Adle @ e sl sl

151 (6] M 2 =%
SHA-1
) -
%:] 2 ~ SHA-1 SHA-1 Sﬁgsl HAS-160
A= B PRNG
Tx3H EA 1 step / 1 clock 1 step / 1 clock { step / 1 clock 2-stage pipelining
o xa9 81 ((J]SO}CI];-(?)’CICS
(512-bity3 81 clock cycles 81 clock cycles 82 clock cycles
Zal A 65 clock cycles
2 T (MDS)
417 Mbps (SHA-1) 624 Mbps (Hash)
A= Mbp:
s 310 Mbps 404 Mbps 519 Mbps (MDS) 195 Mbps (PRNG)
3 Fa 50 MHz 64 MHz 75 MHz 100 MHz
AolE 5 20,000 gates 1413 LCs - 30,000 gates
Ag A 0.5 um Altera APEX 20K 0.25 um 0.5 um
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% 20 Bgrk 519} [6]& SHA-1%F el [7]
& SHA-13} MD5E S8 28] (5], (6], [7)
< B 3 22 @ oA e SP3ieE F
Fsled, SHA-1-E ¢ H 3shed] £ 81 F39]
A28%ch AN FAe] BT b 1 Fulee
50 ~ 75 MHzE AM&3k 310 ~ 417 Mbpse) A
5g malch olol wlal,  EFeld THE e
Z2AAE SHA- 13 HAS-1603} oJA} e HhAly|
£ 2T 5% S glel ol A G4 F A
9] HE =g vra, olE dejEEisl A7l
F2& AMgst (51, 6], [7Iel vl 29 & 82
ME 7 A o FARRR AAAGAHZAL oF 12
2 F] F F aE P A5E /MIck 1)
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Hock ol AFE 18d B o £ =Rl 7
3 84 ZzAM 24 A gk o
Byl M3t Ajxglel] s ARE ¢ s AL
2 s

V.3 B

B =4 SHA-1, HAS-160 &4 dw=l&
3} SHA-1 d3el&g o83t oAl 3 WS
2R 7 5 Z2AME dAslgich WA o
A Ziof|A], SHA-13} HAS-1600] 5gt oAl o
A FA2E 7R B ¥ w4k sl 3
f3tozy stmde] of& AR zElar WA
z| wge] AL ARte R dE HYRAAREE A
Asta] 2A st GA AAke F Al solz
glel FxE Al 3 FHoR ¢ A ks
stk R 29 e 3 ) A 3
AAAAZE o IRE 9 45 4 F o P
Ak el 9% 3~ zRAKe) 4 =
A7 1EE A da] ZEAY A o
AE WY Fysled, J4FH AT s Arle
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o) AE |43, 2 FrE TZAR] i 3
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