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Design of a New Audio Watermarking System
Based on Human Auditory System

OO R B 8 TR RS et o]
(Dong-Hwan Shin + Seung-Won Shin - Jong-Weon Kim -« Jong-Uk Choi
Duck-Young Kim - Sung-Hwan Kim)

Abstract -In this paper, we propose a robust digital copyright-protection technique based on the concept of human
auditory system. First, we propose a watermarking technique that accepts the varios attacks such as, time scaling, pitch
shift, add noise and a lot of lossy compression such as MP3, AAC, WMA. Second, we implement audio PD(portable
device) for copyright protection using proposed method. The proposed watermarking technique is developed using digital
filtering technique. Being designed according to critical band of HAS(human auditory system), the digital filters embed
watermark without nearly affecting audio quality. Before processing of digital filtering, wavelet transform decomposes the
input audio signal into several signals that are composed of specific frequencies. Then, we embed watermark in the
decomposed signal (0kHz-11kHz) by designed band-stop digital filter. Watermarking detection algorithm is implemented
on audio PD(portable device). Proposed watarmarking technology embeds 2bits information per 15 seconds. If PD detects
watermark ‘11’, which means illegal song, PD displays "lllegal Song” message on LCD, skips the song and plays the
next song. The implemented detection algorithm in PD requires 19 MHz computational power, 7.9kBytes ROM and
10kBytes RAM. The suggested technique satisfies SDMI(secure digital music initiative) requirements of platform3 based

on ARMIE core.
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Audio Watermarking, PD(Potable Device), HAS(Human Auditory System).
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Fig. 2.1 Critical band characteristic of audltory system : (a)
resonant frequencies[Hz] along the basilar membrane
of cochlea, (b) critical band
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Table 2.1 Critical band by Zwicker[9]

Bark | f(Hz) Af(Hz) Bark | f(Hz) 4f(Hz)
0 0 100 12 1270 280
1 100 100 13 2000 320
2 200 100 14 2320 380
3 300 100 15 2700 450
4 400 110 16 3150 550
5 510 120 17 3700 700
6 630 140 18 4400 900
7 770 150 19 5300 1100
8 920 160 20 6400 1300
9 1080 190 21 7700 1800
10 1270 210 22 9500 2500
11 1480 240 23 12000 3500

goll mat g2.200 AA
J)r 2o ARE RAQrt B =FdMe dg9AA -

2 Argstd. g9« gz ovle N3zE %Ei%‘i‘?}
A =9, 5 9 Fag Rl AAHAEH oH o
o AT TEY F Ak dANGRYT 84 Fow A
$te zte) &4 Aolys THEEY 5 U

& 0e, 47 wHz

£ 22 T xzgof e feoia ME
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Table 4.1 Result of watermark audibility test(ABX test)

&= 1 2 3
52
pop-1 3/8 5/8 6/8
pop—2 5/8 5/8 5/8
classic 5/8 4/8 3/8
sound effect 4/8 5/8 5/8
AR E(%) 53% 59% 56%
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Table 4.2 Audio quality to SNR

S/N ratio dB | S/N ratio : 1 audio quality
60dB 1,000 Excellent, no noise apparent
Good, a small amount of
50dB 316 noise but audio quality
good.
Resonable, fine grain or
40dB 100 snow in the audio, some
fine detail lost
Poor audio with a great
30dB 32 deal of noise
20dB 10 Unusable audio
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Table 4.3 Experiment result for 4 songs(SNR, dB)

pop-1 pop-2 classic |sound effect

SNR 85.080 84.261 80.056 80.384
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Table 4.4 Watermark detection ratio after various attacks
(count, %)
attack item pop-1|pop-2 | classic Se(f)}leré(ti detgcttéon
no attack 21 18 11 16 66 | 97%
amplitude compression] 21 | 14 | 0 | 1 |36 53%
channel conversion 20 17 11 16 64 | 9%
down sampling 21 18 12 16 67 | 99%
I 20% | 20 | 16 | 11 | 14 |61 9%
pitch shift
-10% 21 17 11 15 64 1 94%
+10% 21 17 12 15 65 | 9%
time scaling
-10% 21 17 12 15 65 | %%
add noise | -36dB | 21 17 11 15 64 | 94%
. 128kbps| 21 17 10 16 | 64| 94%
MPEGL MF3 9%kbps | 21 17 9 15 | 62| 91%
MPEG2 128kbps | 21 16 11 16 64 | 94%
AAC 96kbps | 21 | 16 9 16 |62 91%
| WMA | 6mkbps| 21 | 16 | 10 | 12 | 59| 8%

AAC: Advanced Audio Coding
WMA: Window Media Audio

E 45 2= AdER WD HotE wyol MSH|D
Table 4.5 Performance comparison with spread spectrum and
proposed method

detection rate
attack item spread
o |
method
amplitude compression 46% 53%
channel conversion 91% 94%
. ) +10% 21% 90%
pitch shift
-10% 13% 94%
i ) +10% 2% 96%
time scaling
-10% 2% %%
add noise -36dB 88% 9%
128kbps 90% 94%
MPEGI MP3
96kbps 84% 91%
128kbps 929 94%
MPEG2 AAC
96kbps 8% 91%
548 &8
¥ orRdNE orle Auze BRual % s o
71 $fste] N2E e YHvA dumEFE Adtsim
Fuig AA7E dAsdEY. AgdE ¢ndEe v= ey
3o FrF o]Folx EEFr)TF SDMIS 2 7ALES vHE
dh= e zA 53] HE718 4 ¥ E4E 3 ol
o A dAteE YEvag HEsle Fdsdolg Al

HAANAYE J|¥oz o M22 2012 Asoid A2l 4

Trans. KIEE. Vol. 50D, No. 7, JULY. 2002

ofstrlel W ¢ Hee vedg. gdva gE9a

e ARM7 coreg zty wiolag HAEE# FHIYS
o dibel 19MHz, AM8" AFEFHE ROM 7.9kByte,

RAM 10kBytes J#8stAh o] Axe] frxrys F83 F
g AA7IeA 8T F Ae Folu. B =HiAMc
MP3  Ego]ofo 2 #%A7  PDA(personal digital
assistants), mobile & SF] Ze A &9 grrE B
2406l AREE] H{E gaelFold.

2 =3 A HEW}" g v Ee HASCGuman
auditory system)o} 7]Eog I JANGEL 7|uto g A
AAE dIAAHEE o] &3t AEntas Ak
APt FHAHQA JrrRA AE7 ] 93 ABX HAME
FgPon, Ae 56%BHE 9L HEs FHolyr] wWEl

4y de

8 28 & At Vo] 50%F AW Aol AE
W48 gets PEst 44 Yo BRETh Any

9l &4 H7/E SNRE 5w 80dBE=M ule AFe A
At A9 §les vEhd T slth AdA #otdAM e g%
g 4E5MP3, AAC, WMA), F&37H &Y A3 59 F
Ao m 90%olde] HAEER U4 AHYE Rygev 53
B =Ry gugE EFJog HE7E TR )T A
b Al AEge B

B =FdAT 1529 2bit ARE FEHIEE =Ho Y=
g 2Fzke] ¥melE WA oA 152 Well 64bit o] 7R
Aol 7tEdtth oA UAE Adxo AHAE AYEIAE
2 stz txg dddzo IEM 4o A ol &7ts

st w3 wE dnegdE SN S5 AR HYyE
g mio W3 n YUY Alxdolu WEErE Aoy
o A4 2 £ ddx Agdg
ZAtel 2 ‘
PR RS SN A7A ARG R 2000N~
EiNL701ch.286)94 APz FYPFHAY L. |
o238

[1] Ingemar J. Cox, Matthew L. Miller, Jeffrey A. Bloom,
Digital Watermarking, Academic Press, pp.1-40, 2002,

[2] J. A. Bloom, 1. J. Cox. T. Kaller, et al, “Copy protection
for DVD video,” Proceedings of the IEEE, vol. &7,
pp. 12671276, July 1999

[3] http://www.sdmi.org/port_device_spec_overview.htm

[4] I. Cox, ). Kilian, T. Leighton, and T. Shamoon,
Spread Spectrum Watermarking for Multimedia,”

"Secure

IEEE
Transactions on Image Processing, Vol. 6, pp. 1673-1687,
Dec. 1997.

[5] Darko Kirovski "Robust Covert
Communication over a Public Audio Channel Using Spread

and Henrique Malvar,

Spectrum,” Pre—proceedings of the 4th Information Hiding
Workshop, pp.363-378, 2001. 4.

{6] Chung-Ping Wu, Po-Chyi Su, C. -C. Jay Kuo, "Robust
and Efficient Digital Audic Watermarking Using Audio

315



BERSERH L S0D% 7k 2002F 78

Content  Analysis,” Security and Watermarking of
Multimedia Contents II, pp. 382-392, 2000. 12.

|7} Tolga Ciloglu, S. Utku Karaaslan, "An Improved All-Pass
Watermarking Scheme for Speech and Audio,” Proceedings
of the 2000 IEEE International Conference on Multimedia
and Expo, Vol. 2, pp. 1017-1020. 2000.

[8] D. J. M. Robinson & M. ]J. Hawksford, “Time-Domain
Auditory Model for the Assessment of High-Quality Coded
Audio,” The 107th Conference of the Audio Engineering
Society, Sept. 1999.

[9] E.Zwicker, Psychoacoustics, Springer-Verlag, Berlin, 1990.

[10] Fredrik Gustafsson, "Determining the Initial states in
forward-backword filtering,” IEEE Transactions on Signal
Processing, vol.44 no.4, pp.988-992, 1996. 4.

(111 Burlington R., and May D. Jr., Handbook of Probability
and Statistics with Tables, Second Edition, McGraw Hill
NY, 1970.

[12] &85 As9, 48, A58, 458 “ddalsg o] &
ode HAERA” SxUEFes Fgedd, pp. 3741,
2000. 11.

M =E 8 (B E MW

19959 Al gAdoigte dgd dx-38
B FshA AL, 20008 SUEY whabatA
8, 1992~19949 LGAA Video AFPHE
AT, 1996~2000 A& HgGATH A&
dray ddaArd. 2000~@A ()t
24 FHdFA2 A9+

Tel : 02-2267-6112

Fax : 02-2267-6113

E-mail : dhshin@marktek.co.kr

& H (R K E)
19968 dFdign wFT ‘Eh)r F 8D,
L@

19984 SIS A WFFAIHF
sHa1A), 1998~ @A) @m-aow P
Fa RYATH
1 02-2262-5340

Fax : 02-2262-5333

E-mail : swshin@markany.com

316

45 H (&8 )
19954 AM-gAlfoistn cistel HagE
FH(FEHErAL), 1995~199641 =t #strl &
FEATY AddT4d, 199%6~2000d F
Ads AR g/t g,
2000~@R (F)vtalY RHATAE A
2%
Tel : 02-2262-5310

x : 02-2262-5333
E-mail © jwkim@markany.com

A3 EHEER

1989d University of South Carolina, Ph.
D, 1989~1992d KIST ¢ &AsdT4%,
1992~dA AHdigdy FRFAHE asE
2000~ (F)mb AW oisrelrt

el : 02-2262-5300
Fax : 02-2262-5333
E-mail : jwkim@markany.com

449 9 (& & %)

AAgenw o &AAFEFA(FIA}), A
SAYUSE  AAFSI(F Y H 4
EAGANE AL B AR R

# RAds Aaas YA

E-mail : dykim@bc.ac.kr

Z4 48 (&R
19523 6€ 12 4. 19753 2¥ A4
A7 &9, 19803 29 5 digd
A7) F e (F). 1977~1982d A 7]
A% 1982¢ ~ @A MEAEd Az - A
7)1 EF wF

el : 2210-2449, Fax @ 2249-6802
E-mail : shkiml@uoscc.uos.ac.kr



