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Secure Recovery of Cryptographic Files in PC
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Abstract

The encryption of a file on a PC before saving can maintain security of the file. However,
if the key for the encrypted file is lost or damaged, the encrypted file can not be decrypted,
resulting in serious economical loss to the user or the user group. In order to minimize the
economical loss a secure and reliable key recovery technology is required. Presented in this
paper is the development and evaluation of PKRS (PC based Key Recovery System) which
supports encryption and decryption of file and recovery of the encrypted file in emergency.
The encapsulating method, which attaches key recovery information to encrypted file, is
applied to the PKRS. In addition, the PKRS is developed and evaluated according to the
requirements of Requirements for Key Recovery Products proposed by NIST and requirernents
of Common Criteria 2.0 to prove the safety and reliability of the information security system.
This system is applicable to a PC and can be further extended to internet or intranet
environment information system where in encryption and recovery of file is possible.
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