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ABSTRACT

This paper proposes a group key management protocol for a secure of all the multcast user in PIM-SM
multicast group communication. With proposed architect, subgroups for multicast secure group management will
be divided by RP (Rendezvous-Point) unit and each RP has a subgroup manager. Each subgroup manager
gives a secure key to it’s own transmitter and the transmitter compress the data with it’s own secure key
from the subgroup manager. Before the transmitter send the data to receiver, the transmitter prepare to encrypt
a user’s service by sending a eneryption key to the reciver though the secure channel, after cheking the user's
validity through the secure chanmel. As the transmitter sending a data after then, the architecture is designed
that the receiver will decode the received data with the transmitter’s group key.

As a result, the transmitting time is shortened because there is no need to data translation by group key on
data sending and the data transmition is possible without new key distribution at path change to SPT (Shortest
Path Tree) of the router characteristic. Additionally, the whole architecture size is samller than the other
multicast secure architecture by using the conventional PIM-SIM routing structure without any additional
equipment.
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