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Design and Implementation of Dynamic Group Key
Management Protocol for Multicast Information Security

Hong, Jong-Joon, Kim, Tae-Woo0

ABSTRACT

This paper proposes a group key management protocol for a secure of all the multcast
user in PIM-SM multicast group communication under electronic commerce. Each subgroup
manager gives a secure key to it's own transmitter and the transmitter compress the data
with it's own secure key from the subgroup manager. Before the transmitter send the data
to receiver, the transmitter prepares to encrypt a user's service by sending a encryption key
to the receiver though the secure channel, after checking the user’'s validity through the
secure channel. As the transmitter sending a data after then, the architecture is designed
that the receiver will decode the received data with the transmitter’'s group key. Therefore,
transmission time is shortened because there is no need to data translation by the group
key on data sending and the data transmition is possible without new key distribution at
path change to shortest path of the router characteristic.
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