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Design and Implementation of Web-based Hierarchical
Network Management System using SSL
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ABSTRACT

Network management system exchanges information between management servers to
manage other network as well as local network for MSP(Management Service Provider)
business. Because communication line that is used here is communication line that several
users use, other user can steal a important information that are passed through
communication line. For these information include important information of administrator or
equipments, These information should be protected. Usually it is use much SSL to security
of communication and it wish to protect information using SSL in communication between
management servers’ or communication between server and client at network management
system to use much SSL for security of communication.
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// allow a max of 10 sockets to queue up waiting for

accept();
Security.addProvider(new
com.sun.net.ssl.internal.ssl.Provider());

char{] passphrase = "isptest”.toCharArray();
KeyStore keystore = KeyStore. getInstance(” JKS");
keystore.load(new FileInputStream(” keystore”), passphrase);

// Now we initialize a KeyManagerFactory with the
KeyStore

KeyManagerFactory kmf =
KeyManagerFactory .getInstance{"SunX509");
kmf.init(keystore, passphrase);

// Now we create an SSLContext and initialize it with
// KeyManagers from the KeyManagerFactlory
SSLContext context =

SSLContext.getInstance("TLS");

KeyManagerl] keyManagers =

kmf.getKeyManagers():

context.init(keyManagers, null, null);

// First we need a SocketFactory that will create SSL
server sockets.

SSLServerSocketFactory ssf =
context.getServerSocketFactory();

ss = ssf.createServerSocket(port, 10

(8 7) SSL A8 424 v APzE=

// First we need to load a keystore
Security.addProvider(new
com.sun.net.sslinternal.ssl.Provider());

url = new URL(u, "keystore”),

Object obj = null;
DatalnputStream
DatalnputStream(new

BufferedInputStream(uri.openStream()));

datainputstream = new

charl] passphrase = "isptest” toCharArray(:
KeyStore keystore = KeyStore.getInstance("JKS");
keystore.load(datainputstream, passphrase);

// Now we initialize a TrustManagerFactory with the
KeyStore

TrustManagerFactory tmf =
TrustManagerFactory.getInstance(” SunX509");
tmf init(keystore);

// Now we create an SSL Context and initialize it with
// TrustManagers from the TrustManagerFactory
SSLContext context = SSLContext.getInstance("TLS");
TrustManager{] trustManagers = tmf.getTrustManagers();

context.init(null, trustManagers, null);

// First we need a SocketFactory that will create SSL
sockets.

SSLSocketFactory sf = context.getSocketFactory();

// Open a connection
sock = sf.createSocket(SERVER, PORT);
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