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ABSTRACT

As per increasing research interest in the field of collaborative computing in recent year, the importance of
security issues on that area is also incrementally growing. Generally, the persistency of collaborative system is
facilitated with conventional authentication and cryptography schemes. It is however, hard to meet the access
control requirements of distributed collaborative computing environments by means of merely apply the existing
access control mechanisms. The distributed collaborative system must consider the network openness, and various
type of subjects and objects while, the existing access control schemes consider only some of the access control
elements such as identity, rule, and role. However, this may cause the state of security level alteration
phenomenon. In order to handle proper access control in collaborative system, various types of access control
elements such as identity, role, group, degree of security, degree of integrity, and permission should be taken into
account. Futhermore, if we simply define all the necessary access control elements to implement access control
algorithm, then collaborative system consequently should consider too many available objects which in

consequence, may lead drastic degradation of system performance.
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In order to improve the state problems, we propose a novel access control framework that is suitable for the

distributed collaborative computing environments. The proposed scheme defines several different types of object

elements for the a:cessed objects and subjects, and use them to implement access control which allows us to

guarantee more solid access control. Futhermore, the objects are distinguished by three categories based on the

characteristics of the object elements, and the proposed algorithm is implemented by the classified objects

which lead to improve the systems’ performance. Also, the proposed method can support scalability compared

to the conventional one. Our simulation study shows that the performance results are almost similar to the two

cases; one for the collaborative system has the proposed access control scheme, and the other for it has not.

1.M2

Y A2l 9479 g AMRlEe] 7T
7l 3549E 73 + e L AT &
T Aadez e, Heude, 7PRA o
1 3T vlaszadd rled F453 A
o gsje] Fe] sl =dck 2 w4t &
7 2 R vEHA Aol AeEle gYAL
e oofit AMAE AR wiEel] oz ZiA
ol Kgle] Fsicl.

Y Ajxsle] 2ok YA 15 H ob
Fsh= oln] ZZs) = ITU-T X.509, AME
(Kerberos), 37071 ¢33t 52 7€ AL A
slof ZAuXo] fAIHATL AHAAY H¢- 71Ee]
AL 4 glo] A8 AS- s o] Bl
e sAe] A7 Elok A, 7182 AZA
HAe st e T sxe] HIZAN LT AR
l] AZAE s, /Y Azdede ¢
BoksFol Firl £& notsFe AAZ A
o] &4 A, B BHeEFe] FAVL FE B
5T AR ATe] BI=He 5 Ui HZA
ojols AhbslE Abglo] Al &, Rt F
Ag} oz EFo AAr} Y=l #qY Az
A 7128 AR, 73, AT 55 2] & s A
ZA 845 AHEEE A B A 2 d
B3 e 3 Fske 9o wAde &4,
71&9) AzA HAE 4 glo]l AMske AT
H2A Az dY A xmle] FAA Ae} F
Eo] wHAlE) wiitel Y Aladledd FAA A
o] Az} HZAA AHY F 3 JRAE Ersiok
e Aol wAd) aElz ¥Y AaEe] 2E
AT AsRe weule] AAd Hag HE 24F
Aog H AZAAE du|Est & e Aad
A% AE 7k webd rjEs) Bt AAst
22] g3 Axgle] SA Fxd 2e A2E A
A} AMo] Fash} B =RlMe AP A

1016

olt

tle

P Ay TRl 9Y Asde 292 sled A2
& Aol el Baod ARMITE

Ak AaAele] BAL AA, FA L Ade|
Ao ans AY, A%, 1§ EUEE 24
53 s7H, R et o)A ol
Aol 248 BFoR WY AxelN o
A Aol AZ EHA FTAIrL Atk
S, A} R A4 T WY Aade] 5
AK Ao A JRAN22E AR Ax
W S A S olddeh A, AEe 98
A ¥ A BRd 2ES BRIo
28 7 AAY EFl e AZE FIAe] Iz
Zzel 44 7hsa shdch B ERelE 4
o oAl WY Alzde] B4o whet AAE AHE
A Au g O AE RS AM e A TH
Ay B4 dlolel Ao A 72 2R o
A, Ak AEAe] BAL A ohE HAs
N R e S ST EY
£ fAae A2Ael A WA AR
Azl 44 T 4 AES shich wei
AR WAL ATAe] AL SAel 4
P3b 2A Aol o AN A
sglen, Axd Sl S HT 24 2 YA
#70] So1ER BYHS Telsiglch

2oy A% A WAL AgAL Aske
F2o) A Ageiglon], o3 AT 248
olgsliAIT Aad Ave Aol BUL A4
sl ke wlo) 2 Aol E wolx] Yskow, o)
23l Aol E A2AIE ¢ 4 sk

2 ERe) PAL et Atk 2geE F1E
o g2alel A% WY e e AR I
d Q78 AT, 3oL AR gaAel =
sl FEsE Akl TRl WAL o
so ek APk 4relde AIA e
szl dald 71gsk, SANE A TR A
~dlol jgt 7143 A FAHE s, 64ld A




B/ YA ool oAl zeddz dA 2 7o

2% 95 Al Aaje] Eolaicl

1 ot

o]

.

h

OSI(Open Systems Interconnection) HQF F-Fol|
Aol ATl AL AR, G4, I 7jEk AA
22 projRlch AR 7 AL FAG B 2
B0l &3 Qe 2EFES Al A3l A
a3 AL AR ¥ AoEe A HRe Fa
Aol o AAE 7R A deER W
g AR Al oy ATAe7t HeE ax 9l
o} 73 7l AL e gl g 2R oM
(compartment-based) A& E3s} itk o)==
=3t FAL A7 FAE Aesty, AR B
ol dolwtd o Arst /3 A FAE S
3o, 7} FAleh AA] dfeix] 3 sHE AR
UHFEE e AR Aoz AZAE I
¥ & 4 ok A JEE AL AR 7 A=
T3 7| A of% BAS Zk3 9lon] S
ol A3t AAoZA A Alfo] opd b
Ale] AFof wet 4T & 5 e AR AAH
3, AHE £ e AR gzt ey
oAt H{Y Ajzgie) A9 A5 2 opEAy AR
5 7] g8 A2 84E "HeE sk oy 7R
FFe AAZE EAs] dol 9 sk A
22 AisiA] 23l

71& ALAlY] Bt AAE Fsa Qe Y
Alzglol| 2] HZAle] o] EAloz Mushroom
2] A% AHIA 2EE AHosl HoH gla
Ed 9T WA AW ALk Y. Suite
2] A F2 AREAll digh 73 Aelo} A A
g A& WHFn HIAAE 30 AT A3
A% 52 AMEA Aelstd Arga. ofs} 2t
< HpAe] Al Bl AulAE A, He A
Al A9 AMge] Ao glem, ARgAPY] A
< & Atz 13E Asle] 7 2A 3
A& & 5 ook R He] ARl 73 A9,
Y A Y Tl I3 2E Al 2 Ao
7} olefol std, AT Wk 2 AMERRY 73 A
oA gk Hrh SulEA Hel qlejor drk =3
AT AYE MAshs Al oigk FAHES 2
Blok e, Aol o3t HTAe] wkAle] ohd FA|
o} FHel o3 HIA] WAE 27 glr] d-Fell
AA B3l gt HkE FHegE Holr) Aqkel A
ZAe1e] A Falel AAle) HAZA AT s

22 HIZAE sl dEel, viz] Ao el
AZAAE ke AHel nisle] A2yl Mg A3}
g 7HE ¢ AT AR & ouigt At
Az AL HIAZ) rhsdt AA EHIe=
A& zZkx glck

ABA A BaF Aw]Ael CORBA(Common
Object Request Broker Architecture)2] =24}
el 5218 A 84 BEA el AH T4
o} A7) HZAAE Holg FH o)F o]4sl
AZAE 3P, CORBAY A ¥4t 87
ol At FFL2 ANk oA, §HA]2rle]
A ofy] AlZY ookt FRe] Mol #Hde o
e dBHQ FAE FHLsa ] wEel
ARS8 akE HITAYle HARE WHo)
uck AEl HIZAl A FAe A 22
9] AT 24E 23 glow AIANE dog
& 7S¢ 95k WA 27l o3 FIAelE @
T UEE S Aol AMALY 7ol e A
A1 Aol wE H3S & 4 ol =3
7182 odub Alxdlof|xfe] AHIAle] HALE A
AZAA LT ol 8etd daeES dEssl]
ulEol] wi2ef, Wit HITAe] 7|Eg o]43]
FA3 ATANE sl R, HTA 8RS 7}
ooz Bixql Alshg meisfolshs A2k
e ofy] 71A] dellA] EAGsicka & 4 9ck

A e ¥y 2 e AYsle Alzse]
o] =Hojglem wgh A Foll X R
Y 2l 4L T A2"E sl 9le
o HIAl A FHH AFe vlAT Ao
PO g3 g2Ael AAe zgsiEs
HHAS EAo] we  AAE ARshe Aol
ohe} 7]Ee] Bl AHAE AHSge= FEA,
dlole] g fx] U Bl AL ow A
= 7lgsA ZEe <A Mol A A gshed
ojrlE F2 ok

W, A CIXi! ALY

E e=Fellx] d mdE A=g Ak o]l g
HAxEE A F7)7) g2 A A1) 3D =}
ol ¥H T5alg] olEeidelAd Hed 4 gl
of, %ol SHolz, Ealal o)xo] Lold =
duRas FEE 4 Aok TR WgAsde
Auje} Zepolgde T2, A= $A] ¥l &
olslar FYFol EjAoln o]xAe] Holut A}

1017



FREAIGE =22 '02-10 Vol27 No.10C

£ ARslag

HqHA 2 715E A S8A2H, MY 2
Bl FPldER w4 ootk 58 Axd J)F
< 3D Studio Max-§ o83+ B4F 4kit]zlal 88
Agolel. Mu 715o2ZE A, dBAd U 954
RIS $% ollEXee} FfRduoly el slF
A, AHEAE A AR A AR Al AR
A4, AAZE X2 Aga gk ARz e Al
A, ARl Z2A4 AelE $3 dolewelx
Az, A4 =), 3D Studio Max®] 3D Ax e,
sleled =] 2D 2 A Fejel 2 A4 ] e
I AREAE @] M 1F, AR Ze] AW E AL
olg] My w3t w= oAz Mg T3 e AR
Bzt 7lge] slek EERIUAE rlseRe A
A4 A 3], 3D Studio Max A, slele
3o, A8 5o] sivk

::::. Information Server <— FEvent Flow

T "':,I <—  Pointer
— 0
Evant Usvager :@J m:g’url

Session Manager
Sarver

Session ;

N
Connacl | Seasica
uawl]( List J'D

Sz

Chant | Ciont Tools
Socket | Sockel | ——

33 1. FHARE AN T2

I3 1A ¥ ARExlge] Au{(User Manager
Server: UMS)& AH8AbE elste, AMAE o
ARl Ags wRick w3l ARAR] A AElA
(A4, T1), 9, o) 23S o], Adate] A
H(Session Manager Server: SMS)ol|A] A48 3,
a1 AHAE AMRelA AFRIch ae|n Ay
A(Information Server: 1S)el| AH&L3}ed o}
UMSe) 43 AMRARRe] A 23 Aw|AE A
ek SMSE AlAlel tigh AJulAE UMSH|A A
3, §Y Akie]l A%t dlelelE MRSk ek
UMS=ZRE] A e 248 o, Mu|x 7
5 %5 A3l UMSHA 2 ZA3E E=iEch
old, Mulx 2L & AMEAYA 279 715 A
F3lod, SMSo| A& A] AMEA} oleld], F, 7,
A g 229 477} dx|slefofrl A&l 7}

1018

TIEE ok gl S s Aol 94
ABlA 23S & ARRlelA] UMS7} SMSe] &3
& o} o]F AMRA AT e, USME
Fel QlF A 32 gRlEA] o2 ARl SMS
A v Adslodch SMSo|lA 38 A o
B fAE A8 b 27 daelZe] AL
O o159 BA dlolelmlo] Aot QEF M,
$414¢] FHPriority Queue) 2AEY FPHE A
3lo] oMl ES Hzjjhch

V. 32 8o ZHAKT HH|

B =Rl 7 2dlE gk Hyajasl
¢ =z I ZA A5, G5 HAIA, 18
32 H3t AR el ) 7R AAe] ME Als B
oz FAE Qlck 2 F ol dRAY A
o} &Y 2ellA 71 F8% A2 oAl B
o Ao}, dutdoez HIAolzld ARgA], =
2o, ZBAA, A" 5] VR FAe] A
B A2E] 2ol H2E 4 =S Aljlsle A
£ omgic}. A2 ool A|ARle Rl AHTS
FAERE Y AL A= AHIA HFe 43
v B2 3 A"l A5 AR EARCk
ozt B =Tl HIZAejel 32 s/ AR
AEo] FHA2E U] xRl gt HIAAE
Wi} AME AIAl] AAL U AR
At A2"de] A Ao F8eel uie}
g Alofshs H2A 2sd3) 89 Aol
A3} FHEAALS S Aol AR WE &
55 Aelshs Ajeg pAEck

AZA A dukd e FAlzle 2 F5H
22 2Rl I MARE wIe Ade
HF5A2E AT P de WIAT B =F
dde HAHLE AHTE A=she AR A
< $83ke dAeE o S Akt

RE FA= AT AH 25(Access Information
Factor)Z 7RIz glom FA| A A HZ AW
847} AA=e) Ak @A Ak oAl FHA~
dol 2= oy AT AE 24+ AR, 1§ A
&, 29k 54, 37K, 524 589 94 AR
Ajghgict

2E AAdE H2Ale] A H(Access Control
Information) 2 A-f-8laL glom] 24 Al A A
ok Al A AAe F5H, AdAL A
a2, d9 AE, Bt 59 AN 55 &




T BHA 2ol A 9] A2Ae] g2 44 2 7o

o 24T gk o] 2AFE A tzkl Y
Al z”lellA] MRS AR AL whs AAES]
AT 54 SA 2A AA=Hck Ak oAl §
HAzdold] 2R AAE A% BelAHMessage
Manage), H2#2] A IS Manager),
% FHe]xHConnect Manager), =4 Hz]2KSearch
Manager), A4 #=u]2}(Session Manager), AR}
A ¥(User Data), A4 #]XE(Session List), AHAd
Hlolejuljo] ~(Session DB), Aty E-H(Tools) S-off
s e A A =TS old 3R
A dielEER olol &34 o

1. 2 Mol =Zdez =22

o] Aelxie AMkske AT ZeAdA=] T
A " 5A bzl 71 ok A2Al ZHYY
e 79 A RgelA AolE 3] wEel A
gt A2Ae] 2Ee Fvlsl gEleldE =
F MY T2 WA Havl HEE sigck

Access Confrd Framework |
! Qosnct Modile CeteBeme Qorrector |
i [Sﬁeﬂﬁmlr\fﬂnﬁimi [Ojectl’om&:tdldmim l Ctelmn |
i | Bemert Qorstruct Menger . Bemert Corstruct Menger Comector
| oethdmevede . ][ AkTaeMaw
l Bvert Andysis SQtject Fequest Chiect Arglysis Ria Tade Ao Tade
Il Mereger Aralysis Merager Mereger Meregar
l Aocess Contrdl Decision Modle Oyetcoreoty Mdds
| umota || seionoaa [ ootawostioncriet || || Eraption | | oeoyption
}{ Aooess Cortral Aocess Cortral Aocess Cortyd 4 Menger Mareger

a3 2. ’:j}%d cizpal P 2R AL A Ao} Zd
H=

A Aty ozl YA aEe] oA =)
PHZ FE2= I8 20 HelFE ZAHH 4
2 AAY AT 248 e 24 WY B2E
(Construct Module)®} 4] 2 Ao AHRE 714
27] $18) diojeimlo] el @Ash= dloleiulo]~
X-E(Database Connector), oj¥l& Q7 =k 2],
FAY 27 ¥4, A4 EAS dodshes olE
4 ZE{(Event Analysis Module), 773 ©lo]E-&
sl 43 dHolE ¥-E(Rule Table Module),
HIZAle] ZAA  FE(Access Control Decision
Module), 72)7 33le} B33l ol ofs
EE(Cryptography Module) 2 A=) gl

24 A4 ZEES 4 2 A4 A A e
L4F Ao AT 9%E 3w ek F

Ae A2 HE 845 27 glen AR AHITE
& w dedk 24tk AAle AIAY 24F
Zha glew FAe] AIE Alelshzd deg 2
Agojrk

dio[efuo] 2~ A =& AAe HIA o4
Y ofe] d23g dlojelE dlejesojar e J1A
27) 9% mEEA] dioleHo]29] Fiel wlet A
=5 ¥ F U=E e zesle] dAEI

oMlE ¥4 2EL FA oMlE FA x|
FA o7 4 BeRL AA B4 FRAE o] Fof
A gick oMIlE 2A Felate ZElIIE § ol
Eo| Wb A A} AHAe] Pagh oJWlEQI|
A5 AAIA "ok a=ln FH o ¥
A FARNE HZ 297 Bolews A
glod o AAYE Y3l 2FUAR EAE 3, A
A Y Azs FA s A 2k A4
o] ARE M)

T elolE ZES 3 dHolEg H=lshke
2 eold IR|Ake} AAAQ 7 HolER FA4
5ol Qlek 4 elel & A A2RE AMshe
AHgAR] 2ol o8 WAl Zhedte AT 24
9 3 @A A=l ek

AA] 23 S FA &7 14 FeRp
s ouigk HIAe] AAe] oA HAA s}
AAA AA A %ot A 4 HAE A
s "ok A2 AA 2ZEdle AR AR
AAlel, A AR FIA, F53 AA 42
Aeje] Al 1A el 2 relFick kd REL 7}
FA, AR 2 dlojeulo]2ste] FAE G5 3En
533 s 2Bk

a9 32 Ak AHIZA Zede=zE A o
A4 YAl Fo1RE AHe] Frelel 4Ry
YAkl HHEAAY 7L oMIE FAOT o]Fo
7] wiEe]] oMlE Fz} FEo HIA] e
A7t 2= J=E AAsEcE 23 344 Be
BRe} o] A EEelx Z+ AHIAlelrt Heg
UMS, SMS, 1S9} ojWlE e] F-Fo zpzt 34|
o] 2]z Access Control Manager)7} <3174 o}

= A2 9% 2] Fol® dwlolelEel gt
A7}t o} FIRA "ok Z4zte] olwlE ejr}
of ¥3d AZA HFAte 718 F2RE 2
o ASAl] d3ElEE AREHAl =H A
w2} vPreiAlAl Zel AAES A Ykl Y
A28 el ARgatel gt AE  duk dlo)
B, Ad 2 A I AR, IF A Ade g 3

s

J

1019



FFEA 8384 0210 Vol27 No.10C

% Al A AHEE deleE wrelaleh oleld
AAe) FEE ) OE dElES A 9
S ERSCR ol ole) FAY chRt A2
Ao WE BU BIAGE ] Ayolnh @
S gzAolsl a4yt oA SAel e
ATA] YTEE AHEROT BT FEAYe]
saiAl Heh sl gelsh Pee 2o ¥
Azge] S Bl AHgAZL Holel Gzl
o e & Zolek

Sach infrreban S
Mregy —— :BetAoy

[y
; v\‘"/ G Rt
e | 20 Cyret e
Mgy
. nrer [$F M |

Ua Mragr s s
m[; S S o
etk Negy us N‘mi 1
Ammara i | Saxh
= @
Mg Lt
Mep
L L1 =
' =]
Gat || Got
sElE s

a2l 3. 4K il dYAlzEle] Aol 23R A
F&

a3 45 FA7E AAY AIE 27 F o9 &P
AANE Al Z7e) duEEe ol9dl AT
e S BeFck Zhzte] Al 9igk B
okt ek AMEAl AR o du lolele AHSA}
o & Al 2 AR Jliel AR, 22| AR}
o) 4% U4 59 AMeAlel BAY 4L ANB
o F AAd 29x Az, 3o Wig 2 FHe
A% o) =E odub dlelel5g ETgsta gick o]
vl ARgAle] Aolel] o3 RE dolgR &
k.

A Are dAA A Al A4, aE, 3
7, A B 5 e Addel sl ARgelct
=g A AR JTAE AR HE 87
oWlE HRA| i} 875 HA g F A AA,
o, WA, ;] ag oA zlsge] il

T3ty AxE AAddd 2§ 3D MAX
Studio®] =}yl ol Y AA 122]3 Sjo]EH sy
o] ZEA] Tl B AAE Wik ol ARER
Aolel wle} FEAE ke Tdo ARz 2

1020

AL God FF delelE Ade ¢ 9 A
3% Bl AU T 4 AT Ak 5
Q Aol oF GrEe A ARl YHA2d
o QY 4HF 9T AN Aol TAse] 4
Azt =4 AHgAe] 8} "o wely F
Eakle o RE doldE EF ¥ 4 ek

NS TE2HO!
EFER

A2 1l mezano

sy gngs

=5

SSXAYEFH2
Holguel®

Access Control Manager =

T8 4. FA L AA 27 9E dxE A

2. F2 Mol ¥xalE

A AH 2ES FA FHet A F
Foll wlet ok duelEe AN, A2Al] =
ez 7 Fo3 4% ok ASSEE
ZAAF7] ¢lsle] o]F olE EE bl EFA|
7le 2ol #el ¥ = ot FAL AAY F
Fob ofo] ol Anle] =7t A7l dEed
olE BEL N2 F3ch 2=z AIA
A% 2EAME AAe] TR w2t ke AS A
H 94, AHIAY 24 9 HT FRE 7
Hed ol AAY FH wet o A4 A
Ao| Fasly] diolck E 1 HIA dxE
ol AMgshe AEA] AR Azl

B 1. AZAY gl ARgSEs Azt

MO) | A2 | RTO | 7 el
1 AR w 34 5F
R 25 o Fout
G aF P #H71
S H 5F

DA He Mo gn2iF

a3 5 AR AR 2 Qi dlele] AFa2A
o] gaeiZelck AAle Fie FAZYFE AAA
3 A2 27 oMESt Efe o 8vEe F
Foll we} ub dlelei(Ekal 1), X<k diejEiEl
15), dlele] W7AEI 20)9) Al 7HA 2 EREc)



¥/ 48N A 2A] Zalgda dA 2 7Y

Permit_GeneralDala_Access =
TRUE : if (M(1) >= AT(1))
Access_Rule_All_data
return
if (M(R) = RT(R) and M(G) = RT(G))
Access_RGRule_All_data
return
if (M(R) = AT(R))
Access_RRule_data
return
if (M(G) = AT(G))
Access_GRule_data
13 return
14 FALSE : Uesr Define access
15 Permit_SecretData_Access =
16 TRUE: if (M(S) >=AT(S))
17 find (M(S) = AT(S))
18 Access Rule_data
19 FALSE : Uesr Define access
20 Permet ModifyData_Access =
21 TRUE : if (MOIW) >= RT(IW))
22 find (MOW) = RT(IW))
23 Access_Rule_data
24 FALSE : Uesr Define access
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1 Permit_SessionCreate_Access =

2 TRUE : if (M(I) >= RT(I) or M(S) >= RT(S))
3 Access_Creats_Session

4 FALSE @ Uesr Define access

5  Permit_SessionJoin_Access =

6 TRUE : if (M(R) = AT(R))

7 Access_Join_Rule_Session

8 if (M(G) = RT(G))

9 Access_Join_Rule_Session

10 FALSE : Uesr Define access

11 Permit_SessionObserve_Access =

12 TRUE : if (M(S) >= RT(S))

13 Access._Oberce_Session

14 FALSE : Uesr Define access

15 Permit_SessionUpdate_Access =

16 TRUE : if (M(IW) >= RT(IW) or M(O) = RT(O))

17 Access_Update_Rule_Session
18 if (M(R) = AT(R) or M(G) = RT(G))
19 Access_Update_Rule_Session
20 FALSE : Uesr Define access
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Pormit QreatoData_Access =
TRLE : if (MP) =AT(P)
Access_(reata_Dela
FALSE : Uesr Define access
Permit_UbdateData_Axcess =
TRUE : if (MO) == RT(O) and MIW) >= RT(W))
Access _Update_Rule_Data
FALSE : Uesr Define accass
Permit_ExciAeDale Access =
10 TRUE : if (MO) = RT(O) and M(S) >= RT(S) or M{l) >=RT()))
11 Access Excutg Rula. Data
12 FALSE : Uesr Define access
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