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(Implementation of Extended Task Role-Based Access
Control Model)
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Abstract

This paper implements an improved model for access control enforcement in enterprise
environments. The integration of the task role-based access control model and the “conflicting
entities” administration paradigm supply a specification of static and dynamic separation of duty
requirements in the workflow environment. The implemented Extended Task Role-Based Access
Control model can deal with the conflicting entities for workflow oriented tasks. It will support
elaborate separation of duty policy to tasks in enterprise environment through the classification of
enterprise sessions according to their characteristics.
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Fig. 1. Extended Task Role-Based Access Control
(ET-RBAC) model.
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Fig. 2. Example of Workflow.
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Fig. 3. Example of Role Hierarchy.
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Fig. 4. Example of enforcing the business rule
through conflicting tasks and conflicting
users and W-Session concept.
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Table 1. Example of can_assignTs_M Table.
AR rc Min Int | Min R | Max R | Max_Int
DSO Cl [ PLI; PLI ]
DSO C1 [ PL2; PL2s ]
PSO1 Cc2 [ PE1L PEL ]
3 2. can_assignTs_IM o] E2} o
Table 2. Example of can_assignTs IM Table.
AR PC { Min_Int | Min_ R { Max R | Max_Int
DSO | C1 [ PLI PLI1s ]
DSO | C1 [ PL2, PLZ, ]
PSSOl | C2 [ PE1s PEL; 1
E 3. can_assignTp Hlo|&-2] 4
Table 3. Example of can_assignT, Table.
AR PC | MinInt | Min R | Max_R | Max_Int
DSO | Cll [ PLl, | PLL, ]
DSO | C12 [ PL2, | PL2, ]
PSO1 | C21 [ PEl, PEL, ]
S 4. can_assignTw H|o]£2]
Table 4. Example of can_assignTy Table.
Min_ | Min_ | Max_ |[Max_1
AR | PC Tnt R R ot AC | DT | C
DSO | C11 [ PL1, | PL1, ] ACl| DT1 | C1
DSO | C12 [ |PL2, | PL2, ] ACZ | DT2 | C2
PSO1 | C21 [ PEl, | PEL, ] AC3| DT3 {C3
E 5. can_assignT1 dlo] &2} o

Table 5. Example of can_assignTl Table.

PC and_set_name not_set_name
1 ASET1 null

Cc2 ASET2 NSET1
c3 ASET?2 NSET2
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share_assignT(role, ttask, arole, mobile)
share_weak_revokeT(role, ttask, arole, mobile)
share_strong_revokeT(rolettask,arole, mobile)
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private_revokeT(role, ttask, arole)
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conflict_user(user, user)
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Fig. 7. Example of Conflicting Task List.
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Table 6. Implementation Environments.
Rt e 2
0s Windows 2000
Database Oracle 815
NE Borland Delphi 6
HW el 800MHz
256M RAM, 40G HDD
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