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An Application of Blackboard Architecture for the Coordination
among the Security Systems

Hee Suk Seo, Tae Ho Cho

Abstract

The attackers on Internet-connected systems we are seeing today are more serious
and technically complex than those in the past. So it is beyond the scope of amy one
system to deal with the intrusions. That the multiple IDSes (Intrusion Detection
System) coordinate by sharing attacker’s information for the effective detection of the
intrusion is the effective method for improving the intrusion detection performance. The
system which uses BBA (BlackBoard Architecture) for the information sharing can be
easily expanded by adding new agents and increasing the number of BB (BlackBoard)
levels. Moreover the subdivided levels of blackboard enhance the sensitivity of the
intrusion detection. For the simulation, security models are constructed based on the
DEVS (Discrete EVent system Specification) formalism. The intrusion detection agent
uses the ES (Expert System). The intrusion detection system detects the intrusions
using the blackboard and the firewall responses these detection information.

Key Words: IDS, firewall, network security, coordination, DEVS formalism, BBA, simulation
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