A study of Intrusion Detection System applying for association rule agent
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ABSTRACT

One of the Problems, which the Intrusion Detection System has, is a False Positive. This False make to low condition
of the Intrusion Detection System. The cause of the False Positive is that the learning is not enough during audit data
learning steps. Therefore, in this paper, I propose the method of the Intrusion Detection System that be leamt audit data
to agent with association rule.
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Fig 2. Classification of learning data

a2e) G FA Zo] Hes Mz A4
s Ay delezre dgd 7t
o dudFedA 2H FARS
o Hi2 &Aste JY #@X
HE HZd 2d" Adzd 39 44 949
d¥ =g Xdojty HielM e A4t vAd
Hihs #dsta 2E e #d% 5}l
o thiyiel Hdee wRdS o8
o 23y Ho= AEE Ad3 B4 dlol
G ojd M2E Y A
o9 Hee o2 delHz%H Y Ade
2 & AUtk

r



V. AIRE A W Y

AAARJA Al&g g 5171] o ]Z4E(agent)9}
H

E, At ASSEE, U AH Bi 28 el
2 £<%(console) o2 FAHEW 1¥3Y 2o
dojNE REL T V\E“Oﬂ Hé}cq ]LP‘/]O
o o]

ol
N
2
-

£rdlon;rL%H
{o
;:T; 3
T
o & m
) ]
4&40% E
b Wow oy
X,
i rfroh
rlrn;g = o
rir oy
o >
o
rN
Im
2

oy e
o
E

N e
= off of N &

off o oft X o o
mlo}m&&lrﬂr&trlmi&
2 29
= 2 N

"'t;*v'—?i‘it E%

e s

Aol me me

MY S 2D RE
SRR e
3% 3 Alad" AT
Fig 3. Structure of System

2o ZRAAME dojde

Ed ZaAEE EF3E @ 3y 3
ABrE g HES 71%94 AU AL 27
gFate] e dEe
I ZEL oo HE
Atelol el & lﬂﬁ}oﬁ Ade FF& wutsld Y
FEHEEY 7 EPE% A AH

a4

MO]*EW IDSAM\'} °ﬂ°\d of of
i :‘?:%ﬂr wEd H43 N5y HEAEe 2o
(log) 2371%, AY BFdd 1 7% 5€ F

AT

Vi. 85 Bt

A9l &Bx] AlAHe &Aool B ALY =
b
j=

2 BAgolgld N & FAEL '@ oB%gS
A7) dolth A @A o] fiRrEs
344 ZAfalse positive)} HAH AsHfalse

42%}}&1 21‘1] uHEMI & AL dolE] W&
41401 /d uAgith o] 2 Asly] sl
% = A4 HolHE shgste #HAe
‘H%?f’i% ]t”é A &-8to] shubel Al HEelA
g 5 gl oe] 74z Wy dulo g o=

HeRtEE st 3AA A HAE F
et g 239 <Al g(threshold)ol F7t
of weh A Aol Fasts 4Y AnE B

.L?Em?_ﬁt.j:rmn

mfy
L.

T3 4 AR SN ZBEinle] A
Fig 4. Relationship of threshold and false positive




AR YA BTG =EA A6 A5E

N9k it
[s0 ;-_R
Y :},(9 o=
0 = oX
g OF
2 ML
Y -
2 o e
im o
A I
o Ay
oy Sk
2
2
)
=
o
o
)
2 oo
P'L
g

ob o
ra

)

i

4o

rot

OE_, r-'

2

=2

=2

o
>
o 4
=

e o ot

R
(RS ko ox Ty -

o

a
o

rir

<44 oo Ob ol fo oot ol op
R
22
PN
of
0,
o

oy
)
)

r

)

ot
ki
MO
o

[1] SKumar and ESpafford “A pattern
matching model for misuse intrusion
detection.” Seventeenth National Computer
Security  Conference, Baltimore, MD,
October 1994, 11-21.

[2] S.Stolfc, A Prodromidis, S. Tselepis, W. Lee,
"Java Agents for Meta learning over
Distributed Databases”, in AAATY7
workshop on Al Methods in Fraud and
Risk Management 1996.

[3] Neil Crowe and Sandra Schiavo, “An
Intelligent Tutor for Intrusion Detection on
Computer System”, code Cs/rp, Department
of Computer Science, Naval postgraduate
school monterey, 1997

(4] Sandeep Kumar, gene Spafford. “A Pattern
Matching Model for Misuse Intrusion
Detection”, Proceedings of the 17th
National Computer Security Conference,
October 1994.

(6] T. lane and C. E. Brodley. "Detecting the
abnormal: Machine learning in computer
security”, Technical Report TR-ECE 97-1,
Prudue University, West Lafayette, IN, 1997

[6] Jai Sundar B. Spafford E, "Software Agents
for Intrusion Detection,” Technical Report,
Purdue University, Department of Computer

688

Science, 1997.
[7] Crosbie M, Spafford E, “Defending a

Computer System using  Autonomous
Agents,” Technical Report, Purdue
University, Department of  Computer

Science, 1996.

8] &#7, WAz, “Ad HA e 25 € 7
3 FALAL", AHHIANE AHET FA
19987 &4 13%.

0] “HBEAAR Asjatz FA 7% o] B3
" A HHFAE1999.1

[10] BF 9 491, “diolg] vio]d 7] & A &
3 A A #x ZE HA", 199 A
RN =84

(FEAD

1988 A st HAtEsta (F
g A

2000 HFdiEtn Habaetap(E
ghakah)

1978 ~2002d & A)
KPAEE : o)EE

95 3 A%

240l F% AREAH 25

, ARES, HolHFA, vz

’

>
2

A3 Z(Jong-Geun Jeong)
19953 ZMcigtn A ApA Ak}
(o) 5tAh
19979 2HdEN gy A 2
LSS (o) gAY AL
2002d 29 =AMoigta oiskd A
AA e giek whabE
1999 3¥~2002d A MAARALE G
19999 3¥~2002¢ dA) 7S AAHHIG A
dag
ATk AFAE, A8/ Alad, HEnge],

ARES WEYA AXAFAL, vlo]aix



