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ABSTRACT

This paper describes a design of cryptographic processor that implements the AES(Advanced Encryption Standard)
block cipher algorithm "Rijndael”. To achieve high throughput rate, a sub-pipeline stage is inserted into the round
transformation block, resulting that the second half of current round function and the first half of next round function
are being simultaneously operated. For area-efficient and low-power implementation, the round block is designed to
share the hardware resources in encryption and decryption. An efficient scheme for on-the-fly key scheduling, which
supports the three master-key lengths of 128-b/192-b/256-b, is devised to generate round keys in the first sub-
pipeline stage of each round processing. The cryptoprocessor designed in Verilog-HDL was verified using Xilinx
FPGA board and test system. The core synthesized using 0.35-gm CMOS cell library consists of about 25000 gates.

Simulation results show that it has a throughput of about 520-Mbits/sec with 220-Mb clock frequency at 25-V supply.
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