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Intrusion Detection System Model using agent learning in network
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ABSTRACT

It is very complex to construct Intrusion Detection System in distributed network environment than simple ones.
Especially, In the collecting and analysis of logdata from out different operating system break out much problem. So
In this paper, We present a Intrusion Detection System model applying agent leamning system to solve these
problem. We apply the data Mining algorithm for agent learning.
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L; = {large 1-itemsets}

for (k=2/Ly-1% @k++) do begin

Le-)s /2R 325 JY
forall transactions tED do begin

C: = subset(Cit); //FREE] NAYEHYo] EF

forall candidates cE€C; do

Ci = apriori-gen(

c.count++;
end
Le = {cEC | ccount 2 Swnd/HEAAEE W&
end

Answer = ULu

a3 1 sle B E M 4Y dnelE

Fig. 1. Large item sets generation algorithm
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Algorithm Apriori-gen
insert into G // AT & 37}
select aitermy, aitemy, --,.item-1, b.itemy-;
from Li-1a, Li-1b
where aitem; = b.itemy, ---aitemiz
= b.itemy-z, aitemi-; < b.itemy-;

/N BRE BEo] Al AR UL7} obd AL A4
for all itemset c€Ck do

for all (k-1)-subsets s of ¢ do

if (s&Le-p) then

delete ¢ from Ce

OF 2, ol Mxjnjide| ¢nelF
Fig. 2. Algcrithm of Join operation and Prune operation
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Intrusion_learning()
{
if (Hi(x)=normal) Vv (Hi(x)=anomaly) then
/AR RS AE £/
if Ha(x)=normal
then output < Hi{x)(normal or anomaly)
//EASE Y Y 29
else output < new_intrusion
else output « Hi(x)

}

¥ 3 Y B§X 2R/ g22F
Fig. 3. Algorithm for Intrusion Detection Classification
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Fig. 5. Figure of Audit Data learning stage
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Intrusion_Detection() {
event=Associate;
forall intrusion p € PT
{
CMP = compare(PT(p), event)
if (CMP > MIN(E)) then report=CMP
}
warning = Intrusion_detection(report)

store = new pattern }

ag 7. HY ©x gnalE

Fig. 7. Intrusion detection algorithm
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