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ELKH, Efficient Group Key Management Protocol
Using One-Way Function and XOR
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ABSTRACT

Since the multicast group which is composed of various members is dynamic, members of the group frequently join or
leave. So, for a new session, group keys are efficiently updated and distributed. In this paper, we describe very simple and new
efficient logical key hierarchy(ELKH) protocol which is based on an one-way function. In the previous schemes, when the
group controller distributes new created keys or updated keys to the members the information is usally encryted and then
transmited over a multicast channel. But ELKH secretes the multicast message by using the one-way function and XOR
operator instead of encrypting it. Hence our main construction improves the computational efficiency required from the group
controller and group memebers while doesn’t increase size of re-keying message when compared to EHBT!"™. Assuming the
security of an underlying one-way function, we prove that our scheme satisfies forward secrecy and backward secrecy.
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