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ABSTRACT

The access control techniques, which can control unauthorized members to access to multicast service, have not been
studied very often while there are a lot of on-going study on secure multicast architecture, multicast key distribution and
sender authentication scheme have been studied.

Multi level access control scheme in multicast can be used in a remote secure conference or to provide graduated
multimedia services to each customers. In fact, multicast network has its own virtual networks according to different security
levels. However, Early schemes are not effective when it protects unauthorized access in multi-access network environment.
Furthermore this scheme does not provide us with hierarchical access control mechanism.

This paper, therefore, proposes hierarchical access control scheme to provide the effectiveness in network layer by security
level comparison. And we also suggests hierarchical key distribution scheme for muiti level access control in application
layer and effective hierarchical key renewal scheme in dynamic multicast environment which is easy to join and leaving the
multicast group.
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