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A Development of Central Policy Database
for managing Heterogeneous Firewall Systems

Dong-Young Lee'- Tai Myoung Chung'

ABSTRACT

With a remarkable growth and expansion of Internet, the security issues emerged from intrusions and attacks such as computer viruses, denial
of services and hackings to destroy information have been considercd as serious threats for Internet and the private networks. To protect networks
from intrusions and attacks, many vendors have developed various security systems such as firewalls and intrusion detection systems. However,
managing these systems individually demands too much work and high cost. Thus, integrated and autonomous security management for various
security products has become more important. In this paper, we present the architecture of the WISMSF (Web-based Integrated Security
Management System for Firewalls) and the merits of centralized approach for managing heterogeneous firewalls and implement the prototype
of the central policy database that is a component of the WISMSF engine. The WISMSF engine supports an integrated view for policies, the
integrity of policies and the easy recovery and addition of policies. And also, we define the policy conflicts of WISMSF and present the policy
recovery process to support to the policies consistence,

7|9 = : BEROHA|(Integrated Security Management), ZY&= HOIE/HO|A (Central Policy Database). HMSE(Policy Conflict)
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level ENUM « AREA) el S (NM, GSM, TSM)
network | CHAR(15) <AL AL gt ESA F4
description | TINYTEXT o AR R}ol] ik A

ety J3 FgTE] AladA Ax" AMERE B
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olgolm, 1 W8S <X 2> 2t

(E 2 olo|HE Holge| e

Field Data Type Description
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s_time DATETIME A g AL
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M(x) Tx) Ax)

A(new) = Positive_Action
A(old) = Negative_Action

. T(new) € T(old) - -
A(new) = Negative_Action

Al(old) = Positive_Action

M(new) = M(old) -
A(new) = Positive_Action

Afold) = Negative_Action

T(new) = T(old)
A(new) = Negative_Action

Alold) = Positive_Action

M(x) T(x) Alx)

M(new) = M(new)
M(new) ¥ M(old)

T(new) = T(old) Alnew) = Atold)

A(new) = Positive_Action
A(old) = Negative_Action

T(new) C T{(old)
Alnew) = Negative_Action

A(old) = Positive_Action

M(new) * M(old)
A(new) = Positive_Action

Af(old) = Negative_Action

T{new) 2 T(old)
A(new) = Negative_Action

Alold) = Positive_Action

3.3.3 4ate

7128 Az o] 7t FEHE Aol N2 s
B Ao Bgss AM FEL B9tk F (2¥ DI 2ol
293 #EA M1 5 M2 g8 #Za M1, M2d o3
A 293 A Ag di TIA M2 PisEs 389 9
¢] Negative_Action{x)¥ Positive_Action(x)& #&8t= %
o2 watt) <E 559 o] Ahukg A -?%3 M(n(>w)=
M(old)% M(new) = M(old)?] A$-2 58 4 Aok

Aae) 9% 35

(B 5) oHE g 522 EF7

M(x) Tix) Alx)

A(new) = Positive_Action
Alold) = Negative_Action

Mi(new) = M(old)
A(new) = Negative_Action
A(old) = Positive_Action
T(new) = T(old) -
Alnew) = Positive_Action
A(old) = Negative_Action
Minew) = M(old)

A(new) = Negative_Action
Al(old) = Positive_Action

<E 6> Bolyl TguA A A FHo BT
Z, PTxol wzbs, A3 289 #E 2 a4 3o} dolst
o (28 72 A™ I AF PT7F of HE Aolsa,
oA o dutd A FE] oF yehd Aol

Alnew) = Negative Action ( Domain_A

@
O,

(a) $5T geiate o3 2gAA 44 35

Alold) = Positive_Action
M3 : >
O,

b A& &
(38 7) =g 2 529 o

Alold) = Positive_Action

Domain_B

S

gzl o EeteA AH F=

Alnew) = Negative Action
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S AAE Z PT(ML) = PT(M2)0)x, M2 il A e
AHe 978 Ao TIAA Y A FEo] HAFh

Domain_A

= Positive_Action

AM 1)
@

A(M 2) = Negative Action

(a) PT(M1) = PT(M2), AM1) > A(M2), T(MD)D T(M2) 3%
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