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Proposing a PRNG based on a block cipher and
cryptanalyzing its security

Junghwan Song*- Jinsu Hyun' - Bonwook Koo''" - Ku-Young Chang'''!

ABSTRACT

Cryptographic applications, such as data confidentiality and authentication, must be used for secure data communications. PRNG (Pseudo-
Random Number Generator) is a basic cryptographic component which is supposed to be satisfied by criteria that are provable security and
randomness properties. PRNG is used for generating an initial value or key value of cipher and security of whole cryptographic module depends
on the security of PRNG. In this paper, we introduce an PRNG based on a block cipher and prove their security.

FIRE : B WMTI(RNG), AtHs 2YI1(PRNG), H4(Random Number), &4 (Security)
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