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Abstract

In this paper, we have applied Genetic Algorithms(GAs) to Intrusion Detection System(IDS), and then proposed and
simulated the misuse detection model firstly. We have implemented with the KDD contest data, and tried to simulated
in the same environment. In the experiment, the set of record is regarded as a chromosome, and GAs are used to
produce the intrusion patterns. That is, the intrusion rules are generated. We have concentrated on

the simulation and analysis of classification among the Data Mining techniques and then the intrusion patterns are
produced. The generated rules are represented by intrusion data and classified between abnormal and normal users.
The different rules are generated separately from three models "Time Based Traffic Model”, "Host Based Traffic
Model”, and "Content Model”. The proposed system has generated the update and adaptive rules automatically and
continuously on the misuse detection method which is difficult to update the rule generation. The generated rules are
experimented on 430M test data and almost 94.3% of detection rate is shown.
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