Journal of the Optical Society of Korea, Vol. 6, No. 4, December 2002, pp. 156-160

Image Encryption Using Phase-Based Virtual Image and
Interferometer

Dong-Hoan Seo* and Soo-Joong Kim

Dept. of Electronic Engineering, Kyungpook National University,
Daegu 702-701, KOREA

(Received September 10, 2002)

In this paper, we propose an improved optical security system using three phase-encoded images
and the principle of interference. This optical system based on a Mach-Zehnder interferometer
consists of one phase-encoded virtual image to be encrypted and two phase-encoded images, en-
crypting image and decrypting image, where every pixel in the three images has a phase value of
‘0" and ‘w’. The proposed encryption is performed by the multiplication of an encrypting image
and a phase-encoded virtual image which dose not contain any information from the decrypted im-
age. Therefore, even if the unauthorized users steal and analyze the encrypted image, they cannot
reconstruct the required image. This virtual image protects the original image from counterfeiting
and unauthorized access. The decryption of the original image is simply performed by interfer-
ing between a reference wave and a direct pixel-to-pixel mapping image of the encrypted image
with a decrypting image. Computer simulations confirmed the effectiveness of the proposed optical

technique for optical security applications.
OCIS codes : 070.2580, 100.0100.

I. INTRODUCTION

Optical processing techniques have recently been
employed in security applications due to their abil-
ity for rapid transmission of information and a large
degree of freedom to encode data. These advantages
of an optical security system include the controllabil-
ity of phase components of the image which can be
fabricated by optical devices, such as liquid crystal de-
vices (LCD), computer generated holograms (CGH),
or lithography {1-4]. Optical encryption methods con-
vert an original image into a complex image or pure
random phase image. Since the resulting phase com-
ponents are difficult to detect by intensity detectors,
they are more difficult to copy or reproduce. So var-
ious approaches for optical security systems, based
on optical correlations, have been proposed [5-10].

Representative techniques for the implementation of
optical encryption such as double random-phase en-
cryption, with Javidi and co-workers, have been pro-
posed. This method converts an original image into a
random-noise-like image by using two random-phase
masks located in the input and Fourier planes of a 4f

correlator. In the decoding process, the phase mask,
which is the complex conjugate of the random phase
mask used for encryption in the Fourier plane, is used
in the frequency plane as the key for decryption. So
this technique requires high alignment accuracy and
an accurately fabricated complex conjugate key. We
also know that the previous approaches have some
drawbacks, because unauthorized users can permit a
counterfeiting of the encrypted image by analyzing
the random phase mask using some phase measure-
ment technique. Other approaches using the random
phase-coding method based on the iterative algorithm
have been proposed {11,12]. These methods encrypt
an original image using two random phase masks gen-
erated by computer, where the encoded random phase
image contains no information from the input phase
image or the Fourier plane filter that is required during
the decoding process. These approaches have shown
computer-simulation results that suggest that they are
suitable for security applications. However, these sys-
tems require a phase mask obtained by an accurately
iterative computation for a fine control of the multi-
valued phase and high alignment accuracy so that no
satisfactory experimental results are obtained.
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II. PRINCIPLE OF INTERFERENCE

Let the two plane waves propagating in the z-
direction with the same frequency w, wavelength A,
amplitude Fjy, and polarization be

Ei(2,t) = Egcos(kz — wt + ¢1)
Ex(z,t) = Egcos(kz — wt + ¢2), (1)

where ¢, are ¢, the initial phases, and k is the prop-
agation constant. The intensity of the superposition
wave of the two waves at an instantaneous time can
be written as

I=(E?)
= ((El + Eg)(El + Ez))
= (E?) + (E2) + 2(E\E»)

I+ I+ 15 (2)

The interference term is then
Iy =2EZcos A, (3)

where the phase difference (A) arises from a combined
path length and initial phase angle difference. That is

A = k(21 ~ z2) — (¢1 — $2) (4)

At various points in space, the resultant irradiance
depends on A. The maximum irradiance is obtained
when cos A = 1. Therefore, if the phase difference
between the two waves is an even multiple of 7 or
an odd multiple of m, the intensity is maximized or
minimized, respectively. Consider the case where two
phase-only images have pixel values of ‘0’ or ‘7. If two
pixels with the same phase value interfere with each
other, the corresponding intensity value will become
the maximum value, while two pixels with a different
phase value will result in the minimum value. As such,
the binary intensity image can be obtained by interfer-
ing two phase-encoded images with each other. This
principle is similar to a kind of digital XOR logic op-
eration and is applied for encryption and decryption
in the proposed system.

III. PROPOSED IMAGE ENCRYPTION AND
DECRYPTION

1. Image encryption process

Let f(z,y), v(z,y), r(z,y), d(z,y), and e(z,y) de-
note the original image, the binary virtual image to
be encrypted, binary random image, binary decrypt-
ing image, and the encrypted image, respectively. The

original image is divided into three images, virtual im-
age, random image, and decrypting key, and given by

f(z,y) = v(z,y) + r(z,y) + d(z,y) (5)

The virtual image v(z,y), the random image r(z,y)
and the decrypting key d(z,y) have two values of ‘0’
and ‘1’. In the encryption process, to prevent coun-
terfeiting and unauthorized access by analyzing the
encrypted image, the virtual image to be encrypted
and the random image are combined with the en-
crypted image. The virtual image and the random
image are encoded into a phase function. Therefore
the two phase-encoded images have two phase values
of ‘0’ and ‘nr’ and a uniform amplitude transmittance
and are given by

vp(x,y) = expljmv(z,y)],
Tp(ma y) = exp[jm"(a:, y)]lvp(:c, y)lz
= lrp(x7y)l2 = 17 (6)

where subscript ‘p’ denotes the phase encoded image.
The encrypted image e(z,y) is obtained by multiply-
ing two phase-encoded images with each other. There-
fore, the original image f(z,y) is protected from coun-
terfeiting and unauthorized access. And it also has a
uniform amplitude transmittance. And it is given by

e(x,y)= ’Up(.’L', y)’l‘p(.’lj, y)
= exp[jw{v(x, y) + T(I’y)}] (7)

the optical encryption method is shown as a block dia-
gram in Fig. 1. The virtual image and random image
are fully phase-valued, so they can not be copyed by
an intensity detector such as a camera, scanner and so
on. And then even if illegal users steal and decipher
the encrypted image, most of them will recognize the
virtual image as an original image. Therefore whitout

binary virtual binary random
image W(x,y) image r(x,y)
¢—— Phase modulation——
Y ¥
Jsv(x,p) ‘Multiply jrr(x,p)
e
Encrypted image

FIG. 1. Block diagram for encryption procedure.
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the correct decrypting key, the original image cannot
be reconstructed. These phase images can be fabri-
cated using computer processing and optical lithogra-
phy, or displayed on a spatial light modulator, such as
an LCD.

2, Image decryption process

The decryption of the original image is simply per-
formed by interfering between a reference wave and a
direct pixel-to-pixel mapping image of the encrypted
image with a decrypting image, which can be made
by a kind of XOR operation rule, and it can be opti-
cally recovered by a simple Mach-Zehnder interferom-
eter architecture. Let M(z,y), R(z,y), and dp(z,y)
denote the direct pixel to pixel mapping image, refer-
ence wave, and the decrypting phase key, respectively.
The direct pixel-to-pixel mapping image is given by

M(z,y) = e(z,y)dp(z, )

'U,,(:B, y)"'p(z’ Y)dy(z,y)
= exp[jm{v(z,y) + r(z,y) + d(z,y)}].

(8)

In Eq. (8), we can see the phase values of the map-
ping image M(z,y) become a linear summation of vir-
tual image, random image and decrypting key. To
obtain the original image f(z,y), the three phase-
encoded images are then fabricated by phase assign-
ment rule using an XOR logic operation. As a re-
sult, the decrypting key d(z,y) can be obtained by
an XOR operation with three phase-encoded images:
phase-encoded virtual image, phase-encoded random
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image, and phase-encoded original image. And then
the interference of the two optical paths is given by

I(z,y) = |R(z,y) + R(z,y)M(z,y)[?
= |R(z,y)|*|1 + expljn{v(z,y)
+r(z,y) + d(z,)}]?
= |R(z,y)|*|1 + exp[jn f(z, y)]|?

e {iEnst o

where the phase value is f(z,y) = v(z,y) + r(z,y) +
d(z,y) and the reference wave is where E is the am-
plitude and ¢ is the initial phase of the plane wave

R(z,y) = Eexp(jy), |R(z,y)
= |[Eexp(jp)[* = [E? (10)
and also the reference wave has a uniform amplitude
transmittance. In Eq. (9), if the summation of the
each pixel value of the mapping image is ‘0’, the in-
tensity is maximum. if the pixel value is ‘1’, the in-
tensity is minimum. This means that the negative
image of the original image can be obtained in the de-
tector by placing the mapping image on one path of
the Mach-Zehnder interferometer, as shown in Fig. 2.
Here, we suppose that the optical path difference be-
tween two arms is an integer multiple of 27 to prevent
interference due to differences between beam paths.
In the proposed system, to reduce the diffraction ef-
fect between the encrypted image and the decrypting
key, they are exactly superimposed in the experimen-
tal system and then we can improve the quality of the
decrypted image As a result, the coherent light that

Ml BS2 ﬂ
. . U j CCD
Virtual Random ~Decrypting
image image key L Decrypted
image
- 4
He-Ne Laser 4 BSl1 M2
M1, M2: Mirror .
Computer

BS1, B32 : Beam splitter

L: Imaging lens

FIG. 2. Mach-Zehnder interferometer for image decryption system.
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FIG. 3. Computer simulations: (a) original image, (b) virtual image, (c) random image, (d) encrypted phase image, (e)

decrypting image, and (f) reconstructed image.

passes each pixel of the encrypted image and the de-
crypting key will have the same phase delay as the
pixel value. And then the phase-delayed lights inter-
fere with reference wave.

IV. COMPUTER SIMULATIONS

Let’s consider an original image f(z,y), a virtual
image v(z,y), and a random image r(zr,y) that is
randomly generated by using computer processing, as
shown in Fig. 3(a), (b), and (c). The size of the im-
ages is 128 x128. Here, to reduce the phase difference
due to the thickness and surface of the phase masks, it
is important to fabricate the three phase masks pre-
cisely in the optical experiment. The virtual image
and the random image are encoded into pure phase
functions. The encrypted image is obtained by multi-
plying the phase-encoded images with each other, as
shown in Fig 3(d). Fig. 3(e) represents the decrypt-
ing key that is made by the phase assignment rule
using an XOR logic operation to obtain the original
image. These images cannot be seen and copied by
an intensity detector. Conveniently, we represent that
the white pixel of these images is 0 phase value and
the black pixel is p phase value. Consequently, the
interference pattern between phase-delayed wave that
passes through three phase-encoded images and ref-

erence wave is detected in the output plane, such as
a CCD, as shown in Fig. 3(f). The inversion of the
output result was the same as the original image.

V. CONCLUSION

We proposed an improved optical security system
using a phase-based virtual image and optical inter-
ference principle in the space domain. A virtual im-
age is encrypted into a binary phase-only image by
multiplying with a random phase image and then de-
crypted by using the decrypting image in the optical
decryption system. The advantage of this technique
is that we use a reference wave to solve optical align-
ment and pixel-to-pixel mapping problem in the inter-
ferometer and only three phase masks are required to
reconstruct the decrypted image without any decryp-
tion filter. And also even if illegal users analyze the
encrypted image and know the expected image in the
output plane, they will reconstruct the virtual image
that does not include any information on the original
image. This virtual image protects the required infor-
mation from counterfeiting and unauthorized access.
Therefore it cannot be regenerated from the encrypted
image without information on the decrypting image.
Computer simulation demonstrated that the proposed
method can be applied for optical security systems.
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